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1 Overview

This guide includes procedures for installing:

Standard vaults. You canuse a standardvault as a standalone vault that does not replicate datato
or receive data from another vault. You can also set up replication between a standard vault and
another vault.

Satellite vaults. A Satellite vault is installed at a customer location to allow for quick, local backups.
Backups are then replicated to a standard vault in the cloud or in a secondary location in the
customer’s environment. See Configure and install a Satellite vault.

QuickShip vaults. A QuickShip vault is used to complete large backups and restores at customer
sites. A QuickShip vault is installed on a portable computer, and shipped to a customer site to bypass
slow network connections. See Install a QuickShip vault.

Director Management Console, the graphical user interface (GUI) for managing vaults, on its own.
See Install Director Management Console. The Console is also installed when you install a vault.

The guide also includes information and procedures for:

Silently installing and upgrading vaults. See Silently install or upgrade a vault.

Setting up datareplication betweenvaults. See Set up data replication between vaults.

Upgrading and uninstalling vaults, see Upgrade and uninstall vaults.

For supported platforms and prerequisites, see the Director release notes.
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1.1 Installation requirements

For information about supported platforms and other prerequisites, see the Director release notes.

1.1.1 Inbound and outbound ports

The following table lists ports used by Director:

Port Number Protocol Description Configurable? Optional?

809 TCP Admin Service (communication with Director N N
Management Console andVault API). Outbound
andinboundrequirement.

2546,807 TCP Listener ports for backups and restores. Y N
807 TCP Portforinlinereplication N N
2547/12547 TCP Command anddata ports for many-to-one (N:1) N N

replicationfor Satellite vaults to the Base vault.
(*)

2547/12547 TCP Command anddata ports for one-to-one (1:1) Y N
replication. (*)

(*) for Replication only

Note: In N:1:1 replication, the same command and data ports are used for replication from Satellite va ults to
the Active Basevault, andfrom the Active Base vault to the Passive Base vault.

Note: The vault allows outbound connections (usually TCP port 1433) for Web Reporting System programs.

1.1.2 Permissions for running Director services

Each Director installation requires an Administrator account for running Director services. The Director

installation process can automatically create a local VaultService account, or you canchoose an existing
account.

The Administrator account must have sufficient privileges to run the Director services (i.e., "Logon asa

service"). The Director installation will fail if these privileges are not provided. Please ensure that the
account and any relevant domain policies are configured properly before proceeding with the installation.

1.1.3 Windows optimization for background services

For best Director performance, optimize Windows performance for background services.
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Install a standard vault

A standard vault canact as a standalone vault that does not replicate data to or receive data from another

vault. You canalso set up replication between a standard vault and another vault. See Set up data
replication between vaults.

When you install a standard vault, SQL Server Express 2014 SP2 (64-bit) is installed as the vault database.
After installing a standard vault, you must activate vault licenses. See the Director User Guide or online help.

You can install a standard vault on a virtual machine (VM) in Microsoft Azure. The Director installer detects

when a vault is being installed on a VM in Azure, and createsa primary storage location for all attached
drives, except Cand D. The maximum supported size for a vault in Azure is 12 TB.

After installing a vault in Azure, you must specify an externally-available IP address or fully-qualified domain
name (FQDN) for connections for backups, restores and replication, and from the Director Management
Console. See Specify an |P address or FQODN for avault in Azure.

Toinstall a standard vault:
1. Double-click the Director installation kit.
2. Onthe Welcome page, click Next.
3. Onthe release notes page, click Next.
4. Readthe software license agreement. Select Accept, and then click Next.
5. Onthe installation type page, select Non-clustered vault,and thenclick Next.

Important: Do not select the Clustered vault installation type. Clustered vaults will be available in
subsequent releases. For more information, contact your account manager.

EVault Software Director 8.00 Setup -

Select the Installation Type

Clustered vauk

Selech thes ophon bo matall one component of a clustered vaulk a SOL node or a workes
niode. Clustered vauls can be used a3 standand vauls or Satelite vaults

Non-chastensd vl

Selech thes ophon bo matall all components of a vaull on one server. Mon-clustered vaulls can be
used a5 standard, Satelite, of QuckShip vauks

! Diirector Management Congale only

Selech thes ophon bo matall Director Management Concole only, “fou can centrally manage all of
yous vauks with this uses inedface. The Console i also nstalled when you install chusteied vault
components and non-clustened vauks

¢ Back Mest » Cancel
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6. On the vault type page, select Standard Vault, and then click Next.

EVault Software Director 8,00 Setup x|
Select the Vault type

*) Standard vault

Select thiz opthon bo netall & standaid vaul, Agents can send backups duectly bo & standaid
vaudt, data can be repbeated from Satelibe vaults to & standard vaull, ci data can be
repbcated fom one standand vault to another standand vauk.

G abelite vaul

Selech thiz option bo install a wault for quack, local backups which aee rephicated to a standard
wvault in the cloud of in & secondasy location in the customer's ervironment

DuickShip vaul

Select thiz opthon bo nstall a portable wault for seeding customer backups o perfoming lage
orcisbe feshones.

<Back | New> | [ Concel
7. Onthe vault license page, enter the vault license key that you received from your service provider,

and then click Next.

8. Onthe destination location page, choose the installation location for Director files, and then click
Next.

9. Onthe primary storage locations page, choose All Local Disks or a specific disk for storing vault
data, and then click Next.

10. On the vault database page, specify locations for the vault database engine and data files, and then
click Next.

11. On the email notifications page, specify whether Director will send email notifications when a job
fails or is successful, and then click Next.

If emails will be sent when tasks fail or succeed, the notification recipients page appears. Entera
comma-separated list of email addresses for sending notifications, and then click Next.

12. On the Account for Running Director Services page, do one of the following:

e Toautomatically create alocal Administrator account named “VaultService” for running Director
services, select Create an account automatically, and then click Next.

e To specify a custom Administrator account for running Director services, select Use a custom
account. Enter account informationin the Username and Password fields, and then click Next.

For more information, see Permissions for running Director services.

13. After Director is installed, click Finish.

If you installed the vault in Microsoft Azure, you must specify an externally-available I[P address or
fully-qualified domain name (FQDN) for connections for backups, restores and replication, and from
the Director Management Console. See Specify an IPaddress or FQDN for a vault in Azure.
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2.1 Specify an IP address or FQDN for a vault in Azure

After installing a vault on a virtual machine (VM) in Microsoft Azure, you must specify an externally-
accessible IP address or fully-qualified domain name (FQDN) for connections for backups, restores and
replication, and from the Director Management Console.

To specify an IP address or FQDN for avault in Azure, run the following command on the vault:

vaultop update node in cluster
externalAddress:<external IPaddress or FQDN>
internalAddress:<internal IPaddress or FQDN>
Specify the same externally-accessible IP address or FQDN for the external_IPaddress_or_FQDN and
internal_IPaddress_or FQDN parameters.
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Configure and install a Satellite vault

A Satellite vault is installed at a customer location to allow for quick, local backups. Backups are then
replicated to a standard vault in the cloud or in a secondary location in the customer’s environment.

Before installing a Satellite vault, you must install a Base vault for N:1 replication, or Active and Passive Base
vaults for N:1:1replication. See Set up Many-to-One (N:1) replication and Set up Many-to-One-to-One
(N:1:1) replication.

Then, for each Satellite vault that you want to install, do the following:
a. Add acustomer on the Base vault or Active Base vault. See Add a customer.

b. Configure a Satellite vault on the Base vault or Active Base vault. When you configure a Satellite
vault, the Base vault provides anauthorization key. When installing a Satellite vault, you must enter
an authorization key from a Base vault instead of entering a license key. See Configure a Satellite
vault on a Base vault.

c. Install the Satellite vault. See Install a Satellite vault.

If a Satellite vault fails, you caninstall a new Satellite vault to replaceit. See Replace a failed Satellite vault.

Note: In procedures in this section, the term “Base vault” refers to Base vaults in N:1 replicationand Active
Base vaults in N:1:1 replication.

3.1 Add a customer

Before you can install a Satellite vault, a customer for the Satellite vault must be created on the Base vault
or Active Base vault. When you create a customer, you must also create a location, account and user.

To add a customer:

1. Inthe left pane of Director Management Console, expand the Base vault where you wantto add a
customer.

2. Right-click Manage Customers/Orgs, Safesets, Tasks, and select Add New Customer.
3. Onthe Welcome page of the New Organization/Customer wizard, click Next.

4. Onthe General Organization/Customer Information page, type the customer’s name and address,
and click Next.

5. Onthe Contact Information page, type the customer’s phone number, email address, website, and
contact person, and then click Next.

6. Onthe Default Location page, type a default location name and code, and then click Next.

7. Onthe Account and User Information page, type an account name, user name, and user password,
and then click Next.

Note: The account name must be unique across the entire vault.

10
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10.

11.

3.2

Note: The maximum password lengthis 32 characters.

On the Account Base Operating Mode page, select the operating mode for the account.

On the Account Storage Locations page, do one of the following:

e If you do not want to select storage areas for the account, click Next. You can do this later.

e |fyou wantto select a secondary storage and/or archive storage location, and then click Next.

To create a secondary or archive storage group, click Storage locations. Inthe Storage Locations

dialog box, add secondary and/or archive storage group and locations. For more information,
see the Director User Guide or online help.

On the Customer Quotas page appears, select each feature (Storage, or a type of Agent or plug-in)
and click Set Quota. Inthe Organization/Customer Quota dialog box, select Unlimited or entera
guota number for the customer in the Set quota area.

Click Finish.

Configure a Satellite vault on a Base vault

After installing appropriate licenses and creating a customer, you can configure a Satellite vault on the Base
vault or Active Base vault.

When you configure a Satellite vault, the Base vault provides an authorization key (previously known as the
OTRK). When installing a Satellite vault, you must enter the authorization key.

To configure a Satellite vault on a Base vault:

1.

In Director Management Console, click the Base vault.

The Base vault must be licensed for Many to one (N:1) replication.
In the Base Replication menu, click Configure Satellites.

In the Satellite Vaults Configuration dialog box, click New.

In the Select the customer that will use this Satellite vault list, select the customer. Only one
customer can be associated with a Satellite vault.

In the Select quota for this Satellite vault field, select a Satellite vault storage quota. Available
storage quotas are determined by the Satellite vault licenses added on the Base vault.

Recordthe authorization key. You use this key when installing a Satellite vault.
Click OK.
Click Close.

11
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3.3

Install a Satellite vault

After configuring a Satellite vault on a Base vault or Active Base vault, you can install a Satellite vault.

When you install a Satellite vault, you must enter the authorization key that was generated when you
configured the Satellite vault on the Base vault.

When you install a Satellite vault, SQL Server Express 2014 SP2 (64-bit) is installed as the vault database.

To install a Satellite vault:

1.

W

Double-click the Director installation kit.

On the Welcome page, click Next.

On the release notes page, click Next.

Readthe software license agreement. Select Accept, and then click Next.

On the installation type page, select Non-clustered vault, and then click Next.

Important: Do not select the Clustered vault installation type. Clustered vaults will be available in
subsequent releases. For more information, contact your account manager.

EVault Software Director 8.00 Setup x|

Select the Installation Typpe

| Clustered vaul

Selech the: opbon bo mstall one component of a clustered vaulk a SOL node or a workes
node. Chustered vaulls can be used as standard vaulls or Satellbe vaulls.

(®) Morechustersd vault

Selech the: ophon bo matall all components of a vaull on one server. Non-clustered vaulls can be
used a5 standard, Satelite, of QuckShip vauls

| Director Mansgement Console cnly

Selech the: ophon bo matall Director Management Concole only. “You can centrally manage all of
youst waidts wath this uses ineifsce. The Console i aleo nstalled when pou inst sl chisteied vault
components and non-chastensd vaukts

¢Back ||  Mest: Cancel
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6.

7.

10.

11.

12.

13.

On the vault type page, click Satellite vault, and then click Next.

EVault Software Director 8.00 Setup -

Select the Vault type

Standard vaul

Select thes oplion to mastall a standand vaul. Agents can send backups divectly to a standad
vault, dals can be rephcated from S atellte vaults 1o & standard vaull, of data can be
rephcated from one standard vaull to another standard vaul

*) Satelibe vault

Selech thes ophon bo mastall a vault for quack, local backups which ae rephcated to a standaid
vaull m the cloud of m & secondasy location in e customer's emanonment

QuickShip vaul

Selech thes ophon bo mastall a podtable vaul for seeding customer backups of perfomng lage
orisite feshanes.

 <Back | MNew> | [ Concel

On the destination location page, choose the installation location for Director files, and then click
Next.

On the primary storage locations page, choose All Local Disks or a specific disk for storing vault
data, and then click Next.

On the vault database page, specify locations for the vault database engine and data files, and then
click Next.

On the email notifications page, specify whether Director will send email notifications when a job
fails or is successful, and then click Next.

If emails will be sent when tasks fail or succeed, the notification recipients page appears. Entera
comma-separated list of email addresses for sending notifications, and then click Next.

On the Director services account page, do one of the following:

e Toautomatically create alocal Administrator account named “VaultService” for running Director
services, select Create account automatically.

e To specify a custom Administrator account for running Director services, select Use a custom
account. Enter account informationin the Username and Password fields.

For more information, see Permissions for running Director services.

Click Next.
Director is installed. SQL Server Express is also installed for the vault database.
On the Register the Satellite Vault toa Base Vault page, do the following:

e Inthe Basevault address field, enter the Base vault address.

13
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14.
15.

3.4

e Inthe TCP Port field, enter the port number that the Satellite vault will use to communicate with
the Base vault.

You can find this port in the Base vault’s Vault Settings dialog box, on the Replication tab, in the
Command channel port field.

¢ Inthe Authorizationkey field, enter the Base vault authorization key.

The authorization key (previously known as the OTRK) is provided when you configured the
Satellite vault on the Base vault. See Configure a Satellite vault on a Base vault.

On the Registration Confirmation page, click Next.

Click Finish.

Replace a failed Satellite vault

To replace a failed Satellite vault:

1.
2.

W

w ® N o WU

11.
12.
13.
14.
15.
16.

Select the Base vault or Active Base vault in the left pane of the Director Management Console.
Click Base Replication and select Configure Satellites.

Select the failed Satellite vault and click Edit.

Click the Advanced tab and select Bypass Satellite.

Click OK.

Select the failed Satellite vault and click Edit.

Click Reset Key and record the new authorization key. Click OK.

Click Close.

Uninstall the Satellite vault.

Install the new Satellite vault. Use the new authorization key and previous IP address. Allow
replication to finish.

Select the Active Base vaultin the left pane of the Director Management Console.
Click Base Replication and select Configure Satellites.

Select the Satellite vault and click Edit.

Click the Advanced tab and select Normal Operation. Click OK.

Click OK again.

Click Close.

14
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Install a QuickShip vault

A QuickShip vault is used to complete large backups and restores at customer sites. A QuickShip vault is
installed on a portable computer that can be shipped to a customer site. The QuickShip vault must be the
same version as the main vault where you will be importing or exporting data.

You cannot use a QuickShip vault as a main vault. Do not install a QuickShip vault on the same computer as a
main vault.

When you install a QuickShip vault, SQL Server Express 2014 SP2 (64-bit) is installed as the vault database.
To install a QuickShip vault:

1. Onthe portable computer where you want to install the QuickShip vault, double-click the Director
installation kit.

2. Onthe Welcome page, click Next.

3. Onthe release notes page, click Next.

4. Readthe software license agreement. Select Accept, and then click Next.

5. Onthe installation type page, select Non-clustered vault,and thenclick Next.

6. Onthe vault type page, select QuickShip vault, andthen click Next.

7. Onthe vault license page, enter the vault license key from the main vault or alicense key that you
previously activated, andthen click Next.

You do not need to activate the license for a QuickShip vault.

8. On the destination location page, choose the location for installing Director files, and then click
Next.

9. Onthe primary storage location(s) page, click Next.

10. On the vault database configuration page, specify locations for the vault database engine and data
files, and then click Next.

11. On the email notifications page, specify whether Director will send email notifications when a job
fails or is successful, and then click Next.
If emails will be sent when tasks fail or succeed, the notification recipients page appears. Entera
comma-separated list of email addresses for sending notifications, and then click Next.

1. Onthe Account for Running Director Services page, do one of the following:

e Toautomatically create alocal Administrator account named “VaultService” for running Director
services, select Create account automatically, and then click Next.

e To specify a custom Administrator account for running Director services, select Use custom
account. Enter account informationin the Username and Password fields, and then click Next.

For more information, see Permissions for running Director services.

12. Click Finish.

15
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Install Director Management Console

You can install Director Management Console, the graphical user interface (GUI) for managing vaults,
without installing a vault. See Install Director Management Console. The Console is also installed when you
install vaults.

A license is not required when you install the Director Management Console without installing the vault.

To install the Director Management Console only:

1.

W

Double-click the Director installation kit.

On the Welcome page, click Next.

On the release notes page, click Next.

Readthe software license agreement. Select Accept, and then click Next.

On the installation type page, select Director Management Console only, and then click Next.

On the destination location page, choose the location for installing Director Management Console
files, and then click Next.

Click Finish.

16
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Silently install or upgrade a vault

You canssilently install a vault. You canalso silently upgrade a Director 7.11 vault to version 8.0. Director

installations earlier than version 7.11 must be upgradedto version 7.11 before they can be upgradedto
version 8.0.

Assilent installation or upgrade does not require user interaction, and does not display any indication of its
progress.

Tossilently install a vault or upgrade a Director 7.11 vault, do the following:

a. Recorda response file

b. Runa silent installation or upgrade

6.1 Record a response file

To silently install a vault or upgrade a Director 7.11 vault to version 8.0, you must first create anInstallShield
response file. The response file is a text file that stores user options for the installation or upgrade.

After creating a response file, you can edit options in the file. For example, you can change the license key

and installation folder in a response file.

Note: Sample response files are available. For more information, contact Support.

To record the response file:

1. At acommand prompt, run the following command:

<DirectorlnstallationKit> /r [f1c:\<responseFileName>.iss

2. Complete the installation wizard, selecting all options that you want to record for the silent
installation or upgrade.

6.2 Run a silent installation or upgrade

After creating a response file, you cansilently install a vault or silently upgrade a Director 7.11 vault to
version 8.0.

Note: Installations and upgrades require separate response files. A response file that is generated for a fresh
installation cannot be used for an upgrade.

Assilent installation createsa new account named VaultService with administrative privileges. Vault services
run under this account. The installation fails when you attempt to run services with a custom account.

Online activationis the only supported method of validating licenses during a silent installation or upgrade.
If the vault cannot access the activation server, the installation fails. Thereis no license validation for
Satellite vaults in interactive or silent mode.

17
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The installer returns zerofor a successful installation and a return code when the installation fails. If the
installation fails, the reason for the failure is added to the log file.

After a Satellite vault silent installation, register the Satellite vault to a Base vault using the replvault regsat
command. For more information, see the Director User Guide or online help.

To run a silent installation or upgrade, run the following command from a command prompt:

InfoStageDirector-xx-xxxx.exe /s /fl.\<responseFileName>.1iss
[KeepBackup] [NoRegSAT]

Where:

e InfoStageDirector-xx-xxxx.exe — the Director installation kit filename

e <responseFileName>.iss — the response file for the silent installation. The .\ after /f1 indicates that
the response file is located in the same folder as the installer

e KeepBackup — Optional parameter. Keeps backup files and folders after the installation.

e NoRegSAT —Requiredfor theinstallation of a Satellite vault. Removes the option to register the
Satellite vault with the Base vault.

18
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Set up data replication between vaults

To ensure that datais available for restore even if one vault is offline or unavailable, backup data can be
replicated from one vault to another. This section describes how to set up:

e One-to-one (1:1) replication. In this configuration, which is typically used for Offsite Replication
Services (ORS), datais replicated from an Active vault to a Passive vault.

For 1:1 replication, you must install and configure two standard vaults. See Set up One-to-One (1:1)
replication.

e Many-to-one (N:1) replication. In this configuration, which is typically used for Managed Service
Providers (MSPs), data is replicated from Satellite vaults installed locally at customer locations to a
Base vault in the cloud or at a secondary customer location.

For N:1 replication, you must install and configure one standardvault and one or more Satellite
vaults. See Set up Many-to-One (N:1) replication.

e Many-to-one-to one (N:1:1) replication. In this configuration, which is typically used for Cloud-
Connected Service Providers (CCSPs), datais replicated from Satellite vaults to an Active Base vault
and then to a Passive Base vault.

For N:1:1 replication, you must install and configure two standard vaults and one or more Satellite
vaults. See Set up Many-to-One-to-One (N:1:1) replication.

7.1 Set up One-to-One (1:1) replication

For 1:1 replication, you must install two standard vaults. One will be configured as the Active vault, and one
will be configured as the Passive vault.

To set up 1:1 replication between vaults, do the following:

a. Install an Active vault

b. Install a Passive vault

c. Set up replication between the Active and Passive vault

7.1.1 Install an Active vault

When installing an Active vault for 1:1replication, you must add a vault license and a Replication One to One
license. You can then install a Passive vault, and add the same vault and Replication One to One license that
is installed on the Active vault.

To install an Active vault:

1. Install astandard vault that will act as the Active vault. See Install a standard vault.

Data will be replicated from this vault to the Passive vault.

19



Director 8.0 Installation Guide

2.

3.

7.1.2

In Director Management Console, add a vault connection for the Active vault.

(If applicable) If the license you added during the installation did not include a Replication One to
One license, add a Replication One to One license.

After a Replication One to One license is added, an Active Replication menu appearsfor the vaultin
Director Management Console.

&) MyWorkspace - EVault Software Director

File View Reporting Storage Management Active Replication QuickShip Vault Maintenance Help

a0 A ==
@ | 2% n— - . r ‘

E =R SN
Up One Refresh Properties | Vault Settings | Job Monitor _

1:1 Replication services should be enabled automatically.

Check that 1:1replication services are enabled for the vault. Choose Vault Settings from the Vault
Maintenance menu. On the Replication tab of the dialog box, ensure that the Enable 1:1
replication services on ‘vaultName’ check box is selected.

Install a Passive vault

When you install a Passive vault for 1:1replication, you must add the same vault and Replication One to One
licenses that are added on the Active vault.

The Active and Passive vaults must have approximately the same storage capacity. However, a Passive vault
can require more storage space thanan Active vault. When data is replicated after a safeset is deleted from
an Active vault, the safeset is not deleted from the Passive vault until maintenance processes run.

To install a Passive vault:

1.

Install a standard vault that will act as the Passive vault. See Install a standard vault.

Data will be replicated to this vault from the Active vault.
In Director Management Console, add a vault connection for the Passive vault.

(If applicable) If the license you added during the installation did not include a Replication One to
One license, add the same Replication One to One license that you added on the Active vault.

After a Replication One to One license is added, an Active Replication menu appearsfor the vaultin
Director Management Console. This menu will change to a Passive Replication menu after you set up
the connection between the Active and Passive vault.

1:1 Replication services should be enabled automatically.

Check that 1:1replication services are enabled for the vault. Choose Vault Settings from the Vault
Maintenance menu. On the Replication tab of the dialog box, ensure that the Enable 1:1
replication services on ‘vaultName’ check box is selected.
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7.1.3 Set up the connection between the Active and Passive vault

On the Active vault, you must specify connection information for the Passive vault.

When the Active vault first connects to the specified vault, the vault is automatically configured as the
Passive vault. The Passive vault must be empty, or it cannot be configured as Passive.

To set up the connection betweenthe Active and Passive vault:
1. In Director Management Console, click the Active vault connection.
2. Click Active Replication and select Configure.
The Active Vault Replication Configuration — activeVaultname dialog box appears.

3. Onthe Connectivity tab, enter Passive vault information, including the IP address, command port
and data port. Enter a Windows account user name and password for connecting to the Passive
vault.

4. Click OK.

In Director Management Console, the Active Replication menu for the Passive vault changestoa
Passive Replication menu.

7.2 Set up Many-to-One (N:1) replication

In many-to-one (N:1)replication, data s replicated from one or more Satellite vaults to a Base vault. For this
replication configuration, you must install:

e One standard vault thatis licensed as a Base vault.
e One or more Satellite vaults.

To set up N:1replication:

1. Install a Base vault by doing the following:

a. Install astandard vault. See Install a standard vault.

This vault will act as the Base vault. Data will be replicated from one or more Satellite vaults to
this Base vault.

b. Ifthe vaultis installed on a virtual machine in Microsoft Azure, specify an externally-accessible

IP address or fully-qualified domain name (FQDN) for replication from Satellite vaults. See
Specify an IPaddress or FQDN for avault in Azure.

c. InDirector Management Console, add a vault connection for the Base vault.

d. (If applicable) If the license you added during the installation did not include a Replication Many
to One license and Satellite vault licenses, add the required licenses.

2. Install one or more Satellite vaults. See Configure and install a Satellite vault.
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7.3 Set up Many-to-One-to-One (N:1:1) replication

In many-to-one-to-one (N:1:1) replication, data is replicated from Satellite vaults to an Active Base vault and
then to a Passive Base vault.

For this replication configuration, you must install:

e Two standard vaults. One will be configured as the Active Base vault, and one will be configured as
the Passive Base vault.

e One or more Satellite vaults.
To set up N:1:1replication betweenvaults, do the following:

a. Install an Active Base vault

b. Install a Passive Base vault

c. Set up connections between the Active and Passive Base vaults

d. Install one or more Satellite vaults

7.3.1 Install an Active Base vault

To set up N:1:1replication, you must first install an Active Base vault. On the Active Base vault, you must
add a vault license, a Replication Many to One license, a Replication One to One license, and a vault license
for each Satellite vault.

Satellite vault licenses are managed on the Active Base vault.

Note: Because each vault can have only one vault license, one of the replication licenses must be added
using anadd-on replication license key that is not bundled with a vault license.

To install an Active Base vault:

1. Install astandard vault that will act as the Active Base vault. See Install a standard vault.

Data will be replicated from Satellite vaults to this vault, and from this vault to a Passive Base vault.
2. In Director Management Console, add a vault connection for the Active Base vault.

3. (If applicable) If the license you added during the installation did not include a Replication Many to
One license or a Replication One toOne license, add the required licenses.

After a Replication Many to One license is added, a Base Replication menu appears for the vault in
Director Management Console. After a Replication One to One license is added, an Active
Replication menu appears for the vault in Director Management Console.

&) MyWorkspace - EVault Software Director

File View Reporting Storage Management Base Replication Active Replication QuickShip Vault Maintenance Help

IEREENN e

Up One Refresh Properties | Vault Settings | Job Monitor
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7.3.2

N:1 and 1:1 replication services should be enabled automatically.

Check that replication services are enabled for the vault. Choose Vault Settings fromthe Vault
Maintenance menu. On the Replication tab of the dialog box, ensure that the Enable N:1
replication services and Enable 1:1 replication services check boxes are selected.

Install a Passive Base vault

After installing an Active Base vault, you can install a Passive Base vault. On the Passive Base vault, you must
add the same vault, Replication Many to One, Replication One to One, and Satellite vault licenses that you
added on the Active Base vault. When the Active Base vault first communicates with the Passive Base vault,
the vault is automatically configured as passive.

A Passive Base vault can require more storage space than an Active Base vault. When data is replicated after
a safeset is deleted from an Active Base vault, the safeset is marked for deletion on the Passive Base vault
but is not deleted until maintenance processes run.

To install a Passive Base vault:

1.

Install a standard vault that will act as the Passive Base vault. See Install a standard vault.

Data will be replicatedto this vault from the Active Base vault.
In Director Management Console, add a vault connection for the Passive Base vault.

(If applicable) If the license you added during the installation did not include a Replication Many to
One license or a Replication One toOne license, add the same license or licenses that you added
on the Active Base vault.

After a Replication Many to One license is added, a Base Replication menu appears for the vault in
Director Management Console.

After a Replication One to One license is added, an Active Replication menu appearsfor the vaultin

Director Management Console. This menu will change to a Passive Replication menu after you set up
the connection between the Active and Passive vault.

&\ MyWorkspace - EVault Software Director

File View Reporting Storage Management Base Replication Active Replication QuickShip Vault Maintenance Help

Up One Refresh Properties | Vault Settings | Job Monitor _

N:1 and 1:1 replication services should be enabled automatically.

Check that replication services are enabled for the vault. Choose Vault Settings fromthe Vault
Maintenance menu. On the Replication tab of the dialog box, ensure that the Enable N:1
replication services and Enable 1:1 replication services check boxes are selected.
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7.3.3 Set up the connection between the Active and Passive Base vaults

On the Active Base vault, you must specify connection information for the Passive Base vault.

When the Active Base vault first connects to the specified vault, the vault is automatically configured as the
Passive vault. The Passive Base vault must be empty, or it cannot be configured as Passive.

To set up the connection betweenthe Active and Passive Base vaults:
1. In Director Management Console, click the Active Base vault connection.

2. Click Active Replication and select Configure. The Active Vault Replication Configuration —
activeBaseVaultname dialog box appears.

3. Onthe Connectivity tab, enter the Passive Base vault IP address, command port, and data port.
Enter a Windows account user name and password for connecting to the Passive Base vault.

4. Click OK.

In Director Management Console, the Active Replication menu for the Passive Base vault changes to

a Passive Replication menu.

7.3.4 Install one or more Satellite vaults

After installing an Active Base vault and configuring a Satellite vault for N:1:1 replication, you caninstall one

or more Satellite vaults.

Satellite vault licenses are added on the Active Base vault. When you configure a Satellite vault, the Active

Base vault provides an authorization key. When installing a Satellite vault, you must enter the authorization

key from the Active Base vault instead of a license key.

Note: The Satellite vault configuration from the Active Base vault is not replicated to the Passive Base vault
until the Satellite vault is installed and registered.

To install a Satellite vault, see Install a Satellite vault.
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Upgrade and uninstall vaults

You can upgrade a Director 7.11 vault to version 8.0. Director installations earlier than version 7.11 must be
upgraded to version 7.11 before they can be upgraded to version 8.0. See Upgrade a version 7.11 vault.

To upgrade avault for 1:1, N:1, or N:1:1 replication, see Upgrade vaults for data replication.

Itis recommended that you upgrade EVault applications in the following order:

e Vault

e Portal

e Agent

e Plug-ins

To uninstall a vault, see Uninstall a vault.

8.1 Upgrade a version 7.11 vault

You can upgrade a Director 7.11 vault to version 8.0. Director installations earlier than version 7.11 must be
upgraded to version 7.11 before they can be upgraded to version 8.0.

After a successful upgrade, existing Agentsand jobs continue to function and your older vault licenses
remain valid. You can restore new and previous backups.

When you upgrade the Director, the program contactsthe license activation server to verify that your vault
license is current and valid. Ifthe license activation server validates the vault license, the upgrade continues.
If the license activation server indicates that the license is invalid, the upgradeis rolled back.

During an upgrade, the installation attemptsto stop all vault services. If backups or restores are in progress,
the VVServer service cannot be stopped and the following message appears:

Could not stop the process

An upgrade does not succeed if files are open, or services are running that need to be replaced. You will see
a message to stop any running processes or applications. If jobs are running, you canretry the upgrade
when the backups or restores finish.

If an upgrade fails, new directories are added to the Director installation folder. The new directories are
prefaced with ~Admin, ~conf, ~database, ~prog, and ~registry. You can use these directories to reverse an
unsuccessful upgrade. You can delete these directories if you do not need to reverse an unsuccessful
upgrade.

When you upgrade a vault, a backup copy of the Schedule.cfg file is created. The backup file is named
Schedule.cfg_BAK1. You can open this file and manually add your custom items.
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Before upgrading a vault:

e Reviewthe Director release notes and verify that the vault computer meets the minimum
requirements for memory, disk space, hardware, and software.

e Check that Director Management Console is not running.
e Close any Powershell windows.
To upgrade avault:

1. Backup the entire vault with the Vault Backup Agent (VBA). Include system state and program files
with the backup. Ifyou are not using VBA, run dbBackup before upgrading your installation.

2. Stop the Listener service.
3. Double-click the Director installation kit.
4. Onthe Welcome page, click Upgrade, and then click Next.
A message box indicates that the installation process must validate the vault license.
5. Click OK.

6. If you are upgrading a Satellite vault, on the EVault Software Director Setup Type page, select the
Do not performreregistration on Base Vault option.

7. Click Finish.
8. Check thatthe vault services are running.

Note: VBAis not supported with Director 8.0. After a successful upgrade, uninstall VBA. For supported vault
database backup methods, see the Director User Guide or online help.

8.2 Upgrade vaults for data replication

You can upgrade a Director 7.11 vault to version 8.0. Director installations earlier than version 7.11 must be
upgraded to version 7.11 before they can be upgraded to version 8.0.

When you upgrade a vault that is involved in data replication, you must upgrade target vaults (vaults that
receive replicated data) before upgrading the source vaults. Data cannot be replicated if the target vault is
an earlier version than the source vault. For example, in a many-to-one (N:1) scenario, you must upgrade
the Base vault before upgrading the Satellite vaults. Ina many-to-one-to-one (N:1:1)scenario, you must
upgrade the Passive Base vault, then the Active Base vault, and then the Satellite vaults.

After you upgrade the Passive vault in a one-to-one (1:1) replication scenario, the Active vault will continue
to work at the earlier version until it is upgraded. However, failover will not function correctly until the
Active vault is upgraded to the same version as the Passive vault. Similarly, inan N:1:1 replication scenario,
an Active Base vault will work at the earlier version but failover will not function correctly until it is
upgraded.
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8.2.1 Upgrade standalone vaults for replication

You can upgrade a Director 7.11 vault to version 8.0 and set up replication with the vault in a one-to-one
(1:1), many-to-one (N:1) or many-to-one-to-one (N:1:1)scenario.

To upgrade a standalone vault to a 1:1 configuration:

1. Upgradethe existing standalone vault. This vault will act as the Active vault.

2. Install a second vault to act as the Passive vault.

3. Onthe Active vault and Passive vault, add the same Replication — One to One license.
To upgrade a standalone vault to an N:1 configuration:

1. Upgradethe existing standalone vault. This vault will act as the Base vault.

2. Onthe Base vault, add a Replication— Many to One license.

3. Onthe Base vault, add a satellite license for each Satellite vault.

4. |Install Satellite vaults. Each Satellite vault must be a new installation with no existing data.
To upgrade a standalone vault to an N:1:1 configuration:

1. Upgradethe existing standalone vault. This vault will act as the Active Base vault.

2. Install a second vault to act as the Passive Base vault.

3. Onthe Active Base vault and on the Passive Base vault, add the same Replication — One to One
license and Replication— Many to One license.

4. Onthe Active Base vault and on the Passive Base vault, add a satellite license for each Satellite vault.

5. Install Satellite vaults.

8.2.2 Upgrade vaults in 1:1 replication

You can upgrade Director 7.11 vaults in one-to-one (1:1) replication, or set up many-to-one (N:1) or many-
to-one-to-one (N:1:1) replication with upgraded vaults.

To upgrade vaultsin a 1:1 configuration:
1. Upgrade the Passive vault. This vault will continue to act as the Passive vault.
2. Upgrade the Active vault. This vault will continue to act as the Active vault.

Note: The Active vault will work at the earlier version until it is upgraded. However, failover will not function
correctly until the Active vault is upgraded to the same version as the Passive vault.

To upgrade vaults from 1:1 replication to an N:1 configuration:
1. Upgradeone of the existing vaults. This vault will act as the Base vault.
2. Uninstall the other existing vault.

3. Onthe Base vault, remove the existing Replication— One to One license.
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4. Onthe Base vault, add a Replication — Many to One license.

5. Onthe Base vault, add a satellite license for each Satellite vault.

6. Install Satellite vaults. Each Satellite vault must be a new installation with no existing data.
To upgrade vaults from 1:1 replication to an N:1:1 configuration:

1. Upgrade the Passive vault. This vault will act as the Passive Base vault.

2. Upgrade the Active vault. This vault will act as the Active Base vault.

3. Onthe Active Base vault and Passive Base vault, add the same Replication — Many to One
replication license.

Note: The vaults should already be licensed for 1:1 replication
4. Onthe Active Base vault and Passive Base vault, add a satellite license for each Satellite vault.

5. Install Satellite vaults.

8.2.3 Upgrade vaults in N:1 replication

You can upgrade Director 7.11 vaults in a many-to-one (N:1) configuration, or set up many-to-one-to-one
(N:1:1) replication with the vaults.

To upgrade vaults in an N:1 configuration:

1. Upgradethe Base vault.
2. Upgrade each Satellite vault.
To upgrade vaults from N:1 replication to an N:1:1 configuration:
1. Upgradethe Base vault. This vault will act as the Active Base vault.
2. Install another vault to act as the Passive Base vault.

3. Onthe Active Base vault and the Passive Base vault, add the same Replication — One to One license
and Replication — Many to One license.

4. Upgrade each Satellite vault.

8.3 Uninstall a vault

Uninstalling a vault removes the Director programs, services, and most configuration data. However, you
must remove the backup data manually.

When you uninstall a vault, you can choose to keep the existing database files. The database files are named
Vault.ldf, and Vault.mdf, and are usually saved in the <...>\Director\database directory.

If Director was upgraded from version 7.11d or 7.11e, a SQL Server2008 R2 Express (x86) instance
named EVAULT_DB might remain on the system after you uninstall Director 8.00d. You can safely
uninstall the SQL Server 2008 R2 Express (x86) instance.
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To uninstall a vault:

1.
2.
3.

b

Click Start and then ControlPanel.

Double-click Add or Remove Programs.

Click EVault Software Director.

Click Remove.

Complete the EVault Software Director Setup Maintenance wizard.
Click Finish.

Restart the computer.
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EVault Customer Care

If you have a question about EVault that isn’t covered in this handbook, our frequently-updated
Knowledge Base contains comprehensive information about EVault. The Knowledge Base is your first
stop when searching for any EVault solutions you may need. We highly recommend searching here first
for the quickest answers to your questions.

EVault Knowledge Base: http://support.carbonite.com/evault

What can we help you with?

Popular Searches
pending reboot, restore, clnt-e-04103

9.1 Contacting EVault

If you need live assistance from a qualified support agent, EVault Customer Care is here for you 24 hours
a day, 7 days a week (excluding US holidays). Please feel free to getin touch with us, and we’ll help out
any way we can! You can find the contact information for EVault Customer Care in the EVault
Knowledge Base: http://support.carbonite.com/evault

CREATE A , CHAT WITH A ‘. CALL A SUPPORT

SUPPORT CASE REPRESENTATIVE REPRESENTATIVE

Tip: When contacting EVault Customer Care with a technicalissue, please have both the program's log
files and the store you are having difficulty with ready.

To gather log files, click File menu and choose Open log folder. Compress the contents of the folder in a
.zipfile and attachit to your support request.

If the log archive and/or mail store exceeds 10MB, you may not be able to send them as an email
attachment. Inthat case, upload instructions will be provided to you upon request.
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