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1 Overview: Restore a Windows system

If a Windows computer is protected by a Bare Metal Restore (BMR) backup, you can restore the
computer, including its operating system and system state, tothe machine where it was backed
up or to a different machine.

A BMR backup is created using the Windows Agent or Image Plug-in and contains all volumes

necessary for starting the protected system. For information about creating a BMR backup, see
the Portalonline help, Windows Agent User Guide or Image Plug-in User Guide.

To restore a Windows system from a BMR backup, you must:

1. Createrecovery media. Recovery media is a USB flash drive or other device with an EVault

System Restore ISO image file, and is used to boot destination machines and restore
protected computers. See Create recovery media.

You do not need to create recovery media every time you restore a system. You can use
the same recovery media to restore multiple Windows computers.

2. Choose the machine where you will restore the protected system. See Choose a
destination machine for arestore.

3. Boot the machine from the recovery media, and restore the protected system. See
Restore a Windows system.

4. Ifrequired, repair the operating system and drivers for the restored computer. See Repair
a restored system.
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2 Create recovery media

Before you can restore systems from BMR backups, you must create recovery media. Recovery

media is a USB flash drive, CD, DVD or PXE boot server with an EVault System Restore (ESR) ISO
image file, and is used to boot destination machines and restore protected computers.

You can create recovery media using the Bootable Media Creator utility (BMC) from EVault.

You do not need to create recovery media every time you restore a system. You canuse the same
recovery media to restore multiple Windows computers.

The Windows Preinstallation Environment (Windows PE) must be installed on the system where
you run BMC. Windows PE is a component of the Windows Assessment and Deployment Kit
(ADK). You can download Windows ADK from Microsoft and install it before running BMC or when
you run BMC. For supported Windows ADK versions, see the Evault System Restore release notes.

To create recovery media:

1. Ifthe Bootable Media Creator (BMC) is not installed on the machine where you want to
create recovery media, double-click the BMC installation kit.

2. If amessage states that Bootable Media Creator requires one or more items to be
installed, click Install.

3. Start BMC. On the Welcome page, click Continue.

4. Ifthe InstallWindows Assessment and Deployment Kit page appears, you must install
Windows ADK before you can create the recovery media. Click Download to download
the Windows ADK installer from Microsoft, and then run the installer.

When installing Windows ADK, select Windows Preinstallation Environment(Windows
PE) on the feature selection page. For more information about Windows ADK, see
documentation from Microsoft.

5. Toadd drivers for specialized hardware, click Add on the Build Bootable Media Image

page. In the Browse for Folder dialog box, browse to the location of driver (.inf) files, and
then click OK.

6. Click Continue.

7. Onthe Select the Recovery Media Destination page, do one of the following:

e To createrecovery mediaon a USB flash drive, select USB Flash Drive, and choose a
flash drive from the list. To add a flash drive to the list, insert the flash drive into a
USB port, and click Refresh when it is ready.

The flash drive storage capacity must be at least 500 MB.
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e Tocreatean ISO image file, select ISO Image, and specify a location for saving the file.

After creating anISO image file, you must burn it to a bootable CD or DVD or set up a
PXE boot server before you canuse it as recovery media.

8. Click Continue.

When finished, a message statesthat your recovery media is ready.

9. Click Close.
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3 Choose a destination machine for a restore

Before restoring a system from a BMR backup, you must choose a destination machine where the
system will be restored.

The destination machine can be the machine where the computer was backed up, or can be a

different physical or virtual machine. If you restore a system to the machine where it was backed
up, files will be restored to their state when the system was backed up.

When restoring a protected computer using recovery media, the destination machine:

e Must have 64-bit hardware. ESR can only restore a systemto 64-bithardware. However,
you canrestorea computerwith a supported 32-bit operating system to 64-bit hardware.

Note: If you restore a system with a 32-bit operating system to a 64-bit virtual machine,
edit settings for the virtual machine and change its guest operating system to the 32-bit
operating system before rebooting the restored system.

e Canbe a physical or virtual machine (VM). You canrestore a backup of a physical computer
to a physical or virtual machine, and can restore a backup of a virtual computertoa
physical or virtual machine.

When restoring a computer to a VM, ensure that the VM configuration is compatible with
the computer that is being restored.

e Canuse UEFI or BIOS. You canrestore a backup of a BIOS-based computer to a BIOS or
UEFI machine. You can restorea backup of a UEFI-based computer to a UEFI machine, but
cannot restore a backup of a UEFI-based computerto a BIOS machine. For more
information, see Restoring UEFI-based systems and Restoring BIOS-based systems.

e Canhave anoperating system and files, or can be in a bare metal state. If yourestore toa
machine that has an operating system and data, the existing files will be overwritten.

e Canhave similar hardware to the protected system, or canhave dissimilar hardware.

If the destination machine hardware supports the operating system of the protected
system you are restoring, you should be able to restore even if, for example, the disks are

different). You might not be able to restore if the destination hardware is incompatible
with the source operating system.

Some non-Intel or non-AMD processors, such as Itanium, might not restore to Intel/AMD
processors.
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4 Restore a Windows system

After creating recovery media, you can restore a Windows system from a BMR backup to a

destination machine. The destination machine can be the machine where the system wasbacked
up or adifferent machine. See Choose a destination machine for a restore.

Note: If you are restoring a system to a different destination machine (i.e., not the machine where
it was backed up), make sure that the original machine is offline. This will help avoid IP address
and name conflicts after the restore.

To restore a Windows system:

1. Boot the destination machine from the recovery media.

If the recovery media is a bootable USB flash drive, CD or DVD, the device should be the
first option in the boot order of the firmware. If another bootable device is listed before
the recovery media, ESR might not launch automatically.

If the ESR ISO file is on a PXE server, the PXE option must be enabled in the firmware and
the DHCP server must be set up in the networkwhere the system resides.

2. Onthe EVault System Restore page, specify the time zone and keyboard, and then click
Next.

This time zone is used for showing available restore points (i.e., BMR backup start times)
in ESR. The restored machine will have the time zone of the system that was backed up.

® Evaut

EVault System Restore

Time zone selection:

(UTC-05:00) Eastern Time (US & Canada) v
Keyboard selection:
us v

Next >

3. Onthe License Agreement page, read the license agreement. Select l accept the terms
and conditionsin the license agreement, and then click Next.
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4. Onthe Main Menu page, click Restore My System.

Note: You can also test a restore without actually restoring the system. To do this, click
the Restore Test-Run button, and follow the remaining steps.

EVault System Restore Main Menu 3

Restore My System
Start the system restore wizard that will guide
you through the system recovery process

Repair My System
Start the system repair process to adjust the
system for dissimilar hardware

Restore Test-Run

A Test the system recovery process. This wizard
will walk you through the recovery process
without making actual changes to the system

a Settings
.ﬂ@ Change the default BMR settings for network,

storage drivers and logging

Retoot

The restore wizard lists steps in the restore process:

e Step 1. Select the backup source

e Step 2. Select the restore point

e Step 3. Createarestore plan

e Step 4. Execute the restore plan

EVault System Restore Wizard & 1.0.3329

The restore wizard will lead you through the system restore process.This
process consists of the following steps:

1. Select the backup source. In this step, identify the type of backup
you have of your system, and where the backup information is stored.
i. Choose the backup type
ii. Provide the location of the backup data

2. Select the restore point. In this step, identify which system you
want to recover from which restore point.
i. Select the protected system to restore
ii. Select the backup job
iii. Choose the point in time to restore from

3. Create a restore plan. In this step, you can set out how you wish
to restore your backed-up system to the new system.
i. Map the backed-up volumes to the new system
ii. Review the plan summary

4. Execute the restoration plan.

Click Next" to start the restore process.

5. Click Next.
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Step 1. Select the backup source

The backup source is the location of the BMR backup from which you want to restore. The backup
location is usually a vault, but can also be direct-attached or local storage where safesetimage
(SSI) files are saved.

6. Onthe Choose Backup Location page, do one of the following:

e Torestore from a backup in avault, select Vault. Specify the IP address or hostname
(if DNSis available) of the vault. Specify the vault account, username and password
used for the backup.

To specify port, reconnection and encryption options, click Advanced Settings. Inthe
Advanced Settings dialog box, specify settings and then click OK.

e Torestore from SSl files, select Local Disk. Click Browse and navigate to the SSI files.

Note: You cannot restore from SSl files on a USB flash drive. However, you can restore
from SSI files on a standard USB hard drive or SSD.

EVault System Restore Wizard 81.0.3329 ==

Choose Backup Location
ult

® E\:ault ..

Step 1: Select Source

Vault IP
Typeibult Software
M Location: Account ‘ l
Username
Password

Advanced Settings

O Local Disk

Restore Settings
Add network or storage drivers for accessing
¥'59|  vour backup locaton.

ook =

7. Ifyou arerestoring from a backup in a vault and ESR is not connected to a network, click
Restore Settings. Inthe Settings dialog box, configure a network connection for ESR. See
Set up a network connection for ESR.

Normally, ESR connects to a network automatically. However, if DHCP is not configured
on your network or network card drivers are not present, you must set up the connection.

Note: This process does not configure networking for the restored system. You can
configure networking for the restored system after you start it.

10
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8. Toinstall or update device drivers, click Restore Settings. Inthe Settings dialog box, install
or update drivers on the All Devices tab. See Install or update device drivers.

9. Click Next.

Step 2. Select the restore point

The restore point is the start date and time of the BMR backup from which you want to restore.

10. On the Select Protected System page, click the protected system that you want to restore,
and then click Next.

EVault System Restore Wizard & 1.0.3255
Select Protected System

EVault The following system backups have been found. Please select the system
you want to restore.

Computer Name %

Step 1: Slect Source Branch-VRA
Type£ink Software BT-BIOS2012R2
BT-OEM2012R2

‘Step 2: Select Restore Point BT-UEFI201282

[

Location:192.168.0 2502546

CCEEXCHANGE2003
CCEEXCHANGE2003test

CCEEXCHANGE2007

CCEEXCHANGE2007-00

CCEEXCHANGE20070ppo

CCEEXCHANGE2010

CCEEXCHANGE20100ppo

CCESQLSERVER

centos

centos_A

changeWORKGROUP-

CONFIG1315VMO

DanisQLserver

DESKTOP-ENGIVIK

DPAGENT_NEW

DPAGENT_NEW-01

DPATEL

DPATEL-DO1 v
< >

S =

11. On the Select Backup Job page, click the BMR backup job from which you want to restore,
and then click Next.

EVault System Restore Wizard 8.1.0.3255 ==

select the job from which you want to restare.

Select Backup Job
@ EVault The falowing backup jobs have been found for the selected system. Please
[ 1]

Job Name: Type
‘Step 1: Select Source FandFBMR. File-based Backups
Typeiuk Softuars ImageBMR. Image-based Backup

Location-192.168.0 2502526

‘Step 2 Soleet Resvors Paint
System: BT-UEFI2012R2
Mok

Step & Buseune Plon

11
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12. Onthe Select Restore Point page, click the start date and time of the BMR backup that
you want to restore, and then click Next.

Restore points are shown in the time zone selected in Step 2.

EVault System Restore Wizard 81.0.3255

Select Restore Point
@ Eva u It (® Show recent restore points
(O Show restore points for a spedific period

Step 1: Seleet Source
TypeBiut Software
Location:192.168.0.2502546

Step 2: Seloct Restore Point

Systame BT-UEF2012R2
JobeImageaMR 04/27/2016 09:28: 15PM
W Time: 04/21/2016 12:09:08 PM

==

13. In the Password dialog box, enter the encryption password for the backup, and then click

e [=]
Select Restore Point
@ Eva u |t (® Show recent restore points
(O Show restore points for a specific period
um
From
Step 1 St Source
Typefhut Softuare =
Location:192.168.0.250:2546 io Refresh
Step 2: Select Restore Point
Time
Systom: BT-UBFI2012R2
04/27/2016 09:28:15PM
Wi
Password ==
Enter the password for the restore point
[ |
cone
<Back Next > Cancel

The Select Source and Destination Volumes page appears. This page shows disks and
volumes in the protected (source) system and in the destination machine. Blue rectangles

12
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represent volumes that were backed up and can be restored. For more information, see
I[temson the Select Source and Destination Volumes page.

EVault System Restore Wizard 81.0.3271 (3w
~  Select Source Volume(s):
Eva u It SOURCE SYSTEM: 2012R2-ANATOL 06/09/2016 04:37:01 PM
: EEE ( [Recovery| [ESP]299 [MSRP] | C:13.1 % |~ Volumes that were
Disks ﬁnd VOIumecSi B QB She ) Warsao | zaoms| caazoctWCaNTES ] backed up and can
in the protecte: Step 1: Select Source C [MSRP] | R2632 | M:1406 | 52632 | P55 —— be restored to the
(source) system TypeEaut Software sogs | 1270MB MB/8GB MB/98GB MB/98GB  GB/206G destination system
Location:172.31.255.141:2546 5
R-2632 M: 1406 5:2632 P-55GB/307
MB/98GB  MB/98GB  MB/38GB  GBNTFS
Step 2: Sclect Restors Point 60GB
System: 2012R2-ANATOL ( [MSRP]1270 | R2632MB/98GB | FREEG0.1GB
Job: BMR Files 70GB M8 NIES
Time: 06/09/2016 04:3701 PM
(*) denotes Active Volume
Step 3: Creste Restors Plan Drag volume(s) from the source systems above to the restore

W Map Volumes system(s) below to map the restore process.

Revert to Original

Select Destination Volume(s):
RESTORE SYSTEM:

[Recovery, [ESP]99.0 [MSRP] | 320GBNTFS 67.5GB NTFS,

Disks and volumes J0OMBY MBS Ja20me

in the destination [MSRP] 127.0 MB 19968
machine
60.0GB
ol i —
Disk icons [MSRP] 127.0 M8 69968

< Back Cancel

Note: If disks are missing from the destination machine, you might need to add drivers for a
RAID controller or other disk device. See Install or update device drivers.

Step 3. Create arestore plan

You can create arestore plan on the Select Source and Destination Volumes page. A restore
plan shows which volumes from the backup torestore to the destination machine.

14. If the destination machine has existing volumes, do one or more of the following to make
room for volumes that you want to restore:

e Todelete avolume from the destination machine, right-click the volume, and click
Delete Volume.
Note: You cannot delete MSRP volumes using this method. To remove an MSRP
volume, right-click the disk icon and change the disk format.

e Tochangethe size of avolume in the destination machine, right-click the volume and
click Edit Volume. Enter a size for the volume, and then click OK.

15. To view the entire label for a volume, point to the volume. The label appearsin atooltip.

c131 E:3.7 GB/GTS
GB/320GB  GBNTFS
FREE 196 GB
C: 13.1 GB/320 GE Win 2012 R2 Boot

13
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16. Do one or more of the following until the Select Destination Volumes area shows the
volumes that you want to restore to the destination machine:

e To changethe format of a disk in the destination machine, right-click the disk icon and
choose Convert to GPT disk or Convert to MBR disk.

=25
e Ifthe protected (source) system has an “ESP” volume (e.g., M&/330 ).
i. DragtheESP volume from the source system to the start of a GPT-formatted disk
in the destination machine.

If a message states that an EFl partition can only be restored to a UEFI system,
you are trying to restore the system to a BIOS machine. You can only restore a
UEFI-based system to a UEFI destination machine.

ii. Dragthe “Boot” volume from the source system to the right of the ESP volume in
the destination machine.

iii. Drag othervolumes that you want to restore, if any, from the source system to
the destination machine.

Note: A system with an ESP volume is UEFI-based. See Restoring UEFI-based systems.

* 242 4 MB/350.0 MB
o Ifthe protected (source) system has a “System” volume (e.g., Win 2014System] ):

C:9.7GB/447 GB
i. Dragthe “Boot” volume (e.g., Win 2014Boot] ) from the source system to the start

of a GPT-formatted disk in the destination machine.

If an ESP volume is created automatically in the destination machine, you do not
need to restore the System volume.

ii. Ifan ESP volume is not created automatically, drag the System volume to the
right of the Boot volume.

If a message states that the volume is an OEM volume, delete the Boot volume
from the destination machine disk. Drag the System volume to the start of the
destination machine disk, and then drag the Boot volume to the right of the
System volume. See Restoring OEM partitions.

iii. Drag othervolumes that you want to restore, if any, from the source system to
the destination machine.

Note: A system with a “System” volume is BIOS-based. See Restoring BIOS-based
systems.

e Torevertdisks inthe destination machine to their original state, click Revert to
Original.

14
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17. Click Next.

The Restore Plan Summary page lists changesthat will be made in the destination
machine if you run therestore.

EVault System Restore Wizard 8 1.0.3329 =
Restore Plan Summary
© Partitioning
EEE Remove partition YolumeD on Diskd
Remove partition Volume 1 on Diskd
Step 1: Seloct Source Create Partition Volume on DiskQ with size 350MB
Trpeflauh Software Create Partition Volume 1 on Diskd with size 45728MB
Lot tonn Ice e i Wolume on Disk0 is marked as active
Step 2 Scloct Restore Point
e Restoring Backup Volumes:
Jobe lanageBMR Copy backup Volume "System Reserved” to Volume0 on DiskD
Time: 04/21/2016 121127 PM Copy backup Volume C: ta Volume 1 on Diskd
Step3: e i
e e Generating Boot Configuration Data on Disk0 Volumed
Map Uslumes
B Confirm Plan
< >
[ ciick here to confirm the restore plan

Step 4. Execute the restore plan

18. Review the restore plan. Doone of the following:

e Ifyou are not satisfied with the restore plan, click Back to change the restore plan or
Cancel to cancel the restore.

e Ifyou aresatisfied withthe restore plan, select Click here to confirm the restore
plan, and then click Next.

The restore begins. A message appears when the restore is finished.

19. Click OK in the message box, and then click Next.
20. Do one of the following:

e |fthe restore was successful and you want to start the restored system, select Reboot
the system. Click Finish.

e [f the system was successfully restored but the destination machine hardwareis
significantly different thanthe original machine, click Next to proceed to the repair
wizard. See Repair a restored system.

e |fthe restorefailed, exit from the wizard.

Note: A restore must finish within 72 hours, or it will fail.

15
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4.1

Items on the Select Source and Destination Volumes page

As described in Step 3. Create a restore plan, the Select Source and Destination Volumes page

shows disks and volumes in the protected (source) system and destination machine. The following
table describes items on the page.

Item

Example

Description

Bluerectangles

Volumes that are backed up and can berestored

ESP/EFI .9 An Extensible Firmware Interface (EFI) System Partition. A UEFI-based
partition o system must have an EFl system partition or the system will not boot
up. See Restoring UEFI-based systems.

Boot C37GB/447GB | A boot volume. A BIOS-based system must have a boot volume or the

volume Win 2014Bcot] system will not boot up. See Restoring BIOS-based systems.
System *2424MB/3500MB A system volume. A BIOS-based system must have a system volume
volume Win 201f5yssem] or it will not boot up. See Restoring BIOS-based systems.
A volume with the “System” label canalso be an OEM partition. See
Restoring OEM partitions.
Optional G 2745 Volume that was backed up and can be restored, but is not required
ME/20.5 GB N .
volume for the destination machine to boot up.

Gray rectangles

Volumes that are not backed up and cannot be restored

Recovery [Recovery’ A recovery volume that contains system files, drivers and factory

volume = default setup information. Recovery volumes are not backed up.

MSR [MSRP]) Microsoft Reserved (MSR) partition. An MSR partition is disk space

partition — reserved for Windows use on a GPT disk. If one is required in the
destination machine, it is created automatically.

Volume TR Ina sourFe system, a Yolume th.at.was not backed up..

GB NTFS In a destination machine, an existing volume on the disk. You can

delete, change or overwrite an existing volume.

Free space | [EREEBacE Free space on a disk.

Disk icons One icon for each disk. Theicon color represents the disk format.

GPT-formatteddisk. If you drag a volume to an uninitialized disk on a UEFI destination
machine, the disk type automatically changes to GPT.

MBR-formatted disk

Uninitialized disk

16
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4.2 Setup anetworkconnectionfor ESR

To connect to a vault during arestore, ESR requires a network connection. Normally, ESR sets up a

network connection automatically. However, if DHCP is not configured on the network or you
want to use a static IP address, you can set up the connection manually.

Note: This process sets up a network connection for ESR, not the restored system. You can
configure networking for the restored system after you start it.

To set up a network connection for ESR:

1. Inthe ESR wizard, do one of the following:

e To set up adefault network connection, click Settings onthe ESR main menu page.

e Toset up anetwork connection for a specific restore, click Restore Settings onthe
Choose Backup Location page.

The Settings dialog box shows recognized network adapters in the destination machine.
The Device Properties area shows driver information for the selected adapter.

Seftings E
Metwork Settngs  Disk Sentings Al Devices
L beire Aslagiler

Adspher Name

B intei(R) 82574 Gugabet tet.,

D Progertied
Manufachrer:  Intel Conporabon

Pl twmas X puircioves \IF et B inf

eate e

17
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4.3

Toinstall or update the driver for a network adapter, select the adapter, and then click
Install or Update Driver. Inthe Install Driver dialog box, do one of the following:

e Toinstall the driver from alocal disk, select Local Disk. Browse to the .inf file location,
or enter the path to the driver manually.

e Toinstall the driver from a network share, select Network Share, and enter the path
to the .inf file. You cannot browse to a network share.

Select the network adapter to use for the network connection.

Click Properties. Ifa driver is installed for the adapter, a LANis connected, and a port is
enabled, the Network Configuration dialog box appears.

Network Configuration @
(®) Obtain an IP Address Automatically
(O Use the following IP Address

IP Address -
Subnet mask . 3 3
Default Gateway l : 5 s

(®) Obtain DNS server address automatically
(O Use the following DNS server addresses

Preferred DNS Server ‘ :
Alternate DNS Server l : - -

In the Network Configuration dialog box, select Use the following IP Address.

Enter the IP address, subnet mask, and default gateway for the network adapter.

If you have DHCP and want to access other systems using domain names instead of |P
addresses, select Use the following DNS server addresses. Inthe Preferred DNS Server

field, enter the primary DNS IP address for the network adapter. You can also provide an
IP address for analternate DNS server.

Click Apply.

Install or update device drivers

ESR includes commonly-used recovery-critical drivers. You can install other drivers for destination
machine devices. For example, if you cannot see all available storage devices in the destination

machine when restoring a system, you might need to add a driver for a RAID controller or other
disk device. You can also update existing drivers.
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Toinstall or update a device driver:

1. Inthe ESR wizard, do one of the following:

e Tochangethe default network settings, click Settings on the ESR main menu page.

koA
e Tochange network settings for a specific restore, click Restore Settings onthe

Choose Backup Location page.

The Settings dialog box shows recognized network adapters in the destination machine.
The Device Properties area provides driver information for the selected adapter.

2. Inthe Settings dialog box, do one of the following:
e Toinstall or update a network adapter driver, click the Network Settings tab.
e Toinstall or update a storage device driver, click the Disk Settings tab.
e Toinstall or update another device (e.g., PCl device) driver, click the All Devices tab.
The tablists devices in the destination machine.

Settings e

Network Settngs DSk Setings Al Devices  Log Settngs

51 Adapte C rres, §-por!
Mcarosoft Storage Spaces Controller
VWware Vietual disk SCSI Disk Device
Vware Virtual disk SCSI Desk Device

Device Propertes

Manufacturer: LSU

Fle Name: X: pindows UNFYs_sas.inf

Updiate Driver

o ][ cond

3. Select the device for the driver installation or update.

If thereis no driver for the device, the Install button will appear. If thereis a driver, the
Update Driver button will appear.
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4. Click Installor Update Driver. Inthe driver dialog box, do one of the following:

e Toinstall the driver from a local disk, select Local Disk. You can then browse to the
.inf file location, or enter the pathto the driver manually, and click OK.

e Toinstall the driver from a network share, select Network Share. You canthen enter
the path tothe .inf file manually, and click OK. You cannot browse to a network share.

5. Click OK.

4.4 Configurerestorelog settings
You can configure the following settingsfor ESR restore logs:

e Levelofdetail. Youcanincludeerror messages only, warning anderror messages, or all
messagesinthe logs. You canalso disable logging.

e Maximum log file size. When the maximum logfile size is reached, the log starts
overwriting thefile from the beginning. By default, the maximum/log file sizeis 100 MB.

e Logfilelocation. By default, the log file is saved on the X: RAM drive, which is lost after
reboots. We recommend savinglogs on a separate device.

To configure restore log settings:

1. Onthe ESR main menu page, click Settings.

2. Inthe Settings dialog box, click the Log Settings tab.

Settings @

Metwork Settings  Disk Settings Al Devices  Log Settings

Log Level DEBUG
LOG WARNING
LOG ERROR.
DISABLE LOGGING

Maximum Log Size (MB) 100 Range (1 - 1000000)

Log File Location

(®) Local Disk (O Netwark Share
| X: \Windnws\Sysb&m32\RestoreApp\,brr| Browse
Apply
Cance
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3. Inthe LogLevellist, do one of the following:

e Torecord all messages in the log, select Debug.

e Torecord warning and error messages, select Log Warning.

e Toonly record error messages, select Log Error.

e Tonot generate alog, select Disable Logging.
4. To changethe maximum log file size, enter the size in MB in the Maximum Log Size field.
5. Tochangethe log file location, do one of the following:

e To specify a log file location on a local disk, select Local Disk. Browse to the location,
or enter the path manually.

e To specify a log file location on a network share, select Network Share, and enter the
path manually. You cannot browse to a network share.

6. Click Apply.
7. Click OK.

21



EVaultSystem Restore 8.3 User Guide

5 Repair a restored system

If you restore a system to a destination machine with significantly different hardware, the

restored system might not be able to boot. Drivers might be missing for boot-critical devices, and
the Hardware Abstraction Layer (HAL) and kernel might not be optimal for the destination
machine. You canrepair boot-critical devices and perform HAL and kernel repairs using ESR.

Note: Some drivers, such as network drivers, are not necessary for booting a system. After
starting a restored system, Windows can update drivers for devices that are not boot-critical.

To repair a restored system:

1. If ESR detects that system repairs are necessary after a restore, the repair wizard starts

automaticallyat the end of a restore.

To start the repair wizard manually, click Repair My System on the Main Menu page.

N

e

2. Inthe operating system list, select the operating system to repair.

The repair wizard shows information about the operating system, hardware, and boot-
critical devices. Status icons appear for the operating system and device drivers. For more

information, see Iltems in the repair wizard.

EVault System Restore Repair Wizard 8.1.0.3329

Please select the operating system to repair:

Operating

Windows Server 2012 R2 Standard [C:] <= .
05 Platform and Hardware Details

0S Platform: | amds4 Edition / Multi CPU |
0S5 HAL: ACPI APIC

Click here for system HAL repair.

2epair OS

Boot Critical Devices Details:

system list

Hardware Platform: | amd64 ‘
Required HAL: ACPI APIC

The selected operating system does not
need any repairs. HAL Kernel for the
selected operating system will work

rly on this hardware.

Operating
system status

Device Name Manufacturer
%LSI Adapter, SAS 3000 seri... LSI

S:'.; Microsoft Storage Spaces C... Microsoft
s VMware Virtual disk SCSIDi... (Standard disk drives)
wa VMware Virtual disk SCSIDi... (Standard disk drives)

. T t~lMM) 07971 AD KD NAT O, Tebal

Status Source File Path
Need Repair C:\Windows\Syster
OK

Need Repair C:\Windows\Syster
Need Repair C:\Windows\Syster L,
Mmm A D) i Mt limAdmm O rmbme

Click here to load your own driver for

Change Selected Driver et A

Repair Selected Driver

Repair All Drivers

Click here to add the chosen driver for the
selected device to the operating system. |

Driver Info

The selected operating system does not
have drivers for one or more boot critical
devices. This may lead to boot failures.

e recommend you repair it.

Device drivers
status

Close
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3.

5.

5.1

If a yellow operating system status icon @ appearsin the OS Platform and Hardware
Detailsarea, the operating system needs to be repaired. Click Repair OS.

If a yellow status icon @ appearsin the Boot Critical Devices Detailsarea, at least one
boot-critical driver needs repair. Do one or more of the following:

e Torepair drivers for all boot-critical devices that need repair, click Repair All Drivers.

e Torepair thedriver for one boot-critical device that needs repair, click the device
name and then click Repair Selected Driver.

e Toinstall a specific driver for a device, click the device name and then click Change
Selected Driver. Inthe Browse for Folder dialog box, select the folder that contains
the .inffile. If ESR cannot find a matching .inf file in the selected folder, a message
appears.

Note: If ESR does not find the best driver for a device, it might use a more genericdriver.
Ideally, provide the latest driver (from the vendor) for your specific hardware.

Click Close to exit from the repair wizard.

Items in the repair wizard

As described in Repair a restored system, the repair wizard shows status icons for the operating
system and boot-critical device drivers. The following table describes possible icons and statuses.

Icon

Description

0OS Platform and Hardware status icons

)

Repairis not required. The HAL or kernel does not need to be adjusted for the current
hardware.

Repairis required. The operating system might not be able to boot with the current
HAL. This can occur, for example, if you restore a single-CPU operating system to
hardware with multiple CPUs or cores. In this instance, you can repair the operating
system so that it uses all CPUs.

re
e

Repair is not possible. The selected operating system is not compatible with the current
hardware. For example, you cannot restore a non-ACPI operating system to ACPI-
compatible hardware.
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Icon

Description

Boot Critical Devices status icons

=

),

>

Device drivers are OK. The selected operating system does not need new drivers for
boot-critical devices.

@

At least one device driver needs repair. The Status column for each device indicates
whether its driver is OK or needs repair.
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6 System-specific restore information
This section provides information about restoring specific types of Windows systems, including:

e Restoring UEFI-based systems

e Restoring BIOS-based systems

e Restoring systems with OEM partitions

e Restoringapplication servers

e Restoring systems with deviceinstallation restrictions

e Restoringdatatotheoriginal volume

e Restoreswithdynamicdisks and spanned volumes

6.1 Restoring UEFI-basedsystems

If a protected (source) system on the Select Source and Destination Volumes page includes a

partition labeled “ESP”, the system is UEFI-based. An ESP (EFI system partition) is required for a
restored UEFI system to boot into Windows.

Select Source Volume(s):
SOURCE SYSTEM: UEFI2012R2 04/27/2016 09:28:15PM

@ [MSRP] 1280 [ESP] 29.9 lofootdd.GRAAS e SREEIOLD e
MB MB/39.0 MB' GBWin2012R2 = MB

45GB

You can only restore a UEFI-based system to a UEFI destination machine. You cannot restore a
UEFI-based system to a BIOS destination machine.

Restore the ESP partition from the source system to a GPT-formatted disk in the destination
machine. If you drag a volume to an uninitialized disk on a UEFI system, the disk type
automatically changes to GPT.

If an ESP volume already exists in the destination machine, the ESP partition from the protected
machine should overwrite the existing ESP partition. You can also delete an existing ESP partition
if, for example, it is too small to overwrite.

The order of partitions on the GPT disk should be: ESP, OEM (if any) and MSR followed by primary
data partition(s). Partition order rules are enforced during a restore.

If required, an MSR (Microsoft Reserved) partition is automatically created on the destination
machine during a UEFI system restore.
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6.2 RestoringBIOS-basedsystems

If a protected (source) system on the Select Source and Destination Volumes page includes a
partition labeled “System”, the system is BIOS-based.

" Select Source Volume(s):
SOURCE SYSTEM: BIOS2012R2 04/21/2016 12:11:27 PM

“242AMB/3500 MB Win | C:12.3 GB/447 GB Win 2012 Boot
asGe  2012System e

You can restore a BIOS-based system to a UEFI or BIOS destination machine.

Restoring a BIOS-based system to a UEFI destination machine

Ifyou drag the Boot volumefrom a protected BIOS-based systemto a UEFI destination machine, an ESP
volume isgenerated automatically in the destination machine. An ESP (EFI system partition) is required
for a UEFI system to boot into Windows.

The ESP partition must be on a GPT-formatted disk in the destination machine. Ifyou draga
volume to an uninitialized disk on a UEFI system, the disk type automaticallychangesto GPT.

The order of partitions on the GPT disk should be: ESP, OEM (if any) and MSR followed by primary
data partition(s). Partition order rules are enforced during a restore.

If required, an MSR (Microsoft Reserved) partition is automatically created in the destination
machine.

You do not have to restore the System volume from a protected BIOS-based system to a UEFI
destination machine.

When restoring a volume from a BIOS-based system to a UEFI destination machine, there might
not be enough space, even if the destination disk is the same size. This problem can occur
because an uninitialized UEFI disk defaults to GPT format and additional space is required for a
GPT partitiontable. To prevent this problem, choose a larger destination volume or convert the
volume to MBR format.

Restoring a BIOS-based system to a BIOS destination machine

To restore a BIOS-based system to a BIOS destination machine, you must restore both the System
volume and the Boot volume from the source to the destination machine. The destination disk
must use MBR formatting. A BIOS-based system can have GPT-formatted disks, but cannot boot
from a GPT disk.

An active partitionis required for booting. The active partition is marked with anasterisk (*).
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To avoid losing disk space, initialize all disks larger than 2TB as GPT format. MBR partitioning does
not allow to use disk space beyond 2TB.

If the destination machine does not boot after the restore, you may need to go into the BIOS and
select the disk for booting. Dragging the System/Active volume to the first disk in the destination
machine usually avoids this problem.

6.3 Restoringsystemswith OEM partitions

You can restore a BIOS-based system with an Original Equipment Manufacturer (OEM) partition
to a BIOS or UEFI destination machine.

Note: A “System” label appears on an OEM partition on the Select Source and Destination
Volumes page in the restore wizard.

When restoring a protected (source) system with an OEM partition to a BIOS destination machine,
the OEM partition must be restored or the system will not boot up. The OEM partition must be
restored to the start of a destination machine disk.

When restoring a protected (source) system withan OEM partition to a UEFI destination machine,
the OEM volume is not required for booting and does not have to be restored.

If you restore a system with an OEM operating system license to dissimilar hardware, the system
might boot but you will not be able to log in to the system without activating Windows. This
occurs because OEM licenses are not transferable. When the restore process finishes, contact
Microsoft to activate the Windows license.

6.4 Restoringapplicationservers

To fully protect an application server (e.g., a server running Microsoft SQL Server), you must back
up the operating system, application binaries, and application data.

If you use an application-specific plug-in (e.g., SQL Server Plug-in) to back up application data, you
need a separate BMR job to back up the server operating system and application binaries.

To restore the application server, you can:

1. Use ESR torestore the operating system and application binaries to a destination
machine.

2. Ifrequired, install an EVault Agent and required plug-ins on the restored system.

Note: If an Agent was installed on the protected system, it should have already been
restored.

3. Use the appropriate plug-in to recover application data to your system.
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For information about steps 2 and 3, see the Portal help or Windows Agent and plug-in
guides.

If you use the Image Plug-in to create a BMR and SQL application aware backup job, you should be
able to restore a working SQL Server using EVault System Restore. However, ESR will not prompt
you to restore all SQL Server volumes. It will only require you to restore volumes that are required
for booting.

6.5 Restoringsystems with deviceinstallationrestrictions

When device installation restrictions in a system’s group policy could prevent a restored system
from starting successfully, ESR tries to change the device installation restrictions during a restore.

You can change the device installation restrictions back after starting the restored system.

To change device installation restrictions on a Windows 7 or Windows Server 2008 R2 system, see
Microsoft KB article 2773300.

To change device installation restrictions on a system running Windows 8, Windows Server 2012,
or a later Windows version, do the following:

1. Startthe restored computer.
2. Install required drivers.

3. Using the Registry Editor, import the
HKEY_LOCAL_MACHINE_SYSTEM_DriverDatabase_Policies_Restrictions.reg file from the
root of the Windows directory drive (usually drive C)
into HKEY_LOCAL_MACHINE\SYSTEM\DriverDatabase\Policies\Restrictions.

4. Using the Group Policy Editor, apply a change to a setting in Local Computer
Policy\Computer Configuration\Administrative Templates\System\Device
Installation\Device Installation Restrictions. The group policy settings will then be applied
to the computer.
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6.6 Restoringdatato the original volume

If you restore a volume from a Local System BMR backup (not an Image BMR backup) to the
original simple volume, you might have the option to merge data with existing data.

EVauit System Restore Wizaed

. Sebect Soamce Voharne(x
@ .EvaUIt | SOURCE STt WiN- NOCQVFATRONM O4/20/20 18 08:-00. 57 MM

L] | » uewm ] casosam
wu LIR30 e
SRR N rmnea
[P 4
e L e By P
- e, .
o[ RestoreAp, |
P [ J—
S L The trget volame mary Contan exstng data. 0o you want 5 3 the tevicre
Buw e format 1t fest, orasrg of exstng deta, & merge e Sats fom
S Dok & e L et vokme?
ert te Orgrel
Merge e Corved
9 usewe it R T U]
arg

i

Merging datais strongly discouraged because:

e The machine canrunout of spaceduringthe restore.
e The machine mightnot boot afterthe restore.

e Youcouldrestore froman NTFSvolumetoa FAT volume and lose security and other
streams.

6.7 Restoreswithdynamic disks and spanned volumes

ESR canonly restore volumes to basic disks. It cannot create dynamic disks, and cannot restore

volumes to dynamic disks on destination machines. You can convert basic disks to dynamic disks
after starting a restored system.

Dynamic disks do not appear to be dynamic on the Select Source and Destination Volumes page
of the restore wizard. When a volume in a protected (source) system spans dynamic disks, each
portion of the spanned volume appearsas a separate volume with the same drive letter. When a
destination machine disk has dynamic partitions, one large volume appearsfor all dynamic
partitions on the disk.

29



EVaultSystem Restore 8.3 User Guide

As an example, consider the system shown in the following Disk Management screen. This system
has three dynamic disks (Disks 1, 2 and 3) and four volumes (R, M, S and P) that span disks.

= Disk Management [= | = =

File Action View Help

e o Ha BEE

Volume [Layout [ Type File System | Status [ Capacity [ Free Spa.. | %Free
=) Simple Basic Healthy (R... 300 MB 300MB  100%
= Simple Basic Healthy (E.. 99 MB 9MB  100%
s (C) Simple Basic NTFS Healthy (B.. 32.00GB 189768 59%
s Label (E) Simple Basic NTFS Healthy (P... 67.43GB 6738GB  100%
s Mirror (M) Mirror Dynamic ~ NTFS Healthy ~— 9.77GB 973G 100%
9 RAIDS () RAID-5 Dynamic ~ NTFS Healthy ~ 19.53GB 194768 100%
s Spanned (P) Spanned  Dynamic  NTFS Healthy ~ 5128GB 5118GB  100%
o Striped (5) Striped Dynamic ~ NTFS Healthy ~ 19.53GB 1947G8 100%
< i >

CaDisk 0 e e |

Basic © Label (E:)

%9.:?3 GB 300 MB 9MB 32.00 GB NTFS 67.43 GB NTFS

nline

Healthy (Recor || Healthy (EF || Healthy (Boot, Page File, Cras || Healthy (Primary Partition)

CaDisk 1 L [EE— |
Dynamic RAIDS (R) Mirror (M:) Striped (S:) Spanned (P:) =
49,83 GB 9.77GB NTFS 9.77GB NTFS 9.77 GB NTFS 20,58 GB NTFS

Online Healthy Healthy Healthy Healthy

CaDisk 2 1 B [E— |
Dynamic RAID5 (R Mirror (M:) Striped (52 Spanned (P:)

60.00GB .77 GB NTFS 9.77GB NTFS 9.77GB NTFS 30.70 GB NTFS

Online Healthy Healthy Healthy Healthy

CaDisk 3 L - I
Dynamic RAID5 (R

69.88GB 9.77 GB NTFS 60.11GB

Online Healthy Unallocated

M Unallocated Ml Primary partition Il Spanned volume Ml Striped volume Bl Mirrored volume [ RAID-5 volume

When this system is the protected (source) system in ESR, each portion of a spanned volume

appears as a separate volume with the same drive letter. For example, the R spanned volume is
shown as three separate R volumes.

Select Source Volume(s):
SOURCE SYSTEM: 2012R2 06/09/2016 04:37:01PM

@ [Recovery, [ESP]299 [MSRP] | C-131 £9568/675
wocs 2435 | MR/SI0 1280MB GB/320GB  GBNTFS

@ [MSRP] | R 2632 $2632 | P5S
cogs 1270MB MB/SSGE MB/SSGB ME/SSGB GB/206GB
@ rm2 52632 P55 G8/307
Gos Memscs 8GB  MB/SGE  GBNTFS
@) msrezzo | R2e2messsce Migeeen os

nes [P NTFS

When this system is the destination machine in ESR, all dynamic partitions on a disk appear as one
large volume. For example, a 49.9 GB volume represents the portions of volumes R, M, Sand P on

Disk 1. You must delete this volume before you can restore data to the disk. Similarly, you must
delete the 60.0 GB and 69.9 GB partitions before you can restore data to them.

Select Destination Volume(s):

RESTORE SYSTEM:
@ [Recovery, [ESP159.0 [MSRP] = 320GBNTFS 67.5GBNTFS
1oce | 3000MB M8 1280 MB
(R  mseryizzoms nsa;*—
5068
@ 60068
€068
@ [MSRF] 127.0 MB $95G8
2068
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When you restore a spanned volume to a destination machine, one basic volume is created for
the contents of the entire spanned volume. The volume contains as much space as the original

volume, unless a volume was only partially full and can fit in the destination disk. Volumes can
only be restored as simple volumes, not spanned, RAIDS5, mirrored or striped.

The following screenshot and table show how volumes from the sample system are restored:

Select Destination Volume(s):
RESTORE SYSTEM:

@

[Recovery, [ESP]99.0 [MSRP] = 320GBNTFS 67.5GBNTFS

100GB 3000MB  MB 1280 MB
;\o% ?;2:33 R:195GB NTFS M:5.8GB NTFS FREE20.6GB
@ 5:19.5GB NTFS FREE 405 GB
60GB
€ [MSRP] 128.0 P:513 GB NTFS FREE 186 GB
7068 M8
Volume | Original Restored
P Spanned volume withtwo parts: 20.6 GBand 30.7GB | One 51.3 GB volume
(20.6 GB + 30.7 GB)
S Striped volume with two 9.8 GB parts One 19.5 GB volume
(approx. 2 * 9.8 GB)
M Mirrored volume with two 9.8 GB parts. Second part One 9.8 GB volume
for mirroring only.
R RAID5 volume. Three portions; 9.8 GB each. 2/3 of the | One 19.5 GB volume
RAID volume was used for data. The rest was used for | (approx. 2/3 * (3 * 9.8 GB)
parity.
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7 EVault Customer Care

If you have a question about EVault that isn’t covered in this guide, our frequently-updated
Knowledge Base contains comprehensive information about EVault. The Knowledge Base is your
first stop when searching for any EVault solutions you may need. We highly recommend searching
here first for the quickest answers to your questions.

EVault Knowledge Base: http://support.carbonite.com/evault

What can we help you with?

Popular Searches
pending reboot, restore, cint-e-04103

7.1 Contacting EVault

If you need live assistance from a qualified support agent, EVault Customer Care is here for you 24
hours a day, 7 days a week (excluding US holidays). Please feel free to get in touch with us, and
we’ll help out any way we can! You can find the contact information for EVault Customer Care in
the EVault Knowledge Base: http://support.carbonite.com/evault

CREATE A CHAT WITH A ‘. CALL A SUPPORT

REPRESENTATIVE

SUPPORT CASE , REPRESENTATIVE

Tip: When contacting EVault Customer Care with a technicalissue, please have both the
program's log files and the store you are having difficulty with ready.

To gather log files, click File menu and choose Open log folder. Compress the contents of the
folder in a .zipfile and attachit to your support request.

If the log archive and/or mail store exceeds 10MB, you may not be able to send them as an email
attachment. Inthat case, upload instructions will be provided to you upon request.
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