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The Carbonite Server Backup Agent, Carbonite Server Backup CentralControl, and Carbonite Server Backup Director applications have
the encryption option of AES (Advanced Encryption Standard). Advanced Encryption Standard algorithm (named Rijndael, pronounced
“Rain Doll”) was developed by cryptographers Dr. Joan Daemen and Dr. Vincent Rijmen. This algorithm was chosen by the National
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The Carbonite Server Backup Agents and Carbonite Server Backup Director applications also have the added security feature of an over
the wire encryption method.
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1 Automate Windows Agent deployment using Group
Policy

You can automate the installation and upgrade of Windows Agents across your organization using Active

Directory Group Policy. To do this, you must:

1. Extract.msi and .mst files from the Windows Agent installation kit

2. Specify Agent installation options

3. Push the Agent to systems using Active Directory Group Policy

1.1 Extract .msi and .mst files from the Windows Agent
installation kit

Before you can deploy the Windows Agent using Group Policy, you must extract .msi and .mst files from the
Windows Agent installation kit. The Windows Agent installation kit is provided in .exe format, and cannot be
deployed using Group Policy.

The .msi file is an installation package that can be pushed to systems using Active Directory Group Policy. The
.mst file contains settings for the installer, and must be edited before you deploy the Agent. See Specify Agent
installation options.

To install and upgrade the Windows Agent automatically on both 64-bit and 32-bit systems, you must extract
files from both the 64-bit and 32-bit Windows Agent installation kits using these steps. You can then assign the
appropriate .msi and .mst files (64-bit or 32-bit) for each organizational unit (OU) or computer groups.

To extract .msi and .mst files from the Windows Agent installation kit:

1. Make a copy of the Agent installation kit, and name it “setup.exe”.
2. Run the following command:

setup.exe /s /b"C:\Temp\MSI" /v"/gn" [Llanguage]

Where:

o C:\Temp\MSl is the directory where the .msi file will be extracted. You can specify a different
destination directory, if desired.

e By default, English is used for the .msi file. To specify a language for the Agent, include one of the
following language parameters in the command:

/L1036 — French
/L1034 — Spanish
/L1031 — German

/L1033 — English
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An Agent.msi file and an .mst file is extracted in the specified location. The name of the .mst file

corresponds to the specified language.

=] Recent Places

1.2 Specify Agent installation options

After extracting the Agent.msi and .mst file from the Agent installation kit, you can add and edit properties in
the .mst file. Properties in the .mst file provide Portal registration information and specify which plug-ins to

install with the Agent.

=N o |~
@\J'l | v Computer » OSDisk (C) » Temp b MSI v [ 44 || Search msi ol
File Edit View Tools  Help
Organize - Include in library = Share with = Mew folder =« [l @
A Favorites Marme Date maodified Type Size
Bl Desktop || 1033.45T 10752015 9:28 A MAST File 20 KB
4 Downloads 5 ﬁ!.ﬂ\gent.msi 10/5/2015 9:28 &M Windows Installer .. 108,821 KB

To edit the properties, use Orca: an editor for Windows Installer packages. Orca can be downloaded from

Microsoft as part of the Windows Installer SDK.

After editing properties, you can save the new .mst file, and distribute it with the Agent.msi file.

To specify Agent installation options:

1. Using Windows Installer SDK Orca, open the Agent.msi file.

Go to Transform > Apply Transform.

2
3. Inthe Open dialog box, select the .mst file, and click Open.
4

In the tables list at the left side of the Orca window, click Property.

The right side of the window shows current properties and their values.
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% Agentrmsi - Orca [ -E ]
File Edit Tahles Transforem  Tools  Wiew Help
0= B
Tables * | Property Yalue o
Icon ISCHECKFORPRODUCTUPDATES 1 A
InstallExecute Sequence DISPLAYTEXT Support Text 1
InstallUlSequence REGISTERED SERVERADDRESS 1
LaunchCondition CHAMGEREGISTRATION 1
ListBox AMPPORT 8086
Listvfieww CRRTREGAGENTOPT 1
hedia REGAGEMTOPT 1
MziFileHash ACCOUNTTYPEL LocalSystem
Patch ACCOUNTTYPEZ Leavelnchanged
Froperty AgreeTolicense? Mo
RadioButton TOTALUNIMNSTALL False
Registry Information 1]
RermoweFile LISERMAME v
ServiceContral ApplicationUsers Alllsers
Servicelnstall = INTEGRATEDEMCRYPTION ON
TextStyle _Ishaintenance Change
UTText RestarthanagerOption CloseRestart
_Walidation IS_SQLSERVER_USERMAME i3 -
- |4 m s
Tables: 45 Property - 168 rowes Mo column is selected,

5. If you want to register the Agent to Portal, do the following:

Find the REGISTERWITHWEBCC property. Double-click the property’s Value column, and
change the value to TRUE.

Add the properties shown in the following table:

Property Value

AMPNWADDRESS IP address or host name of the Portal for managing the Agent (e.g.,
portal.carbonite.com)

AMPPORT (Optional) Port number for the Agent to communicate with Portal. The
default port is 8086.

AMPUSERNAME Name of the Portal user for the Agent (e.g., admin@carbonite.com). The
user must be an Admin user or regular user. Typically, the user name is
an email address.

AMPPASSWORD Password of the specified Portal user.

To add each property, do the following:

Right-click the Property column, and choose Add Row.

The Add Row dialog box appears.
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Add Row (=230

Mame Walue

(Ej Property

Walue

Calumn
Praperty - Sting[72]. Reguired

[ QK. l | Cancel |

e In the Property row, enter the property name in the Value column.
® Inthe Value row, enter the property value in the Value column.
e Click OK.

6. For each plug-in that you want to install with the Agent, change the plug-in’s property value to
ON.

The following table shows the property name for each plug-in. By default, plug-ins are not installed
with the Agent.

Plug-in Property
Cluster Support Plug-in FEATURECLUSTER
Exchange 2007 DR Plug-in FEATUREEXCHANGE

(only available with the 64-bit Windows Agent)

Exchange 2010/2013 DR Plug-in FEATUREEXCHANGE2010
(only available with the 64-bit Windows Agent)

Note: After the Agent installation, the machine must be
restarted before you can share a safeset for restoring
individual mailboxes and messages using the Granular Restore
for Exchange application.

Oracle Plug-in FEATUREORACLE

SQL Server Plug-in FEATURESQL

Note: After the Agent installation, the machine must be
restarted before you can share a safeset for restoring
individual SharePoint objects using the Granular Restore for
SharePoint application.
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Plug-in Property

Image Plug-in FEATUREVOLUMEIMAGE
(only available with the 64-bit Windows Agent)

Note: After the Agent installation, the machine must be
restarted before the Image Plug-in can use Changed Block
Tracking (CBT) to identify data that has changed since a
previous backup. Without CBT, the Agent reads all data for
every backup when backing up a volume.

To change a property value, do the following:
e Find the property for the plug-in.
® Double-click the property’s Value column.
e Enter ON.

7. Go to Transform > Generate Transform.

8. Inthe Save Transform As dialog box, specify a new name for the .mst file, and click Save.

You can then push the Agent.msi file and the new .mst file to systems using Group Policy.

1.3 Push the Agent to systems using Active Directory Group
Policy

After extracting the Agent installation files and specifying installation options, you can push the Agent to
systems using Active Directory Group Policy. For detailed instructions, see information from Microsoft. For a
sample procedure, see Example: Pushing the Agent to systems using Active Directory Group Policy.

To ensure that the Agent is installed or upgraded correctly, we recommend pushing the files to one system
before pushing them to all machines.

1.3.1 Example: Pushing the Agent to systems using Active Directory Group Policy

This section describes how to push the Agent to systems using Active Directory Group Policy on Windows
Server 2012. This procedure is provided only as an example. For detailed procedures, see information from
Microsoft.

1. Create a shared folder (e.g., \\Server1\MSI). Ensure that all domain computers have read
permission to the UNC share.

2. Inthe shared folder, save the Agent.msi file and the .mst file that was edited using Orca.

3. Onthe domain controller, or on a system with Administrative Tools installed, open Active
Directory Users and Computers from Administrative Tools.

4. Create a new group. In the group, add computers where you want to install or upgrade the
Agent.
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5. From Administrative Tools, open Group Policy Management.
6. Create a new group policy and link it to the domain or OU, as needed.

7. Inthe Security Filtering area, remove the authenticated users, and add the computers or
computer groups where you want to install or upgrade the Agent.

Y EREI

= Group Policy Management = I:'-
3 File Action View Window Help

5, Group Policy Management GP-Push
a g Forest: TestGP.local Scope | Details | Settings | Delegation | Status
4 (2% Domains
Links
4 F3 TestGP.local
=/ Default Domain Policy Display links n this locatian: [TestGP local v
s/ GP-Push The following sites, domains, and OUs are linked to this GPO:
.+ [Z] Domain Controllers =T = Edrod | ok Datied et
+ ) ) cation orce ik Enable
=/ Default Domain Controllers Policy FaTexGP oo = T TestGF local

4 [ Group Policy Objects
=] Default Domain Controllers Policy
=] Default Domain Policy
=] GP-Push
% WM Filters
1) Starter GPOs
4 [ Sites
[E Default-First-Site-Name
5% Group Policy Modeling
- Group Policy Results

Security Ritering
“The settings inthis GPO can only apply to the folowing grous, users, and computers:

Name -

2, Agent GP (TESTGP'\Agert GF)

WMI Filtering
This GPO is inked to the following WMI fiter

8. Right-click the group policy, and select Edit. In the Group Policy Management Editor, go to
Computer Configuration > Policies > Software Settings > Software Installation. Right-click
Software Installation, and choose New > Package.

[

8 Group Policy Management Editor I;L
File Action View Help

N EEEEN

= GP-Push [LL-WIN2012.TESTGP.LOCAL|| Name - Versi.. Deploymentst.. Source
4 (el Computer Configuration
4 || Policies
4[] Software Settings
i Softwarg inctallation

There are no items to show in this view,

b [0 Windows Se New L4 Package...
[ Administrat; i b
I+ | | Preferences
4 % User Configuration Paste
I [ Policies Refresh
b | Preferences Export List...
Properties
Help

9. Inthe Open dialog box, use the share path that was created in Step 1 (e.g., \\Server1\MSI).
Select the Agent.misi file, and click Open.

10. In the Deploy Software dialog box, choose Advanced, and then click OK.
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Select deployment method:
() Published
() Assigned

(® Advanced

Select this option to configure the Published or Assigned options,
and to apply modifications to a package.

11. In the Agent Properties dialog box, click the Modifications tab. Add the .mst file from the share
path that was created in Step 1 (e.g., \\Server1\MSI). Click OK.

{| [ Geneml | D it | Upgrades | C: Modifications | Securty

Modffications or transforms allow you to customize the package and are
applied to the package in the order shown in the following list:

Modffications:

\10.51.3.12\gp\1033-1.MST,

Importart! Do not press OK until all transforms are added and ordered
comectly. For more information, right-click on the Modffications list box, and
then click What's this?

12. Do one of the following:
e Reboot the domain computers to install or upgrade the Agent.
e Run the following command to force the group policy:

gpupdate /force
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2 Carbonite Server Backup Support

If you have a question about Carbonite Server Backup that isn’t covered in this guide, our frequently-updated
Knowledge Base contains comprehensive information. The Knowledge Base is your first stop when searching
for any Carbonite Server Backup solutions you may need. We highly recommend searching here first for the
quickest answers to your questions.

Knowledge Base: http://support.carbonite.com/evault

What can we help you with?

‘ type a topic or question... m

Popular Searches
pending reboot, restore, cint-e-04103

2.1 Contacting Carbonite

If you need live assistance from a qualified support agent, Carbonite Support is here for you 24 hours a day, 7
days a week (excluding US holidays). Please feel free to get in touch with us, and we’ll help out any way we
can! You can find the contact information for Carbonite Support in the Knowledge Base:
http://support.carbonite.com/evault

CREATE A CHAT WITH A CALL A SUPPORT

SUPPORT CASE , REPRESENTATIVE ‘. REPRESENTATIVE

Tip: When contacting Support with a technical issue, please have both the program's log files and the store you
are having difficulty with ready.

To gather log files, click File menu and choose Open log folder. Compress the contents of the folder in a .zip file
and attach it to your support request.

If the log archive and/or mail store exceeds 10MB, you may not be able to send them as an email attachment.
In that case, upload instructions will be provided to you upon request.
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