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Note: This book is an experiment in a new kind of book writing I'm calling
"Blog to Book”. I'm making no effort to hide the fact that these articles come
directly from my blog http://windowspbx.blogspot.com .

There are a couple benefits of this type of book: Quick to market, mistakes
can be easily addressed and new revision released. One last and big benefit is
the interactivity of this book: You can click on that date/time URL underneath
each chapter title and jump to the live blog article and comment/interact!

Several challenges are: No editorial process (arrgg!) and we are working with
products that are not even released yet! So expect new editions of this book
and your welcome to submit mistakes you see via blog comments or twitter to
http://twitter.com/matthewlandis

To see this book online in blog form:
http://windowspbx.blogspot.com/search/label/Lync_2013_StepByStep

To get the latest eBook version of this book:
http://gallery.technet.microsoft.com/office/Lync-Server-2012-9d6fe954

Enjoy!
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snom Certified Engineer, Network+ and A+.
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Implementing, and Using Microsoft Lync Server in Small Business Scenarios”
on Microsoft Technet. He was the first 3CX Valued Professional (2008-2010)
and has co-authored a book on Windows communication software "3CX IP
PBX Tutorial". Matt likes giving back via community forums: he has
contributed thousands of posts to Microsoft Lync, snom/snomONE and 3CX
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affords he likes to travel internationally with his wife Rosalyn.

Lync & IT Consulting Company: http://landiscomputer.com
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Chapter 1

Chapter 1 - Installing Lync Server 2013 Standard Edition
Front End on Windows 2012

By Matt Landis __on 7/16/2012 07:47:00 PM
NOTE: Remember Lync Server 2013 Preview is not meant for live/production environments.

Below are the step by step instructions to install Lync Server 2013 Standard Edition Front End
on Windows Server 2012. Here is an outline of what we will do:

Prepare Servers

Install Lync Server 2013
Prepare Active Directory
Prepare First Server
Configure DNS

Build Topology

Install Lync Server System
Add & Enable AD Users
Login to Lync 2013

VRN AW =

Prepare Environment

Some prerequisites for you Lync system:

®  You will need 1 AD Server O/S and 1 Lync Server O/S

O Lync requires 64bit O/S
®  This guide is Using Windows Server 2012 64bit

O  but Windows Server 2008 R2 SP1 should work fine as well.
®  Make Sure you have the below role running on your AD Server

O  AD-DS (Directory Services)

O DNS

O  AD-CS (Certificate Authority)
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Lync Front End server for some quick guidance for a lab system.

Prepare Your Front End Server

Tip: | suggest 2GB and 40GB hard drive for AD server and 4GB and 80GB for

e  Server Requirements
o  Front End server must be joined to domain
o  FE must have Ul installed

e |[nstall Silverlight (will save time later)
e  Front End Must have these Features

o Roles

o Features

o Roles

Web Server (IIS)

Message Queuing | Message Queuing Services
Remote Server Administration Tools | Role Administration Tools |
AD DS and AD LDS Tools
User Interfaces and Infrastructure | Desktop Experience
Windows Identity Foundation 3.5
.NET Framework 3.5 Features
= _NET Framework 3.5
=  HTTP Activation (Important!)
®=  Non-HTTP Activation
.NET Framework 4.5 (all options)

Web Server (lIS)
=  Role Services
= Common Http Features Installed
=  Static
= Default doc
= Https errors
=  Health and Diagnostics
= Http logging
=  Logging Tools
=  Tracing
=  Performance
= Static Content Compression
=  Dynamics Content Compression
= Security
=  Request Filtering
= Client Cert Mapping Authentication
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= Windows Authentication
=  Management Tools
= ]IS Mgt Console
= ]IS mgt Scripts and Tools
= Application Development
= ASP.NET 3.5
=  ASP.NET 4.5
= _NET extensibility 3.5
= _NET extensibility 4.5
= |SAPI extensions
ISAPI Filters

Install using Windows Server 2012 “Add Roles and Features Wizard”

Select server roles e
Before Vou Begn Sefect cne o more 1Sies 10 matall on the selected server
rsalanen T Rodes Description
T Salecnce =1
() Active Ductory Rights Managemant Senvices m,,,"w,,*“imm*
Rdiceeh : Appheation Server sppicanon edmtruciue
) OMCP Senver
Wb Sarvr B 0N5) ) ONS Server
Bole Sarvaes ) Fax Server
Confrmytion P B Fie And Sorage Senvion Pnetalied
O Hyperv
[ Network Poiicy and Access Senvices
(] Pt and Docursent Servces -
2 Remote Access
[ Remote Decisop Servcen
1 Vorme Actvaton Services
v s
[ Windows Deploymest Services
[ Windows Server Update Services -
TS

Reboot Front End and login as Domain Administrator.

Install Lync Server 2013

Insert CD and Run Setup.exe. You will be prompted to install Visual C++, click “Yes” (below)

9 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


file:///C:/Users/user/AppData/Local/Temp/WindowsLiveWriter1286139640/supfilesF0C8D/FE-Install-Features-Roles-RoleServic.png

In order to run the software on this CD, the Microsoft Visual C++ 2012 w6
Minimum Runtime - 11.0.30727 Package must be installed. Do you wish to install
it?

You can accept default location and click Install (below)

@ Microsoft Lync Server 2013 x|

Lync Server 2013

Specify the location for the installation fles. Any additional Lyne Server companents that you
install will alse go to this folder.

To install Lync Server 2013, Core Components and start the Deployment Wizand, click Install.
Installation Locatson:
Ch\Program Files\Microsoft Lyne Server 2013 Browse...

[ instal | [ Canes |

Accept Terms and click “Ok” to install.
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. End User License Agreement -

3— License Agreement

Please read the followng Icerse terms carefully

r
‘lMKROS(NI PRE-RELEASE SOFTWARE LICENSE TERMS

|
IMICROSOFT LYNC SERVER 2013 PREVIEW
|

| These boense Derms 32e 30 307emint Datween Moo Corporation (or X w
{vou hve, one of £ affilates) and you. Please read them. They app! %
{software naed Aoy des the meda on which you recaved & If Jny, The
{ters 250 apply to any Mcrosoft
*  upCates,
o spolementy,
¥l | accept the terms i the kcerse agreement
oK Cancel

When install is complete (3minute wait time) you will have below apps on your server and the
Lync Server Deployment Wizard (below) will appear.

Administrator &

e  Lync Server Manager
e  Lync Server Deployment Wizard
o  LyncServerlogging-(Note: Logging tool is missing from Lync 2013 Preview)

Note: Microsoft Lync Server 2013 has a new centralized logging mechanism.
" This is the reason for the logging tool not being installed with Lync Server
M 2013 Preview. Jens Trier Rassmussen has a complete article on this subject
at http://bit.ly/S3DL4Q. Also, Randy Wintle has written a Powershell Ul for
this new central logging at http://bit.ly/Pbbp8v.
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Prepace Active Directory Prepare first Standard Edition server
Prepares the Active Directoey schema, forest and domain foe Lync Server. m.u*smmmb
Help » host Central
mmumum
nights, This task does not apply to Standaed
Istall or Update Lync Server System Edmion Servers that ace mot planned 10 hest
Install or update a Lync Server Server deployment member system. the Central Management Service, or for
This opticn installs Lyre Server core components, and 3 local replca deployments that include Erterpede Edition.
store.
> ¢ Install Administrative Tools
Nﬁelden‘ watalling o server, you need to have 3 valid topology created tastalls the Administrative Tools 10 the
Mt potishic. current system.
Help » Your deployment requres at least one 8
. Mation of the Topology Suider.

mmm

Deplory M g Fep lected SQL
Seever Reporting S M'
First Run Videoos

Click 10 wew getting started videos.

Documentation
C&tbmh&ﬁlﬁnm

ion onleve for depiloy
planning, and operations.
Tools and Resources
.mambﬁmm“

Prepare Active Directory

Click “Prepare Active Directory”. (As noted in prerequisites, you will need AD DS and AD LDS
Tools Feature installed on your Front End to complete this step.)
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e

Prepace first Standard EStion server
mymwuw«aww. Prepares a pngle Stancand Editcn server to
Servce.

nghts. Thvs task does not apply to Standard
Install o Update Lync Server Syntem Edzion Servers that are not planned to host
Install of ugdate & Lync Server Server depicyment member system. the Central Management Service, o for
Thit opon inatalls Lyne Server core componenty, and 3 local replics depicyments that nchude Enterpre Edtion.

store.
Irstall Adminntrative Tooks
N:WM.m.puuthAwWM e - Took to the
e current system. .
Hep » Your depioyment requees at least one
nastallation of the Topology Buider.

e Step 1: Prepare Schema. (takes 1minute, and you may need to wait a couple
minutes before this and step 2)

e  Step 2: Verify Replication of Schema is not necessary if this is a Lab and there is
only one AD server—you can safely keep moving to step 3.

Step 3: Prepare Forest | Next | select Local Domain | Next (5sec)
Step 4: just keep moving

Step 5: Prepare Domain | Next (5sec)

Step 6: just keep moving

Step 7 below
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Step 1 Prepare Schema
Ruun coce per deployment. Extends the scherrs for Lyne Server.

Procequates » .
Velp »  Complete b

Step 2. Verity Replication of Schema Partition
Munual Verdy $hat the schema partition has been replcated before prepanng the forest.

elp »

Step J: Propare Cucrent Forest
Fun once per deployment. Creates gobal settngs and unwersal groups foe Lync Server server companents.
Pretequstes »
Help »  Complete Pon

Step 4. Verity Replication of Global Catalog
Manual Verdy 59 setsings & the global cataiog have been repicated before prepanng a doman.

Melp »

Step 5: Propare Current Domain
Raun once et Lymc Server user o server domain. Sets access control endries (ACES) for Lync Server wniversal
groups

Precequates » =

|

1>t

Add Lync Administrative User To Admin Group

Add the Administrator to CSAdministrator group (shownbelow)

e  CSAdministrator
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Frimany groug: Domain Users

[ Thars is no need ta unless
Set Prenary Group | ,mrunmlhu-auh' Mduuﬁ i
apphcations,

Prepare First Standard Edition Server

Now lets go back to the Deployment Wizard and click “Prepare first Standard Edition server”.
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Prepace Active Directory
Prepares the Active Directoey schema, forest and doenain foe Lync Server.

Help » + Complete

lenstall or Update Lync Server System

Install or update a Lync Server Server deployment member system.

Thes optcn installs Lynd Server core components, and 3 local replca
configuration store.

Note: Before mntalling & secver, you need 1o have 3 valid topology created
and published.

Help »

nghts. This task does not apply to Standard
Ednion Servers that ace not planned 10 host
the Central Management Service, or for

Irstalt Administrative Tools

Instalis the Administrative Tools 10 the
current system.

Your depioyment requres ¢ least cne
instalation of the Topology Sudder.

D!ploy“onhwhg&wb

Deploy M g Fepons 1o selected SQL
meﬁmms
First Run Videos

Click to view getting started videos.

Documentation

Click 10 view the latest Lync Server

docy onkine for deploy
planning. and operations.
Tools and Resources

Click to access tools and other resources

o | e

You will see the below “Prepare single Standard Edition Server” wizard window and you can
just click “Next”. During this process the below will be installed:

Etc

SQL Server 2008 Express Edition will be installed
RTC databases will be created and populated
Lync Server installation files will be put in place

(Note: as noted in preregs, Windows Identity Foundation 3.5 must be installed for this

process to complete successfully)
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@ Prepare single Standard Edition Server

Prepares a single Standard Edition server to host Central Management Service.

Note: You must be logged on as a member of the Administrators group to perform this task. if you have
already deployed a Standard Edition server or your deployment includes Enterprise Edition servers, ciick
Cancel.

Note: Firewall exceptions for SQL Secver 2008 Express Edition are sutomatically created and enabled. For
details, see Configure Firewall Exceptions in the Deployment documentation.

[Chee ] wa [ New | [ Concel |

(Time: on new AD with no users, 6-10 minutes to Prepare first Server)

Configure DNS Records

Lets open DNS Manager on AD server. Right click on your domain (in our case lab.local) under
Forward Lookup Zones, click “Other New Records...” and scroll down to “Service Location
(SRV)” and click Create Record.
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File Awmion View Help

N EEEELENGE

£ bhs Illll'l'lt Type Cums Tarestanm,
a § a0 [ _mascx
& [ Gisbal Logn 1 _shes

:f“li ] lzserer 3t pact fcader) Sart of duthorty (508) 2] adlablocal, hortms_  patic

v Bl oo ] {aeren o parent foider) ey S (W) T atic

+E D irDeal, n{-r-dp-dfﬂ-i Haa (8) RL PR L] TEDe

=T sl n-d Haa (&) (L ERLEL ] e
AR Losekus Fodsi ﬂ'FHII Ham (&) 152151 50 71 TIEENE
® 0 Trust Peants

< - Il <] - ] ¥

Will will add a DNS SRV record pointing at our Lync FE Server FQDN (FEO1.lab.local in our
case)

Service = _sipinternaltls
Protocol = _tcp
Port number = 5061

Host Offering the service = fqdn of Lync Std. FE server or Pool. (In our case
FEO1.lab.local)
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Tarviom: _sipniterralti |
Protocel: _tep w|
Prigfity:
Wesght:
——
IHost offering this service:

FED1. s bocal

[]ABow any suthenticated user to update all DINS reconds with the same
name, Ths setbng apples only to DNS records for & new name.

[ o || coea || hep |

Note: a DNS A record should already be pointing to Lync Front End Server (FEO1.lab.local)

We will also create 3 DNS A Records. Right click, “New Host (A or AAAA)...” Add a DNS A
record for

(] meet
e dialin
e admin

as shown below
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Mame (uses parent domain name if blank):
ICCN
Fully qualifisd domain name (FQODN):
|dah.ua.bcd.

IP address:

152.168.50.21]

[ Create assodated pointer (FTR) record
[] Alow any authenticated user to update DNS records with the

Same DWET Mame

Repeat this for meet and admin DNS A Records.

Now lets go back to the Deployment Wizard and click “Install Administrative Tools”.
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L
-

A

Deploy

Lync Server 2013 - Deployment Wizard

Lync Server 2013
Welcome to Lync Server deployment.

Prepace Active Directory
Prepares the Active Directoey schema, forest and doenain foe Lync Server.

Install or Update Lyr Server System
Install or update a Lync Server Server deployment member system.

Thes option installs Lyns Server core components, and 3 local repica
configuration store.

Note: Before matalling & server, you need to have 3 valid topology created
and pubiished

Help »

Prepare first Standard Edition server
Prepares a segle Standard Edition server to
host Central Management Service

Note: The tatk requres local admnatrator
nghts, This task does not apply to Standard
Edmion Servers that ace not planned 10 hest
the Central Management Service, or for
deployrments that inciude Erterpede Edition

Install Administrative Tools

INtlaly the Adrinnlrative 1008 10 the
current system

Your deployment requres at least one
wtaliation of the Topology Euider.

Deploy Monitoring Reports
Deploy Monttorng Repons 1o sel
Server Reporting Services {SSRS) matances.

First Run Videos
Click 1o wew getting started videos

Documentation
Ciick 10 view the latest Lync Server

documentiation onlme for deployment

planeung, and operations

Tools and Resources

Click 10 access tools and other rescwrces
Bt

«

This takes just a second to run.

Build and Publish Topology

Next we will go to Start and run “Lync Server Topology Builder” (below).
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Select New Topology (as shown below) and then give the topology some name (just any old
name like “mylab.tbxml”)

Welcome to Topology Builder. Select the source of the Lync Server 15
(Technical Preview) topology document.

' Download Topology from existing deployment

Retrieve a copy of the current topology from the Central Management
store and save it as a local file. Use this option if you are editing an

existing deployment.

) Open Topology from a local file
Open an existing Topology Builder file. Use this option if you have work
in progress or if you have exported a topology from Planning Tool.

® New Topology
Create a blank topology and save it to a local file. Use this option for
defining new deployments from scratch.

ok ][ cancel ]

Now we will be define this topology.

Primary SIP domain: lab.local | Next
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@ Define the primary domain

Identify the primary SIP domain for your organization (for example, contoso.com).
Primacy SIP domain: *

lab Joca|

. e [y e

e  Specify additional supported domains: {nothing/none} | Next
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% Specify additional supported domains

If there are additional domains that you want to enabile for SIP tradfic, add them below.

Additional supported SIP domaing:
I Bedd
Update
Remave

e Define the First site
o Name: LabSite1
o Description: Lab Site (not important, just something)
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o Define the first site

Every deployment must have ot least one site, If your deployrment has multiphe sites, you can add the
other ones later by using the New Site wizasd,

e  Specify site details

o City
o State
o Country

Click “Finish”

25 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


file:///C:/Users/user/AppData/Local/Temp/WindowsLiveWriter1286139640/supfilesF0C8D/create-new-topology-define-the-first[2].png

|_L_| New topology was successfully defined

You have successfully completed the New Topology wizard. Before you publish the topology, you must
define at least one Front End pool. If you are ready to do that now, select the check box below, and then
click Finsh.

(V] Open the New Front End Wizard when this wizard closes

To close the wizard, click Finish.

| Bk || Finsh || Concel |

Next we will define a new Front End pool. click Next
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=
[ﬁ Define the New Front End pool

This wizard helps you 0 create and configure a Front End pool for your site.
¢ Do you plan to use the Front End pool for conferencing or voice?

* How much scalability will you need now of in the future?

* What is the FQDN for the pool and for each computer in the pool?

¢ If you are using confl ng, what is the | web address?

When you are ready to proceed, ciick Next.

[ heo | e [ New |[ Concel |

Define Front End Pool

e  FQDN: FEO1.lab.local

o Note: if this is a Standard Edition, this FQDN will be exactly the same

FQDN as your FE server (FEO1.lab.local in our case)
e  Standard Edition Server
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[j Define the Front End pool FQDN

You may deploy your Front End Server as either an Enterprise Edition pool or a Standard Edition server.

FQON: *

FEOT.labJocal

SRS

O Enterprise Edition Front End Pool
An Enterprise Edition Front End pool can contan as many as 20 computers for large scale
deploy that require load balancing or high availabdity. The SQL Server instance that hosts the
user store and the applcation store for this pool must be on a server or pool that is running Microsoft
SQL Server.

®) Standard Editon Server
s 3 single computer for smaller deployments that do not require high
Standard Edition server is an instance of SQL Server Express Edition, which is automatically instalied.

[ ree | [Coax [ mer |[ conce |

Next we will select Features for this Front End Pool

Check these features:

e  Conferencing
e  Enterprise Voice
e CAC

i Tip: What works best for me is to NOT define ARCHIIVE and MONITOR
\ )‘ servers till you are ready to actually install them. | suggest to NOT select
Archiving and Monitoring now. We will do that after we have actually

— installed the SQL server and are ready to define those roles in topology
builder.
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ﬁ Select features

Front End pool to handle.

[Vl Conferencing {includes sudio, video, and spplication sharing)

("] Dial-in {PSTN) conferencing
[V Enterpeise Voice
(V) Calt Admission Control
Call admission control (CAC) is an optional comp that ges the bandwidth used by unified
communications traffic within the deployment. Only one Froat End pool per site can enable CAC.
[ Archiving
To enable Exchange Server integration, use Lync Server Control Panel.

2] Monitoring {COR and Qof metrics)

[ Hew | [ | [ ner | [caed ]

e  Select Collocated server roles
o collocate Mediation Server: check
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H Select collocated server roles

The Mediation Server can be coliccated on a Front End pool. Collocation requires fewer computers, but in
larger deployments 3 stand-alone Medistion pool can provide better voice quality and greater scalability.

Select which server roles and services you want to collocate on thes Front End pool.

Collocate Mediation Server
You can collocate the Mediaton Server on the Front End Server if your IP/PSTN gateway or your IP-
PBX supports media bypass and i Enterprise Voice is not mission-critical for your organization.

[Tree | [Bak |[ Net |[ Comcel |

e Associate server roles with this front End pool
o Enable an Edge pool...: unchecked

Define SQL store
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5 Define the SQL Server store

For a Standand Edition Front End pool, user information must be stored locally, SOL Server Express
Editicn will b= installed automatically.

SOL Server store:
| Fea1 b ocalinte [=] | mew.. |
[] Enable SOL Server sore mirraring
Mirraring 50U Server store:
I [] [ New. |
[T] Use SGL Server mirroring witness to enable automatic falaver
| [ New |

Define the file store: default, next (NOTE: You will need to manually create this network
share and give rights to everyone. This wizard will not automatically create it for you)
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|j Define the file store

Select an existing file stcre, o define & rew one, to be used by the server, For this Standard Edition Front
End Server, the file storne can be collocated, or it can be on another sngle-server pool. The file store must
b ereated manually befone you can install it

[ Use & pravicushy defined file stare,

®) Define a new file store,
File sarver FODN: =
FED.labdocal

Cree ] [ e ][ tew | [ coma |

Let create the Lync file store share right now so we don’t forget. You can create this folder
where ever you want but for this lab we will create a folder called “Share” in C:\ of the Lync
Server. Next go into the properties of the folder and give full access permissions to these
groups:

RTCHS Universal Services

RTC Component Universal Services
RTC Universal Server Admins

RTC Universal Config Replicator

Click on the “Sharing” tab, click on “Share”.
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General | Shamo | Securty | Previous Versions | Customize |
Metwork Fila and Foldar Shanng
| tham

Metword: Path:
WWFEDT\share

Achvancad Sharng
Set custom permssions, create mulils shares, and set other

advanciad sharing options:

In the “File Sharing” Wizard click the dropdown beside “Add” and select “Find People...” and
in “Enter the object names to select” type RTC. Now press the CTRL key and select the
above groups. Next you will need to change each group to “Read/Write” and click “Share” to
finish the sharing Wizard.
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Choose people on your network to share with

Type o naene and then chick Add, o click the amew 1o find jemesne.

Specify the web services URL: Since this is a lab we can let the External Base URL the
default.

34 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


http://windowspbx.blogspot.com/%20Since
file:///C:/Users/user/AppData/Local/Temp/WindowsLiveWriter1286139640/supfilesF0C8D/share2[5].png

ﬁ Specify the Web Services URL

You can specify an slternate fully qualified domain name [FODN) for the external side of the Web
Services. For a Standard Editicn Front End Server, the internal FODN is fied.

] Owverride internal Web Sendces pool FQDN
Internal Base URL:

FEON lakJocal

External Base URL: "
[FED lsbbocal

Specify where your Office Web App server is. (you probably don’t have one yet, just point to
OWA.lab.local)
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P2 Define New Front End Pool [x]

tj Select an Office Web Apps Server

Select the Office Web Apps Server to be used by this Front End pool. If no Office Web Apps Server has
been defined, click New.

Office Web Apps Serven
I I7] [ New-. |

Office Web Apps Server FQDN: *
CWAlsb.jocal
e

Office Web Apps Server discovery URL: *

https//OWA lablocal/hosting/discovery/
e ———————

["] Office Web Apps Server is deployed in an external network (that
is, perimeter/Intemet)

[Cree ] [ hee ] ok ][ Coce |

Now you are finished with the wizard.
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Fle Acton help
b Lyne Server 2013 [Preview)

Central Managemert
Server:

Actwe Semple USL

V' hapsiidatabblocs

Actre Simple URL P doman
V' hetpedimeetiabiocal tabocal
Nt confgpueed

Actve Fremt 0 Ste

Edit properties of topology

Right click on “Lync Server 2013 (Preview) and then “Edit Properties”
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Fle Ao Help
» Socume
e New Centinl Ste.. |
Slmen oA
lﬁ-t“..
PEEA Nt corfgured
Sawe 3 copy of Topology As
Pusien Topology..
stad Catatomne
Merge Office Communications Server 2007 &2 Topology.. Actwe Sumple URL
Pomzee Depioymemt | V' galisstaiablocsl
Help | Actwe Somple URL SP domg
| C WV mysimestiablocsl b ocal
Adenratrative sccess Not configurd
uRL
Cernsl Managemert Actve Fromt Ead Ste
Server
< - | »

Scroll down to “Administrative access URL” (as shown below) and define the admin url as
https://admin.lab.local and select Front End Server (FEO1.lab.local in our lab)
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e ]

S% doman

==

V' Mmpaidanatablocsl |¢“_|
l:mgm‘

| Mabe Acthve || (da oL |

Mewgop Uiie
Simple UFL P doeman
V' tmpsi/meetisbiocl tablocal e ]
| Mok Actve || et UL
Adenisirative access USL
2/%
Contral Management Server -
Frent End Server 10 imatall Central Management Secver onc .
(81 ocal Labsaet 1|
Note: if you want 1 reassign the Central Management Server atter nital deployment, you must follow
the procec Bed in the Oy Sons 1ecson of the product & X
[Chee]
Publish Topology

Action | Publish | Next | Next
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Publishing wizard complete
Your topology was successfully published.
Step Status .
v Creating Central Management store Success | View Logs |
¥ Setting Central gement store locats Success
V' Publishing topology .. Success ‘
¥/ Downioading topoiogy.. Success L]
Next steps:
& Chek hese to open to-do list
In order for Lync Server 15 (Technical Preview) to ctly route traffic, your deployment must match
umwmmumm.udmmmmmumn
well a5 any databases that need to be created.
To dlose the wizard, click Finish.
[ hep | |_tock | [Fimsh ] [ cancet_|

When finished you can “Click Here to open to-do list”. Since we are really good Lawe"ve
already done these items. (if you took a shortcut, backup to see detailed step above)

Fle [di Format View Hep

In order for changes to the following sieple URL: to take effect, you sust update the -
corresponding OMS records. Oepending on how the certificates on your Front End ponls and
Director pools are confligured, you may alto newd to wpdate the certificates. Foe detadls,
see the product docwsentation.

https:/fdialin. lab. docal

https: /fmeet, lab, local

hitps:/fadein. lab. local

Update Lync Server 15 (Technical Preview) with the chenges defimed in the topology by
running local Setup on sach serwver §n the following list.
Server FQOM: FERL, lab, local, Pool FOOM: FE@L, lab. local
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Install Lync Server System

Deployment Wizard | Install or Update Lync Server System

.
- / Compiete Note: This task requines local admenstrator
rghes. Thes task does not apply 1 Standard
Srntall o Ly Sevver Edition Servers that are rot planned o host
rember system the Centrad Management Servce, o for
This optice imstalls Lync Server core components, and » kocal replica deployments that inchade Enterprise Edsion
R Instal Administrative Foots o
£ Iratalis the Admaateatve Tools %o the
Current system N |
Welp » Your depioyment requees at least one
mataliation of the Topalagy Budder.

Now we will install some Lync Server System components, put Certs in place and Start
Services:

Step1 Install RtcLocal database
Step2 Install Speechfiles, etc.
Setup Certs

Start Lync Services

Ao =
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. Uyms Sevver 2010
# Whelcome o Lyne Server depioymens.
=
Dighery » Lyeee Server 2013
Step 1 Install Local Confiquration Stere
Irtally local configy siovrw and populates with dats from Centesl Mansgement Stom.
Preregintes. ¥

oy [ ]

Step 2: Setup or B Lymet Serwer Comp
Ireptall gned pctivate, or dessciane snd wninsiall Lyne Senver Comp basad e the topokogy defedton

Mo vadabibes LoaCal Confelporstann $have Aol seadable L]
Pegvegpuriiled *
Helg » Furi

z

Step 1 Reqeert, Inatall or Assign Ceveificates
Thet e smaits the Cortibaane Withed, Crante ortheate rosueit o kocal syatem. beatall aad asiga ¢ erhosted T
thet gytees based o The Rapobagy Sebamon
Mot Breadabile: Lovcal comfigraration stone ned svadsble. L]
Prerequinten ® .
Helg ¥ Fun

Step &) Slat Senvioes
Initiatu & eart neguast for ol Lyec Saronr parvices.
P TRt Sle diaeh od vty thal the Serveles Pt SOTedlly started. To o 50, el the Served WIMC tood
through Se “Service Slatur” tiep in She Deploymans UL
Mot Available: Local configaration wione not sesiable.

hd

e  Step1 Install Local Configuration Store (will install RtcLocal)
o Run
o Retrieve Directly from the CMS...
o Next (5 minutes on new lab system)
e  Step2 Setup Lync Server components (will install Speechfiles, etc)
o Run |
o Next (15 minutes on new lab systems)
o (NOTE: if you designated the archive/monitoring server, this will fail
because SQL for those stores is not there yet.)
e  Step3 Request Certs (Note: if this is a lab setup, and you have parallel installed AD
and Lync FE OS’s, remember the FE needs to be rebooted after you stand up the AD
CA so the CA is authoritative)

Run, select “Default Certificate” then click “Request”

42 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


file:///C:/Users/user/AppData/Local/Temp/WindowsLiveWriter1286139640/supfilesF0C8D/install or update lync server system[4].png

Tobect o Lync Server Cortificabe Type and then select o sk Expand e Cortiicate Type b perform sdvanced certificate wiage bk
| v Delsot covihicate
w OauthTooenizuer E
| Remave |
L
L<I ] [T
[ [ Rebesn | fimpors Corsticmte] 7o et Cervisnes [Coee ]

Certificate Request: Next
Delayed or Immediate Request? Send the request immediately to an online cert authority

Choose a Certificate Authority (CA): Select a CA from the list

% Choose a Certification Authority (CA)

Select a certification authority 1o process your request. The Certificate Wizard will automatically import
the selected CA's certficate chain if necessary.
() Select a CA from the fist detectad in your emvironment.
| AD.JabJocal\iab-AD-CA =]
®) Specify another certification authority.

[Chee | ok |1 ver | [Coment]
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Certification Authority Account: Next
Specify Alternative Certificate Template: Next

Name and Security Settings: some name

% Name and Security Settings

Type 3 name for the new certificate, The name should be easy for you to refer to and remember.

Note: The frendly name should not be confused with the subject name which will be determined
automatically based on the certificate’s usages on this computer.

Friendly name:
PvimaryFECer‘
——
Bit length:
(2048 i

(L] Mark the certificate’s peivate key as exportable

[ ke ] [ gack || Net || coxet |

Organization Information: fill in Org and Org Unit
Geographical Information: fill in
Subject Name/Subject Alternative Names: Next

SIP Domain Setting on SAN: Select SIP Domain (example: lab.local) | Next
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@ SIP Domain setting on Subject Alternative Names (SANs)

nmmmwanmmmmmmmwm

configured SIP domain:

® Your deploy uses ic sign-in without DNS SRV configuration
© Your deploy perf strict domak ching

© Your deployment includes devices that run Lync Phone Edition
Configured SIP domamns

¥ blocal

Select one or more SIP domains for which 3 sip.<sipdomain> entry = to be added to the SAN list.

[(hee | (o [ et |G |

Configure Additional SAN: Next
Certificate Request Summary: Next
Executing Commands: Completed: Next
Online Certificate Request Status: Finish
Certificate Assignment: Next
Certificate Assignment Summary: Next
Executing Commands: Finish

Select “Default certificate” and click Assign certs
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Select a Lywe Server Cennficate Type and then select a task. Expand the Cendicate Type 10 perform advanced centficate usage tasks.
Corthcate | Suts | oy Name bprwonOxe [ Requmst_|

# Defaut certifcate Urstsgred [E]
[ Web services mtermal Unassigre | Remove |
(58 Web services extemal Unassigne Ver |
~ CahT U 4
2 OhanSstantuaim Unssugre

[ retp ] [ Rebren ] fmport Corbbcate] e oty Cernrcstes [ ]

Now repeat the Certificate Wizard steps for the OAuthTokenlsuer.

Step 4: Start Services

After services are started you can open the Services to verify all the Lync Services are
running.

Hyper ¥ Guest Shatdown Service  Nowne xS Omcrgeon Rt RanepType  LogOmis C
3 Lk Layer Topetogy Dacov.. Crastes o Mo Manest Locnt Service
A D perin 1 Local Sesnon Nasage ConWindo.. Rummng  Ausomatic Locut Syste..
3 Lyme Senver Spphcation Sha.. Lymc Serewr .. Rumming  Automatic D Network 5.
Descrption Ly Sarver A Tot Sare. Lynd Sanver . Runnng  Avsomanic Natwork 5.
Prpvidies & Machancm 00 St Sown 4 Lyme Server AodeVidoo C. Lymc Sener . Rumeng  Actomutic Metwork 5.
e cpecating myutem of the vl O g Senver BendeeBh Peb. Lynd Saner . Bunnng  Atematc  Netwerk 5
.ml.:\“: - 3 Lyme Sarvar 8 Poh. LymcSenar . Rumning  Atomatic Metwork & i
PYRHCITPAT. G Lyne Serve Col ot Ly Sarver . Rumming  Zemomat  Network 5., B
G Lync Sonver Comtrsficed Log. Lymc Sanver . Runming  Acsomutic Network 5. |
5 Lyme Sarver File Tionster 2. Lyme Servar .. Runsing  Actimatic Network 5.
G Lync Sarver Froee-Ind Lymc Srewr .. Uateg  Atomutic O Network S
G Lyse Server M Confasenting  Lyne Server . Bumevng  Ausomatic Network 5.
U0 Ly Sarver Macter Raphoat Lync Sarow . Bunmng  Ausomutic Ntwork 5.
- Ly Server Medaton Lyt Server . Rumevng  Automatic Network S
4 Ly Serewr Raghhcn Paghat Lymc Sarewr . Rummng  Asomunc Ntk 5
G Lyoc Senvar Resporse Groop  Lymc Senver . Rumevng  Automatic Network §_
Gy Sarver Wab Conterenc.. Lyme Sarew . Rumneng  Automatic Netwark 5.
G Lyoc Sanver VP Trancleti.  Lymc Servwr .. Rumming  Automutic Network 5.
L Message Ouevng Provdes 0. Russng  Adsman Netwerk 5.
4 Microscht Account Sgn-n . [nables use.. Mancel (Trig  Local Snte.
& Mrasalt (55 indiatior Ses. Masages .. Mos e Lot Syate..
| Daended | Sanded [

Goto Start | run Lync Control Panel
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you will be asked to type in Administrator credentials. If this is new server you will also be
asked to install Silverlight.
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b 4

Add and Enable AD Users

Next, we will move to our AD server and add several users to Active Directory (I suggest for
your first test users to NOT use the Administrator, but 3 other users). In our case | added:

e ui@lab.local
e u2@lab.local
e u3@lab.local
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Now back to Lync Server Control Panel. Click on User | Enable Users. Now click the “Add”

button and Add the 3 users.
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Click “Enable” and if you get no errors,

open Lync 2013 and login!

you should have 3 Lync users ready to login. Let’s
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m Lyne - 0 =

What's happening today?

user one

Available =

Set Your Location =
e "0 o
Find someons 2

GROUPS.  5TATUS RELATIOMNSHIPS = MEW

5‘

4 Favorites
4 Other Contacts (0/2)

H user three - Oifline
H user two - Offline

Wow you have installed Lync Server 2013!

Please note some pieces in Lync that you have not configured yet:

e  Monitor and Archiving Roles
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e  Persistent Chat Server
e  Sharing PowerPoint requires a Office Web Apps Server deployed

Continue your lab with more articles in this Lync Server 2013 Step by Step Series:

Part 1 - Step by Step Installing Lync Server 2013 Standard Edition Front End
Part 2- Step by Step Installing Lync Server 2013 SE Monitoring Server
Part 3 - Step by Step Installing Lync Server 2013 Persistent Chat Server

Part 4 - Step by Step Installing Your 2nd Lync Server 2013 SE Server Associated
Backup Pool for Resiliency

e  Part 5 - Step by Step Enabling Lync Server 2013 Enterprise Voice Features, Response
Groups and Managers

e  Using Lync 2013 and OneNote 2013 Integration

Special Thanks to Community Contributors to this article:

e  Tommy Clarke: for point out “HTTP Activation” required for successful LWA
operation
e  Syed Nasir Abbas: Notes some Lync prerequisites that will be helpful
o  http://ourgalaxyorg.blogspot.com/2012/12/installingdeploying-microsoft-
lync.html#!/2012/12/installingdeploying-microsoft-lync.html
e  FortressITX: For pointing out that this article did not list steps to create Lync Share:
o  http://fortressitx.com/blog/microsoft-lync-topology-file-share-error-fix/
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Chapter 2

Chapter 2 - Installing Lync Server 2013 Monitoring Role
Collocated on Standard Edition Front End

By Matt Landis __on 7/17/2012 10:45:00 AM

In Part 1 of Installing Lync Server 2013 Standard Edition we go our lab Lync 2013 server up
and running. In this next step by step we will install the Monitoring role using SQL 2008. In
Lync Server 2010 a Monitoring required an additional server. In Lync Server 2013 this has
changed and Monitoring will be on your Front End.

This article presumes:

e  Server is Windows Server 2012
e using SQL Server 2008
e You have Lync Server 2013 Preview installed Using This Blog

So, to get started, lets prepare our Lync Server Front End (Windows Server 2012) by
installing Queuing (you will/may not need this in RTM Lync Server). Do this by opening the
“Add Roles and Features Wizard”
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Monitoring role requires installing Full SQL 2008R2 or SQL 2012. (SQL EXPRESS will not
cut it)

put SQL 2008 CD in place and run Setup.exe.
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Feature Selection. Below are the SQL features we need:

Database Engine Services
Reporting Services

SQL Server Books Online
Management Tools — Basic
Management Tools — Complete
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Instance Configuration:
Check Named Instance.

NAMED INSTANCE: MONITOR
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Server Configuration:
NOTE:SQL should run as system account

NOTE: No password required.
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Reporting Services Configuration:

e Native Mode

e Now click Install (15minute install/wait time)

When done test SQL Reporting Services by running “Reporting Services Configuration
Manager” (from Start menu)
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Associate a Monitoring Store with a Front End Pool and Publish
Topology

Open Lync topology builder. Drill down to your Standard Edition front (as shown below) then
right click and Edit Properties.
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Next we want to add a Monitoring role to this topology by going to General, scrolling down to
and selecting “Monitoring (CDR and QoE metrics)” and then click New. We will type input
our Front End as the FQDN (as shown), select “Named Instance” and give it the name
“MONITOR” (we will later install a SQL instance with this name) and click OK, Ok.
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Action | Topology | Publish.
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Note: To view the federation route, use the site property page

Next we will goto Start and open the Lync Server Management Shell (Powershell).

e

Run the below command:

Install-CsDatabase —LocalDatabases

Deploy Monitoring Reports
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Run the Lync Deployment Wizard again and click “Deploy Monitor Reports”

@ Specify Monitoring Database

Specity Monitoring Database and SQL Server Reporting Services (SSRS) i

Monitoring Database:
[FE01 tabocal 1=

SQL Server Reporting Services (SSRS) instance:
FEO1.Lab local
Example: sqiserver\Rtc (Namedinstance), or sqlserver (Defaultinstance)

WARNING: The monitoring reports will overwrite existing reports already deployed in the specified SQL
Server Reporting Services (SSRS) instance.

| se [ New ][ coe |

Specify credentials to access monitor SQL database. (for this lab | used domain
Administrator)
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% Specify Credentials

Specify the credentials to be used by SQL Server Reporting Services (SSRS) to access Monitoring
Database.

User name (domain\user namek
LAS\Administrator

Password:

........4

Now reports are being deployed...
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a Executing Commands

» Deploying Monitoring Reports... This might take a few minutes.
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Once the reports are deployed you will be presented with URL for reports. You can copy and
paste this into Internet Explorer. (grin)
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@ Executing Commands

AV A A T R T

DerBencMCbllessaonComd Report wurde ohne Warnungen verdffentiicht.
Der Bericht P2P Summary SubReport wurde ohne Warnungen versffentlicht.

Der Bericht Conference Summary SubReport wurde ohne Wamungen verdffentlicht.
Der Bericht Call Diagnostic Summary Report wurde ohne Wamnungen versifentlicht.
Der Bericht IP Phone Inventory Report wurde ohne Wamungen verdffentlicht.

Der Bericht Response Group Usage Report wurde ohne Wamungen verdffentlicht.
Der Bericht Response Group Call List Report wurde ohne Warnungen verdffentlicht

When you click on the reports URL you be presented with:
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You have successfully installed Lync Monitoring role!

Note: After rebooting this server, SQL Server Reporting Services (MONITOR) did not seem
to auto start and need to go into the SRS Config and start it.
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Chapter 3

Chapter 3 - Installing Lync Server 2013 Persistent Chat
Collocated on Standard Edition Front End

By Matt Landis __on 7/19/2012 08:41:00 PM

We are on a journey installing the various Lync Server 2013 roles. Today we will install the
Persistent Chat role collocated on our Lync Server 2013 Standard Edition Front End! | would
like to give Elan Shudnow credit as | read over his excellent Persistent Chat with Enterprise
Pool articles before launching on installing this collocated edition.

e Part1 - Install Lync Server 2013 Standard Edition Front End
e  Part 2- Monitoring Server
e  Part 3 — Persistent Chat Server

Prerequisites:

e Presumes a Lync Server 2013 Std. FE called FEO1.lab.local (see)

e  Since we are installing Chat on an existing Std. Front End, most things are taken
care of already

e [nstall full SQL (SQL 2008 R2 or SQL 2012) as a new instance called CHAT. You
can follow the instructions here.

Next we will define a Persistent Chat pool in our topology. Let’s Open Topology Builder
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File Action Help
4 [Bolync Server 2013 (Preview) The properties for this item are not available for editi
4 ] LabSitel
b [l lync Server 2010
4 [ Lync Server 2013 (Preview)
4 [ Standard Edition Front End Servers

[ FEO1Iablocal

(23 Enterprise Edition Front End pools

(23 Director poois
b (3 Mediation pools

[ Persistent Chat pr

‘ __NewPesisuntC'mPooL
(23 Trusted applicati Topology 4
b (23 Shared Componen Help

(23 Branch sites

Define the new Chat Pool. Use the FQDN of our trusty Front End: FEO1.lab.local and check
Single computer pool.
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a Define the fully qualified domain name (FQDN)

Define the fully qualified domain name (FQDN) for the Persistent Chat pool, and indicate whether the
pool will be single-server or muitiple-server pool. Important: You cannot convert a single-server pool to a
multiple-server pool,

FQDN: *

FEO1lablocal

O Multiple computer pool

Select this option if you want this pool to support load balancing and high availability.

® Single computer pool

Select this option if you have a small deployment and you do not need load balancing or high

[hee | [ e |[Nea | [cancel ]

Next. Now give this Chat pool a name. (just anything is fine)
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'i Define properties of the Persistent Chat pool

Display name of the Persistent Chat poot *
Lab Persistent Chat Pool
ST AT
Persistent Chat port: *
5041

[7] Enable compliance

Compliance enables archiving a comprehensive record of activity on the system. If compliance is
enabled, an adapter must be configured to process the compliance data. To configure an adapter, run
the Set-CsGroupChatComplianceConfiguration cmdlet in Lync Server Management Shell

[V] Use this pool a5 default for site LabSite1

[ hew | [ sk ][ Nem

|| Concel |

Next. Click new to define a new SQL Server Store. We will use the SQL instance we installed
for our chat role, so SQL Server FQDN = FEO1.lab.local and Named Instance = CHAT
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2 Define New Persistent Chat Pool [ x|

a Define the SQL Server store

SOL Server store:
l I=] {

[ Enable SQL Server store mi
Mirroring SOL Server store:

]

SOL Serear FODMN: *
FEO1.labocal
I

[] Use SQL Server mirroring

() Default instance
®) Marmed instance *

CHAH

[+#] This SQL instance is in mirroring relation
Mirrer port number: *
5022

Our next item is defining the file store. Since this is a lab we will just use the existing Front
End share we already setup for the FE which is WFEO1.lab.local\share. Click Finish.
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a Define the file store

(®) Use a previoushy defined file store.

STy g
() Define a new file store.

File server FODN:

File share:

[ hee ] [ Back |[ Fish || Concel |

We are done with the topology and you are given a chance to review it—everything looks
great!
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General

FQON: FEOJabJlocal
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Persistent Chat pook

Persistent Chat port: 5041

1Pv4 addresses: Use all configured IPwé addresses
Associations.

SQL Server store: EEQLIab ocal\CHAT

File store: \WEQLlablocalishace

Let’s publish our topology by going Action | Topology | Publish...

Click Next.

i Edit Properties—.
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Delete Opem-2
Download Current T¢ o
Help opokDy Chat Pool
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[ Tnisted annlicatinn <srverc
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Publish the topology

In order for Lync Server 2013 (Preview) to correctly route messages in your deployment, you must publish
your topology. Before you publish the topology, ensure that the following tasks have been completed:

* Avalidation check on the root node did not return any errors. Al

* A file share has been created for all file stores that you have configured in this topology.

* Al simple URLs have been defined,

*  For Enterprise Edition Front End pools and for Monitoring Servers and Archiving Servers: All SQL
Server stores are installed and accessible remotely, and firewall exceptions for remote access to
SQL Server are configured.

* For a single Standard Edition server, the "Prepare first Standard Edition server” task was
completed.

* You are currently logged on as a SQL Server administrator (for example, as a member of the SQL
sysadmin role).

* If you are removing 3 Front End pool, all users, common area phones, analog devices, application
rantart Ahiarte and ranfaranca dicartarviar hava haan ramacad fram tha nanl S

When you are ready to proceed, click Next.

[hee | e | [CNea [ Concel |

Watch the publish Wizard complete. when done click Finish.
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Publishing wizard complete
Your topology was successfully published.

' Step Status <]
¥ Publishing topology . Success | View Logs
v Downloading topology... Success |
V' Downloading global simple URL settings... Success 1
v Updating role-based access control (RBAC) roles.. Success [v]

Next steps:

<> Click here to open to-do list

In order for Lync Server 2013 (Preview) to correctly route traffic, your deployment must match the
published topology. The linked text file contains a list of any servers that need to be updated, as well
3s any databases that need to be created.

To close the wizard, click Finish.

[ Hep ] [ Back W| Cancel |

The next thing we will do is open the Lync Deployment Wizard and Update the Lync Server
System by clicking Install or Upgrade Lync Server System. (this will install the chat services
and install the SQL database)

76 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


http://lh5.ggpht.com/-4UsoYP0i76Q/UAjcstoCnGI/AAAAAAAAEZg/JiJlScMGgbE/s1600-h/p2[4].png

*?%bwmm

Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Lync Server.  Prepares a sngle Standaed Edition server to
Help » host Central Management Service.
Note: Ths task requares local admnatrator

] rights. This task does not apply to Standard
inatall or Update Lync Server Ecticn Servers that ace not planned 10 host

member system. the Central Management Service, or for
This option instals Lync Server core companents, and & kocal repics deployments that include Erterpete Edition.
o sroy m‘m need 10 have a vasd cated - el Aduiuiokathi Sous
i aeidicsow 1nstas the Adminctratie Tooks 1o the

Help » Your deployment reguares at least one

(hcklomhlusﬂ.ynts«vv
ke for deploy
planning, and operations.
Tools and Resources
Mhmb@alﬂnﬁmm

ML_]

Click the Run button with Step 2.
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C Lymc Server 2003 (Preview)

A Welcome to Lync Server deployment.
L s
Dgpboy > Lync Server 2013 (Preview)

&

Step 17 Install Local Configuration Store
it kacal £enfapaiation itoie 55 populitid with dats fram wwm
Preregusites »

Help » H‘rfﬁlﬂh Fum

Step I Setup or Remowe Lyme Server Components
lestall and actvabe, or deactvats and uneitall Lyne Senver Components based on the topalogy defintion.

Prerequasites ¥

Help & |I| I

Step 1 Requett, Initall of Aiibgn Certificates
This step starts the Certificate Wizard Creste certificabe request for local system. bnstall, snd assign certificates for
this system baved on the topalogy definition.
Prerecquasites »

e » v Compite [ Rumgen |

Step 4: Start Services
Iritiabes & start requeest Sor all Lync Server services.
et Thit the doad not wenfy that the senvices have sctually itarted To do so, Liundh the Servicrs MG el
through the “Senice Stabus” sep in the Deployment UL

Preneguadited b
e »
[ Baek || &= |
Click Next.
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% Set Up Lync Server Components

Install and activate, or deactivate and uninstall Lync Server components based on the topology definition.
This step may take several minutes.

e T

Watch as install happens and click Finish when done.
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@ Executing Commands

AR N oo
Chedmg preeqm MSSpeech_SR_zh-HK_TELE...prerequisite satisfied. =
Checking prerequisite MSSpeech SR _zh-TW_TELE prerequisite satisfied.

Checking prerequisite UcmaWorkflowRuntime._prerequisite satisfied.

Installing MgcServer,msi(Feature_Chat_Server)..success

Installing any collocated databases...

Executing PowerShell command: Install-CSDatabase -Confirm:$false -Verbose -LocalDatabases -

Report "C\Users\Administrator.LAB\AppData\Local\Temp\install-CSDatabase-[2012_07_19]
[20_51_371.htm!*

Enabling new roles...

Executing PowerShell command: Enable-CSComputer -Confirm:Sfalse -Verbose -Report *C:\Users
\Administrator.LAB\AppData\Local\Temp\Enable-CSComputer-[2012_07_19)[20_52_27) htmi* [E]

Task status: Completed.

Bootstrap local machine [v] | Viewtog |

[ ree | [ s |[ha ][ Concet ]

Now we are ready to start our newly installed Chat services. Click Run.
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Step 11 Install Local Configuration Store
Insta®s local configuration store and populates with dats from Central Management Store.

Preregusites » "
Help » v Complete  Fum

Step 2: Setup or Remove Lync Server Components
lestal and activate, or e and unnstall Lyng Server Components based on the sopology defintion,
Prerequesites »

b »  Compiee [ RumAgun |

Step 3: Request, Install or Assign Certificates
this system bated on the topology definibon.

Prerequnites
o-s  Compie [ Ramigen |

Step 4: Start Services
Intates 3 start request for all Lyrnc Server senvices.
Note: Thes step does not verify that the services have actually started. To do 50, launch the Services MMC tool
through the “Senvice Status” step in the Deployment UL

Prerequesites »
-

ea ] =]

We can checkup that Lync Server Persistent Chat is successfully running...sure enough,

great!
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Help
= Hre »munp

Lync Server Persistent Chat Name & Description Seatus Startup Tyy ~
4 Lync Server Audio Test Service  Lync Server Audio Test Se...  Running Automatic
Sleg the senice 5 Lync Server Audio/Video Co...  Lync Server Audio/Video .. Rumning Automatic
Esstadt the senvice 74 Lync Serves Bandwidth Polic_. Lync Serves Bandwidth P...  Running Automatic
“J, Lync Serves Bandwidth Polic.. Lync Serves Bandwidth P...  Rumning A :
Description: 4 Lyne Server Call Park Lync Server Call Park Running Automati
Lync Server Persistent Chat "5 Lync Server Certralized Logg-. Lync Serves Centralized L. R g Aut 53
"4 Lync Server File Tranafer Agent Lync Server File Transfer .. Rumning Automatic|
€3 Lync Serves Front-End yncSevesFroe-End  Running Ammi'
S Lync Server M Conferencing  Lync Server IM Cond R g Aut
" Lync Serves Mastes Replicato..  Lync Server Mastes Replic..  Running Automatic
4 Lync Server Medsation Lync Server Med: Running A

Next we need to login to the Lync Server Control Panel to configure our shiny new Persistent
Chat server. Click on Persistent Chat | Persistent Chat Policy and check Enable Persistent Chat
and click Commit.

Lync Server 2013 Preview

fit Home

B Users

¥ Topology Edit Persistent Chat Policy - Global

1 1M and Presence

bl Commit | K Cancel

| ———

Scope: Giobal
w Hame *

%2 Voice Routing Gosal

%, Veoice Fealures Drescnmplioe:

B Response Groups

D Cenferencing —
5 Clients I

Next we will add a Category. Click Category and New.
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Next we need to add our Administrator user (user we are using to run Lync Powershell further
down) to the “RTC Local Administrators” group. This is a local group on the Lync Front End
Server, so to do this Open the “Computer Management” and open “Local Users and Groups”.
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Gorel |

i RTC Local Administrators

Description: RTC domain Server Administrators get local Central

Members:

B2, BUILTIN' Administrators (5-1-5-32-544)

& LAB Administrator

82, LAB\RTC Universal ServerAdmins

82, NT AUTHORITY\NETWORK SERVICE (5-1-5-20)

. Changes to a user's group membership
Ramo niot effective unti the nesxt time the
(] e | s

Lok [[ Concel || ‘et || Heb |

After this, log out and back into Windows get the new rights.
Next we will add a new chat room. Let’s drop into Lync Powershell and run
New-CsPersistentChatRoom -Name “XXX” -Category “FE01.lab.local\rd

Next we will add a user to this new Chat room by running the below Powershell:
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= Administrator; Lync Server Management Shell
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ey i
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b T

kel w1 i hope you had a great time

Continue your lab with more articles in this Lync Server 2013 Step by Step Series:
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Chapter 4

Chapter 4 - Adding Your Second Lync Standard Edition
Server 2013 & Creating an Associated Backup Pool for

Resiliency
By Matt Landis __on 8/06/2012 10:23:00 AM

We are on a journey installing various Lync Server 2013 roles. In today’s step by step, we will
setup our 2nd Lync Server Standard Edition pool and then set it up as a Backup Registrar so
automatic failover can happen. We will also look at Lync Server 2013’s new failover
capabilities that allow full client capability to be restored in the event of a disaster. To use this
blog the only other lab you need to have done is Part 1.

Previous Articles in this Series:

Part 1 — Step by Step Installing Lync Server 2013 Standard Edition Front End
Part 2- Step by Step Installing Lync Server 2013 SE Monitoring Server
Part 3 — Step by Step Installing Lync Server 2013 Persistent Chat Server

Part 4 - Step by Step Installing Your 2nd Lync Server 2013 SE Server Associated
Backup Pool for Resiliency

Prepare the 2nd Front End Server: Prerequisites

See Lync Server 2013 prerequisites here. Installing your 2nd Lync Pool is much like installing
the first. We will go over the steps below briefly, with special notes. But for detailed notes on
installing an FE server, just refer to the Partl blog in this series.

Install Lync Server 2013

Insert Lync Server 2013 CD, and when you see popup below, click Yes
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I eader te run the software an this CD, the Microsalt Viseal C++ 11 354 Minirmum
Funtime = 11.0,50531 Package must be installed. Do you wish to install it?

Once the Deployment Wizard appears we are done here for now.

l,n: Server 2013 (Preview)
%bwmm
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Lync Server.  Prepares a sngle Standard Edition server to
Help » host Central Management Service.
Note: Ths task requires local admanatrator
’ rights. This task does not apply to Standaed
Inatall or Update Lyne Server System Ecition Servers that ace not planned 10 hest
Install or update a Lync Server Server deployment member system. the Central Management Service, or for
This option installs Lync Server coee components, and & kocal replica deployments that include Enterprie Edition.
Note Bafore etal need 16 have a vaid N ot
e instaling a server, you ’ topeiogy frstalls the Administrative Tools 10 the
PO current system.
Help » Your deployment requares at least one
matallation of the Tepology Buldder.
Deploy Monitoring Reports
> g Reports t selected SQL
Server Reporting Servces (SSR5) »
Fiest Run Videos
Chick to view getting started videos.
Decumentation
(khomhln:ﬂl.ymm
onkee for deploy
planning, and operations.
Tools and Resources
et

Open Topology Builder to Add Your 2nd Front End Server/Pool

Right Click on “Standard Edition Front End Servers” | New Front End Pool
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NOTE: While the topology builder and this blog refer to a Standard Edition Front End Pool,
just be aware that a Standard Edition Front End Pool really is just one Front End Server,
because there only can be one server in a Standard Edition Pool.

File Action Help

4 (B Lync Server 2013 (Preview) The properties for this item are not available for editing.
4 ] LabSite1
b [l Lync Server 2010
4 [ Lync Server 2013 (Preview)
4 [ Standard Edition Front End Ser

[ Enterprise Edition Front End Topology »
(3 Director pools I
b 3 Mediation pools :
b [ Persistent Chat pools
(3 edge pools
(2 Trusted application servers
b [ Shared Components
(-3 Branch sites

Next | Enter our Backup Front End FQDN (FEO2.lab.local) | Next

tﬂ Define the Front End pool FQDM

¥ou may deploy your Front End Server as esther an Enterprise Edition pool or a Standard Edition server.
FOQDM: ~

FEOZ labocal
—

Check Conferencing, Enterprise Voice. (Note: you will not be able to check CAC because
only 1 per Site)
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'j Select features

Instant messaging and presence are always enabled. Select the additional features that you want this
Front End pool to handle.

[_] Dial-in {PSTN) conferencing
g voe
[] Calt Admission Control /

Call admission control (CAC) is an optional component that manages the bandwidth used by unified
communications traffic within the deployment. Only one Front End pool per site can enable CAC,

D l '. -
To enable Exchange Server integration, use Lync Server Control Panel

] Monitoring (CDR and QoE metrics)

e st el

Now instead of screenshots for each screen, we’ll just note what we want to check.

Collocate Mediation = Yes | Next

Enable and Edge Pool = No | Next

let defaults | Next

let Defaults (Note: you need to create this share just like your original share) | Next
let defaults | Next

let defaults | Next

Action | Topology | Publish

Goto the Primary (FEO1.lab.local) Standard Server and Open Lync Server
2013 Deployment Wizard

Click on “Install or Update Lync Server System”

step 2 and Run
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After it completes, click Finish.

Now Goto the Backup (FE02.lab.local) Standard Server and Open Lync Server
2013 Deployment Wizard

Click on “Install or Update Lync Server System”

Step 1 Run (15-30minute wait) Finish
Step 2: Run | Next (10minutes wait)
Step 3

Step 4

We’ll Test Our 2nd Pool/Server By Moving Users to It

To test, log into Lync Server control panel. Notice you will now be asked which Lync pool
you want to log in to. Let’s select FEO1.1ab.local.

Select a URL to connect to Lync Server Control Panel:

https://fel1.lablocal/Cse

Once the LSCP is open well click Users | Find | Select ul@lab.local | Action | Move Selected
Users to Pool... |

90 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


mailto:u1@lab.local
http://lh5.ggpht.com/-2cHrkq6kz5U/UB_9gRAwliI/AAAAAAAAElU/wfCmLfg9BGA/s1600-h/lscp-which-fe-pool-login_thumb2[2].png

Mo I
= T pw W # . ¥
& PdandF r —
2 ha [T T R —— 20 (o]
i Bttt mon v o v ST L
L W Doty Pt a4 = gt pood rsephary
Lt Orw Tamporly S R LAs Jat T b lecn Emiarprsa Vo
et Trend A PO, L EEMR e e
o e
I Uit Tz i P o Erterpring Voice
B e P
s Fodivaten wrd R P
L ———"
Esternal hicest ——
= Meonatoeng Serova o Lyrg S
and Aschivieeg
Ri=gve wie DTN
B ooy
At T e e
W Heptwrork et 1 LAY, B O
P i

Now lets select our new Pool/Server (FE02.lab.local) and click OK.

Move Users

Setect the poot where you want 1o move the selectod uvers
Destination registrar poot:

FEQ2 labsocallynt Server 2013 (Preview))
—_——

|| Force _L
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After you move a user there is no need to refresh the user list, this is automatically done for
you. And, sure enough, the ul@Ilab.local is now on FEO2.lab.local! Great.

Dsplay maime
User O

Lger Thire

User Twa

B Erable wsers ¥ oF Edit v

Fird bl + add g

Search results: 3 Maximum o

Action ¥

= Enabled  SIP address Registrar pool
v sipeul @ labloeal FEQ2Iahocal
W sipcud@ IabJocy FEOT sl
v spud @ ablocsl FEO1 snocal

Now lets open Lync 2013 client and login using user ul@Iab.local that we just enabled on our
2nd Standard Edition Front End Pool/Server (FE02.lab.local). Good, our new pool works!

What Happens when we change Pools During an Active Conversation or Call?

Since we could easily move user(s) to our new Pool/Server with no sweat, now lets get
dangerous. Call someone using ul@Iab.local and CHANGE POOLS DURING THE CALL.

'@Let’s repeat the steps we just took above, but do it during a live call and see what happens.

Below is a screenshot of what happens if you change pools/servers during a peer to peer call:

Video continues

The Lync 2013 client will momentarily logout and back in again
During this time (as you see below) the call continues
Sharing continues

As noted in the conversation window, functionality is momentarily limited:

o Video cannot be started during momentary logout/in
o Sharing limited and below items will be interrupted

o

Polls
whiteboard
Powerpoint
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Lync 2013 Preview

Sign in

Segn - addiess
ulSus kcal

v Save my pasrevoed

The connechon 10 the server wan Jost. Reconnecting
Current Calls may continue, but with reduced
functionality

Cancel Signin

User Three

Ihe server contecton & Countng bmaed tenctionality,

@0 ® @

€ Microton Cerpotabion 24

That’ pretty cool, right? Yeah.
Setup a Resilient Pool (aka Associated Backup Pool)

Now let’s setup our 2nd Front End Pool/Server as an Associated backup pool so that if our 1st
Front End Pool goes down the clients can automatically failover to the 2nd Front End Pool.

Open Topology Builder and download the topology.

Next, we’ll edit the primary “Standard Edition Front End Servers” by right clicking and click
“Edit Properties”
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Now we can define our Resiliency settings

e Associated backup pool = FE02.lab.local; (Note the warning about having both FE’s
in the same site. For our lab, and in some production we can ignore this)

Automatic = Checked

Failover = 30secs (for lab purposes, this would be short for production...)

Failback = 30secs (for lab purposes)

Then click OK to finish.
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Let’s Publish the Topology by clicking: Action | Topology | Publish | Next |

Open text file to see what you should do next. In our case we are instructed to run Install or
Update Setup/Update on FEO1 and FEO2. Now click Finish.
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Publishing wizard complete

Your topology was successfully published.

Step Status L
¥ Publishing topology Success m| | Viewlogs |
v Oownb.*\g topolegy... Success
7/ Downloading global simple URL settings... Success ‘

v Updating role-based access control (RBAC) roles.. Success v
Next steps:

< Click here to open to-do fist

(Preview) to correctly route traffic, your deployment must match the
published topology. The linked text file contains 3 list of any servers that need to be updated, a5 well
35 any databases that need to be created.

To close the wizard, click Finish,

o] e (] o

Based on our “next steps” instructions noted above, lets open Lync Server Deployment
Wizard on FEO1.1ab.local and click on “Install or Update Lync Server System”

e  Step 2 Run | Next |Next
e  Step 4 Run | Next | (this will get our new Lync server Backup Service running)

Lets open Lync Server Deployment Wizard on FE02.1ab.local and click on “Install or Update
Lync Server System”

e Step 2 Run | Next
o NOTE: If Step 2 fails with “Can not update database XDS” error then we
need to manually install the rtc database using the PS command below:
o install-csdatabase —centralmanagementdatabase —sqlserverfqdn
FEO2.lab.local —sglinstancename rtc
o Now run Step 2 again.
e  Step 3 (if necessary)
e Step4d
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Run the below Powershell commands on your FEO1.lab.local to ensure conferencing data is
replicated:

e Invoke-CSBackupServiceSync —PoolFqdn FEO1.lab.local
e Invoke-CSBackupServiceSync —PoolFgdn FEO2.lab.local

Add DNS SRV Record for Backup Pool/Server

Now lets go into DNS and add a record for our Backup Pool /Server. This SRV record is
necessary so that if the first server (FEOL1.lab.local in our lab) goes down, the client can find
the backup Pool/Server.

So let open the DNS server management and add the SRV record. The things that are
important:

Service = _sipinternaltls

Protocol = _tcp

Priority = 10 (take note: this value is different than your initial SRV record)
Weight = 10 (take note: this value is different than your initial SRV record)
Port number = 5061

Host offering this server = FE02.lab.local

97 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09



After you have added this DNS record you might want to verify it has taken effect on the
client PC by running NSLookup on the clients you will be testing.

e NSLookup
e  settype=srv
e  sipinternaltls._tcp.lab.local

98 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


http://lh5.ggpht.com/-QsYK6pm_2J0/UB_9mzlWbuI/AAAAAAAAEnc/7aL6E-RpwLk/s1600-h/backup-sipinternaltls_srv_record_thu[2].png

= ChWindows\system32\cmd.exe - nslookup ==
: . : : : it l-i‘ JI' ights re

locat ion:

Locat ion:

rnet
rnEt

99 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


http://www.technotesblog.com/
http://jasonmlee.net/archives/459
http://jasonmlee.net/archives/459
http://lh5.ggpht.com/-e295ZMmj4dU/UB_9nsbPuxI/AAAAAAAAEns/7ihuiBGEEF8/s1600-h/test-that-srv-is-working_thumb3[2].png

[Conmvole Root\Certificates - Current User\Personal\Cortificates)

More Actions »

35‘
|

« | e | 3|

Now, Let’s Test Resiliency by Disabling NIC on Primary Front End
(FEO1.lab.local)

Make sure all your users (that you want to test resiliency for) are homed on FEO1.lab.local.
Next, we’ll simulate our FEO1.lab.local machine being down by disabling the NIC.
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Now around 30 seconds, our client(s) should log out. Sure enough!

n;' Macrosoft Lyne Paevnew - 0O X

Lync 2013 Preview

Sign in -

Signein address:
uiSlablocal

The conmection ta the server was lost, Reconnecting...
Current calls ray contirue, Bat with reduced
Tundinsnalty.

Cangel fign-in

Now they will try to login to the backup pool (in this case FE02.1ab.local)...

NOTE: We setup our failover to happen in 30seconds. I’ve noticed in my lab the failing Lync
clients will logout very near 30 seconds, but it could take several minutes till the clients are
able to log back into the Associated Backup Pool/Server (FEO02.lab.local). (ie: be fully failed
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over) [ haven’t taken the time to investigate if this is my lowly lab’s performance '\'ﬁ, or
something built into Lync. (if someone knows, please post a comment)

But sure enough, it logged into backup pool! You will notice the Lync 2013 client let’s you
know you have some limitations:

Contact List is unavailable

Call Forwarding may not be working

Delegates and Team-Call may not be receiving calls
Limited chat room access

Etc.

(L3 ' =

What 't happerarg §oduy”

User Three
H Available =
et Your Location =
a! @ W ¢ .

3 Limsbed functionality is sadable due bo out_. %

) Your chat reom sccens may be imited due.., % Lync

Find disd & numte D
'nd sameane or a e, of disla ! . & natwenrk or server st is tempoeily limiting
O .o

GROUPS  STATLS  RELATIONSHIFS  MEW & Wour Cortscts list is unavailable but you can

wearch for cortacts and make calls,

Call fonwarding may nol be working snd
delegates or tesmn-call growp membeers may not
e recervang yeur calls.

D't ko thit agan

Now if we enable the NIC on FEO1.lab.local the clients should Failback to FEO1.lab.local in
30 seconds. (NOTE: on my lab some clients would failback as soon as 10 seconds.)
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Next We Will Take a Look at New Lync Server 2013 Failover Options

Much of what we have discussed in this blog so far is largely the functionality you will find in
Lync Server 2010. (I suspect you could use most of the above steps in Lync 2010.) But with
Lync Server 2013, the Lync Server administrator can now failover the CMS and the failed
pool so that the “Limited Functionality due to outage” is removed. Let’s get started with our
failover.

Our first step is to find out where the Active Central Management Database is hosted. To do
this we run the PowerShell:

e  Get-CsService —CentralManagement

As shown below, FEO1.lab.local is the PoolFgdn (we will refer to this as $CMS_Pool) of the
currently Active CMS.

= Administrator: Lync Server Management Shell | = o
oxfdniniztrator . AR get-cazervice -CentralHanagemnent

FEEL . lab, local
. |
FEB . lab. local

Administratair . LAH>

The next step is to check if the the $CMS_Pool is running Lync Server 2013. You can do this
in Topology Builder (in our lab we know it is, but in a live environment we might not) If the
$CMS_Pool is running Lync 2013 we can use this PowerShell to see who it’s backup pool is:

Get-CsPoolBackupRelationship —PoolFQDN $CMS_Pool
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As shown below we can see the $Backup_Pool is FEO2.lab.local

2 Administrator: Lync Server Management Shell L= | o S

sisllzerssidniniztrator . LABY Get—CoPoolBackuphe lationzhip -poolfgdn FEWL . lak. 1|

tPool

IPEAZ . lah. local

tor.LAB>

Next we will see if the SCMS_Pool is available right now:
Get-CsManagementStoreReplicationStatus —CentralManagementStoreStatus

Below we have an example how this command will look with the $CMS_Pool available.

= Administrator: Lync Server Management Shell t]i-

dminiztrator . AH Get—LCaflanagementhtorekeplicationsitatus: —Centiralfa

Now lets disable the NIC on $CMS_Pool (ie FEO01.lab.local) to simulate server down. Our
primary Lync FE is now down! (shown below)
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Now run the Get-CsManagementStoreReplicationStatus —CentralManagementStoreStatus
command again. Note that the command will fail/error out if the $CMS_Pool/FEO1.lab.local
is not available.

(NOTE: If this is a Ent. Edition server you will need to check which Back End holds the
primary CMS using: Get-CsDatabaseMirrorState -DatabaseType CMS -PoolFgdn
<Backup_Pool Fgdn> . Read more about this command by Clicking Here. Running this
command on Std. Edition will fail. On a Std. Edition server there is only one server so we
know which it is. )

Next we will run the command to failover the Central Management Server to our Backup
Server:

e Invoke-CsManagementServerFailover -BackupSqlServerFqdn FE02.lab.local
BackupSglinstanceName RTC —Force

105 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


http://technet.microsoft.com/en-us/library/jj204678(v=ocs.15).aspx
http://lh3.ggpht.com/-Pk5Zn2D93AY/UCMaG3no0eI/AAAAAAAAEwQ/jqIoQNLpz8Y/s1600-h/smoking_drive[4].png

Conf irn
Tk cadlet Fails HE e R ] Sarvar hacks up the
st active Central Ha -

Now lets verify the move happened by running:
e  Get-CsManagementStoreReplicationStatus —CentralManagementStoreStatus

Sure enough! the new ActiveMasterFQDN is now FEO2.lab.local (as shown below). Great!

", Administrator: Lync Server Management Shell |= o =

tatrator . LAE> CaManagementStoreReplicatl ytatug Lientra l Mo

Administrator. LAR>

Now we can fail over the Pool by running:

e Invoke-CsPoolFailOver —PoolFqdn FEO1.lab.local —Disastermode —\Verbose
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After running...Voila! The Lync Client services are automatically restored to Lync 2013and
the “Limited Functionality” notice disappears with no user interaction!
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L Microsoft Lync Preview - 0 x

What's happening today?
User Three
Awvailable =
Set Your Location =
[ ] <> -
[ ¥ ] -..,:I HE
€) Your chat room access may be limited due... X
| Find someone or a raom, or dial a3 number D
GROUPS  STATUS RELATIOMSHIPS NEW .".':p

See who's added you as a contact here. Add them to
your contacts list to make sure they can contact you and
see when you're around.

H User One - Offline 40 mins

CALL FORWA... GIVE FEEDBACK @8 B}

Notes:
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e On my 3 user lab this script took about 50 seconds to complete. After it completed |
waited a little over a minute until full capability was restored to the Lync client!

e The Chat service was not restored because resiliency was not setup in our lab for this
service.

Conclusion

Well--yahoo! We have successfully setup a Lync Standard Edition Associated Backup Pool
and we have demonstrated Lync Server 2013’s very improved complete Failover resiliency.

Continue your lab with more articles in this Lync Server 2013 Step by Step Series:

Part 1 — Step by Step Installing Lync Server 2013 Standard Edition Front End

Part 2- Step by Step Installing Lync Server 2013 SE Monitoring Server

Part 3 — Step by Step Installing Lync Server 2013 Persistent Chat Server

Part 4 - Step by Step Installing Your 2nd Lync Server 2013 SE Server Associated

Backup Pool for Resiliency

e Part5 - Step by Step Enabling Lync Server 2013 Enterprise Voice Features,
Response Groups and Managers

e Using Lync 2013 and OneNote 2013 Integration

Special Thanks to Elan Shudnow and his great article on Lync 2010 Resiliency:
http://www.shudnow.net/2012/05/04/lync-2010-central-site-resilience-w-backup-registrars-
failovers-and-failbacks-part-3/

http://social.technet.microsoft.com/wiki/contents/articles/9289.second-lync-standard-edition-
server-to-provide-a-limited-high-availability-en-us.aspx

http://jasonmlee.net/archives/459

e  See this post
e And this post

If you want to Fail Back to FEO1.lab.local

e Invoke-CsPoolFailback -PoolFQDN FEO1.lab.local —Verbose (may take 10-
15minutes; Lync will logout/in near end)
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e Invoke-CsManagementServerFailover -BackupSqlServerFqdn FEO02.lab.local
BackupSqlinstanceName RTC —Force ( this just takes 10secs)
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Chapter 5

Chapter 5 - Enabling Lync Server 2013 Enterprise Voice

Features, Response Groups and Managers
By Matt Landis __on 8/16/2012 09:35:00 PM

In this step by step we will look at enabling Enterprise Voice features in Lync Server 2013. If
you are interested in the new Response Group Manager feature in Lync 2013 click here .

To get by in Part 5 you need to have done at least Part 1 of Our Lync 2013 Lab.
Enable Users for Enterprise Voice

To enable our users for Ent. Voice lets open the Lync Server Control Panel. Now click on
Users. To save on CPU no users are shown by default so just click on Find to show all your
currently enabled Lync users.

o Micreno Lync Server 2013 (Prindew] Contrel Pass! [=o=.
o

Lync Server 2013 Preview -

. =]

B Users

" Sousth LDAP srand

1] Frg ¥ b+ ”

- —

T Perustert il Wammom e i dapiey 230

= B brattenars v S v s v L]

Lo Ty o A lmded S e Ervpeviemr peoesd Tebepbeery

-

- 4 Saedect the type of seanch that you want 1o perianm

B {

§ m— IMIPORTANT: Search netuiedg users aFeady enabled for Lyng Server, but
it e e does not nclude users enabled for previous verssons. To see these

users, select Legacy users in the search filber query.
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Now We will see a list of Lync enabled users. Note in the Telephony column that our users
are enabled for “PC-to-PC only”. Let’s changed that by double clicking on a user to edit.

Ho i
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Now we can change a few setting

e  Telephony:Enterprise Voice
e  Line User: tel:+18005551003;ext=1003

Now click “Commit”.
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Now you can repeat this step for each user. (or use powershell). Now if we give our Lync
clients a few minutes a new “Phone” tab will show up inside our Lync 2013 client! (NOTE:
there is no need to log out or do anything on the Lync client side. This will automatically
show up.)
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Alright, now your users should be enabled for Enterprise Voice.

Trying Out the Audio Test Service

If we click on the Phone Tab/Button we will see our phone dial pad. From here we can make

our first “Voice” call. If we click the “Check” button Lync will call the Lync Audio Test

Service. Go ahead.
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Enabling and Using Call Park

To enable the call Park feature go to Voice Features | Call Park | New
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Configure a Park using the below example. In our example we are making 5 parking “slots” or
spaces so we can park up to 5 calls. We could make this the amount we want to, but for this
lab we’ll make it 5.

Name: Call Park Orbit

Number Range: #500

Number Range: #505

FQDN of destination server: FEO1.lab.local

Now click “Commit”

Lync Server 2013 Preview
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21 Topology Mew Call Park Mumber Range
) IM and Presence - — .
(®  Persistent Chat i
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@ Voice Routing
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Now let’s call another rLync user and test our new Park feature. After we are connected,
hover over “Call” then click “Transfer Call” and then “Parking Lot”

530 User One

e ®

DIAL PAD DEVICES TRAMNSFER CALL

'
Dther Numbers &
F3 Another Person or Number
L Barking Lot
-h
| Mute | | Hold Call

P0OO® ®-

Once the call is Parked, you will be notified which of the “slot” the call is in. In the below
case it is in #500. Anyone on Lync with Ent. VVoice enabled can pick up this call Parked by
dialing #500. You can click “COPY” to IM this to someone or verbally.
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%UsevOne vl - 0 X

User One
Inacall

Saturday, August 11, 2012
#3 Connected to User One (ui@lab.local). 3:50 PM

§5 Call with User One (u1@lab.local) has ended. Duration :
0:00:26 3:50 PM

© The call is parked. Dial 2500 to pick up. | Retrieve { | Copy x

QCO®®G ®

Some Quick notes about Call Park

e By default, if no one picks up the park xx minutes, the call will ring back to the
person who parked the call.

e You canonly have 1 call park orbit per user/deskphone. So, for example, you can
not have a Park for Sales and a Park for Service.

e  Unlike some PBX systems, you will not be able to see if someone is currently in
Park via a light/button on a phone

Setting Up Normalization

Since we probably don’t want to be walking around dialing things like
“tel:+18005551003;ext=1003" to reach another extension, (I suspect our users would suspect
us of being insane? ;-) we need to make a Normalization rule that turns “1003” into
“tel:+18005551003;ext=1003" for us automatically.
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In the Lync Control Panel we’ll make this new Normalization Rule under “Dial Plan”. To do
this Click “Voice Routing” | “Dial Plan” | select the “Global” dial plan | “Edit” | “Show
Details” as shown below.

Lync Server 2013 Preiew
B Home
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ﬁ I8 and Presence R
& Persistent Chat ‘

& New ¥ Edfit = Mction ¥ Comamit *
o ‘oioe Routing " & Sovpw P T =
L. Vo Feaiunes 3- o Gee [ e M F]

?; Response Groups
EB  Conterencing
& Clients

Now under “Associate Normalization Rules” click “New”.
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Now define the New “Normalization Rule” like below.

Name: Extensions

Length: Exactly 4

Pattern to match: ~(1\d(3))$
Translation rule: +1800555%1;ext=$1
Internal extension = checked

To save this “Normalization Rule” click “OK” | “Commit” | “Commit All”.

Note: The normalization rule we just setup will only take care of extensions in the 1000-1999
range. In our lab exercises we’ll make sure we stay in that range, but if you to a little
“exploring” just be aware.
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Update Address Book

Because of the way Lync Server is designed the changes we made above will take some time
to propagate out to all the clients if we just let the process happen normally. We can “push”
this process by taking the below steps on each client we want to test “right now”.

e Run Update-CSAddressBook from the Lync PowerShell and wait about 5 minutes
o you can check Lync Server event log to see when this happens

e  Signed out of the Lync 2013 Client and delete everything under:
o  C:\Users\%username%\AppData\Local\Microsoft\Office\15.0\Lync
o Lync2010=

C:\Users\%username%\AppData\Local\Microsoft\Communicator

Now you should be able to dial Lync user’s by their Ent. Voice 4 digit extension number.

Unassigned Number

The first thing we need to do to create a “Unassigned Number” is to create an announcement.
This requires Powershell New-CsAnnouncement command. Here is an example:

e New-CsAnnouncement —Identity ApplicationServer:FEOL.lab.local -Name
“Welcome to Lab 001” —TexttoSpeechPrompt “Welcome to Lab Announcement” —
Language “en-US”

= Administrator: Lync Server Management Shell | = o

o B it ] W Hpmp :FE

to Lah : it e " Hinmo

A
ing il J 4l =

[dant ity I spruvar: FERL . Lab, loca l-c2713 344474486

o Lo Lab Announcament

bl Foeb3 3457

2wllzerswAdmini

121 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


http://lh3.ggpht.com/-gFW_LQAbjzs/UCcQsjIBPMI/AAAAAAAAE1Y/nNJzNe4LAyw/s1600-h/new-csannouncement-pw[4].png

New we will define the new Unassigned Number in LSCP. After filling the form below click
OK. Then “Commit all”

ERRATA NOTE: the 2nd number in the number range below should be exactly the same as
the first. If you are using the ext=xxxx suffix you can have only 1 extension per range. If
using plain jane DID number you can have a range.

Lync Server 2013 Preview
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http://technet.microsoft.com/en-us/library/gg398522

Quick Notes About Unassigned Number

If you have an “ext” LineURI you can only have 1 number in Unassigned Number

range. If a normal DID you can have a range.

to call it

If you have a legit number that falls inside an unassigned range you will still be able
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Response Group

Response Groups...
The overview to setting up a RGS is

e Assign specific Lync users to a Group
e Assign Group(s) to a Queue
e  Define a Workflow and assign the Queue to the Workflow.

Group | New | Select a pool (FEOL.lab.local)

Commit
- X e | T Bl
Lync Server 2013 Preview 2
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T Crowp
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Next we’ll setup a Queue. Queue | New | Select a Service (Front end Pool. In our case
FEO1.lab.local) |
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Create or Edit a Workflow | select a Service (or FE pool)

Lync will now pop out a browser window will pop up. From here you can create a new
workflow/response group. Let click on “Create” beside “Hunt Group”.
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Now your response group will be deployed and you will see the below when it is. NOTE: I’ve
you may need to wait several minutes after the RGS is deployed till you can actually dial it.
So, don’t get too worried if you get “Your organization does not support calling this number.”

I!ﬂwmm»ww—np- nolymmm.-

Lync Server 2013 Preview

Response Group Successfully Deployed!

Your Resporne Grosp hes been successkilly deployed You can
foham 52 Do main page 10 Cradte ow Responae Groops now.

Cheh hare 9o setues Homa

~
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Now we can call this response group.
RGSManager

Setup a Response Group Manager

Now that we have tested our response group, let’s circle back and look at a new feature in
Lync Server 2013: Response Group Managers. RGS managers allows us to configure
otherwise normal Lync users as RGS managers that can login to Lync Server Control Panel,
Response Group Config web page or PowerShell and only have access to appropriate
response group(s) and configuration.

Response Groups in 2013 can be Managed by a manager or UnManaged, which means they
are administrated by the Lync Admin.

To setup a Response Group Manager is to add our Response Group manager user to the
CSResponseGroupManager AD Group. We’ll ad ul@Ilab.local.

Note: this user needs to be enabled in Lync
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Primary group: Domain Lsers

There is no need to change Primary group uniess
Set Primary Growp | o, have Macintosh chents or POSIX-comphant

applications.

Next, lets edit our Response Group/Workflow and add our user as a Response Group
Manager.

Remember several things:

e  The Queues and Groups cannot be used in another Response Group if we are going
to make this a managed RGS

After we add our user, scroll to the bottom and click Save.
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Now lets move to the Manager user’s machine (or log onto a machine with the manager
credentials). The manager will be able to login to these Admin tools, but they will ONLY see
RGS info they can manage:

e  https://FEOL.lab.local/cscp
e  https://FEOL.lab.local/rgsconfig/default.aspx
e and Lync Powershell

Lync Control Panel: Only Manager related items are enabled.

e In Users tab, Manager can see users, but not edit them

e In Response Group tab Manager can see only their own Response Groups, Queues
and Groups.

e They can not add new RGS, but can add new Queues and Groups.
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To read more about RGS Managers, see below:
http://technet.microsoft.com/en-us/library/gg398513(v=0cs.15).aspx
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Some General Notes:

e Lync Attendant 2010 Seems to crash on Windows Server 2012 RC
e Lync Attendant 2010 seem to run fine on Windows 8 Release Preview

Continue your lab with more articles in this Lync Server 2013 Step by Step Series:

Part 1 — Step by Step Installing Lync Server 2013 Standard Edition Front End

Part 2- Step by Step Installing Lync Server 2013 SE Monitoring Server

Part 3 — Step by Step Installing Lync Server 2013 Persistent Chat Server

Part 4 - Step by Step Installing Your 2nd Lync Server 2013 SE Server Associated

Backup Pool for Resiliency

e  Part5 - Step by Step Enabling Lync Server 2013 Enterprise VVoice Features,
Response Groups and Managers

e Using Lync 2013 and OneNote 2013 Integration
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Chapter 6

Chapter 6 — Testing Lync Server 2013 Lync Web App and

Looking at Functionality and Features
Dfd

The Lync Web App (aka LWA) gives external users (even without
credentials) ability to connect to Lync 2013 meetings without having Lync
client installed on their pc. Users with organization credentials might use
LWA when they are at a PC that doesn’t have the Lync 2013 client
installed.

If we followed the steps in Part 1 of this series then the Lync Web App
should be installed and ready to use. By installing the pre-requisites on
your FE and enabling Conferencing when defining the Lync Topology you
did everything needed to install and configure LWA.

In this blog we will test to make sure the LWA is working correctly.

Before starting, if you are using a server or virtual machine to test LWA,
make sure your audio devices are properly configured

o right click on speaker beside clock, click on "Playback Devices” and
you be asked if you want to enable Windows Audio Service, the
answer is Yes.

To start a meeting, go to a computer that has the Lync 2013 client installed
and logged in and start a meeting by pressing ALT+M or clicking Options
| MeetNow
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Next you will be prompted on how you want to join the Meeting Audio.
Let’s click to use “Use Lync (Full Audio and video experience)”
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Now click on More Options | Meeting Entry Info and copy/email/type the
meeting URL to the PC you want to join the meeting using LWA. The
meeting join URL will look something like:
https://meet.lab.local/u2/NVCKCK1G

Open Internet Explorer and enter the above URL. (Note: actually LWA
will work on select versions of Internet Explorer, Firefox and Safari,
depending on O/S and Version. See this page for details.

NOTE: If this PC has Lync client installed on it, suffix the URL with
?SL=1. This will force the PC to use the browser instead of the Lync
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client.
Example: https://meet.lab.local/u2/NVCKCK1G?SL=1

NOTE: When you browse to the meeting url in your lab, you may get a
Windows Security logon request, you can click Cancel.

Next you will see the Lync Web App sign in screen. Since our first test
will simulate a guest external user, let’s click on “Sign in here instead”.
Now we see the guest login screen below. Now we can type any guest
name and click Join the meeting

==
Bor G| [ tecomo Ly Wet fop _| nmn
Lync Web App
v . o
| st x|
o o
@ Join the meeting
&) Sign in if you are from the organizer's company
] Office
*

If this is the first time you ran LWA on this pc you will be prompted to
download and install a small 7MB LWA plugin. Click Run
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NOTE: if you do not install the plugin you will still be able to connect to

the meeting, just the media based part of the meeting (audio, video,
application viewing)
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you may need to click Join. next you will be asked to allow the Plugin

you may be prompted to allow the plugin
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Now you will be joined to the meeting!
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Now that we are in the meeting and see that, Yes, the Lync 2013 web
client does do audio (and video) lets turn Instant Message and
desksharing...
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and Video along with multi-view video (not shown on the screenshot
below)
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Just to demonstrate how similar the Lync 2013 conversation/meeting
window and LWA are, below is a screenshot side by side.

LS L 4G ol
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As you can see, the LWA experience is very similar to the full Lync 2013
client meeting join experience. With LWA users can

e participate in Audio and Video

e View and Share desktop

e See multi view video

e configure audio and video devices settings

Below is the Options and settings screen, which we will note is similar to
the Lync client Options.
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What happens if we try to run the LWA on a platform that is not
supported? (Say Ubuntu Linux?) Let’s take a look:

[screen shots]

144 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09


http://lh6.ggpht.com/-NhvXGZfETwk/UOekbNT26qI/AAAAAAAAGkc/JiZ_aDsvmLU/s1600-h/lwa-settings[4].png

LWA is quite a good experience, some might ask: Why even install the
Lync 2013 client? Some things the LWA does not do

e Itis not designed to log into to use as your client because there is no
contact list, presence, search for contact

e no meeting recording

e you can think of LWA as the conversation window part of the Lync
client

Some final notes:

e due to the functionality of the LWA there is not a Lync 2013 branded
Attendee client for Lync
e LWA does not require Silverlight

Continue your lab with more articles in this Lync Server 2013 Step by
Step Series:

e Part1 - Step by Step Installing Lync Server 2013 Standard Edition
Front End

e Part 2- Step by Step Installing Lync Server 2013 SE Monitoring Server

e Part 3 - Step by Step Installing Lync Server 2013 Persistent Chat
Server

e Part4 - Step by Step Installing Your 2nd Lync Server 2013 SE Server
Associated Backup Pool for Resiliency

e Part 5 - Step by Step Enabling Lync Server 2013 Enterprise Voice
Features, Response Groups and Managers

e Part 6 - Step by Step Testing Lync Server 2013 Lync Web App and
Looking at Functionality and Features — Part 6

e Using Lync 2013 and OneNote 2013 Integration

LWA Supported Platforms:
http://technet.microsoft.com/en-us/library/gg425820.aspx
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http://windowspbx.blogspot.com/2012/08/microsoft-lync-2013-and-onenote-2013.html
http://technet.microsoft.com/en-us/library/gg425820.aspx
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Chapter 7

Chapter 7 - Installing Lync Server 2013 Edge Server on
Windows 2012

The steps overview:

e Prepare the Windows Server 2012 R2 OS
e Define Edge Pool in topology

e Install Lync Components

e Install Certificates

e Start Lync services

e Testing

Prepare the Edge Windows Server
Server requirements:

e 2 physical NICS

e Minimum of 2GB RAM and 40GB Hardrive
e Do NOT join Server to Domain

e 3 Public IP addresses

Some stuff about our setup:

e Edge PC name: LYNCEDGEL lab.local
e LANIP: 192.168.50.30 (same subnet as our FE)
e DMZIP's: (must be separate subnet from FE subnet)
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o Access: 172.16.8.60
o WebConf: 172.16.8.61
o AV:17216.8.62
e AllIP addresses are fixed IP address
e Your DNS Server will need a record pointing at the name/netbios
name of the LAN IP of the edge
e Our Lync Front End IP address is 192.168.50.21
e Public IP addresses
o Access Edge: xx
o WebConf Edge: xx
o A/V Edge: xx

Install Windows Server 2012 R2 with 2 NICS which will connect to 2 separate
subnets which are our LAN and DMZ subnets. After you have the OS installed,
install the Lync prerequisites using Pat Richard’s excellent Powershell script
available here: http://www.ehloworld.com/1697

Let configure the DNS and server name on our edge server as shown below:

e Edge PC name: LYNCEDGE1 lab.local

nou

Open "System properties”, “Computer name” and click “Change...". Now click
“More”
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System Properties £

Computer Name | Hardware | Advanced | Remote |

E%L‘ Windows uses the following information to identify your computer
== onthe network

Computer description:

For example: "[1S Production Server” or
"Accounting Server”

Full computer name LYNCEDGE1.1ab.local
Workgroup: WORKGROUP

To rename this computer or change its domain or

workgroup, click Change

Computer Name/Domain Changes | X
You can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
LYNCEDGE |

Full computer name:
LYNCEDGE1 lab.local

Member of
) Domain:

(®) Workgroup
WORKGROUP |

DNS Suffix and NetBIOS Computer Name .

Primary DMNS suffix of this computer:

[ zbocal |

Change primary DNS suffec when domain membership changes

NetBIOS computer name:
| LnceDeE

This name is used for interoperability with older computers and services

Now let's configure the IP address on the LAN NIC of the edge. The LAN NIC
will be assigned 1 IP address that is on our LAN IP (192.168.50.30). This is the
same subnet that our Lync Front End is on. Remove the “Default gateway” so

itis empty.

On the edge server, create a hosts file and add an entry for the internal Lync
front end(s). (or use the internal DNS servers if the edge has access to them)

149 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09



General

You can get IP settings assigned automatically it your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(®) Use the following IP address:

P address: | 132 168 .50 30 |

Subnet mask: | 255.255.255. 0 |

Default gateway: | . . . |

(") Obtain DS server address automatically
(®) Use the following DMS server addresses:

Preferred DNS server: | |

Alternate DNS server: |

[Jvalidate settings upon exit

Next we will setup the external/DMZ facing 3 IP addresses on the DMZ NIC in
the edge. (While it is possible to use 1 IP address, in this guide we will use 3 IP
addresses. I really recommend using 3 IP addresses to avoid challenges when
your users are at a café, hotel, other WIFI that only has Ports 80/443 outgoing
open) Open the NIC properties and we'll assign the Access IP as the first IP
address. Use public DNS servers for DNS.
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] External Properties Iil
Metworking | Sharing
Connect using: General

®F Microsoft Hyper-V Network Adapter

‘fou can get IP settings assigned automatically if your network supports
this capability., Otherwise, you need to ask your network administrator
for the appropriate IP settings.

This connection uses the following tems:

% Cliertt for Microsoft Networks () Obtain an IP address automatically
o=} File and Printer Sharing for Microso (®) Use the following IP address:

o= (105 Packet Scheduler |
[ & Microsoft Network Adapter Muttipl

- Link-Layer Topology Discovery Ma Subnet mask: | 255 .255.255. 0 |

IP address: [172. 16 . 8 . &0

AL

wda Link-Layer Topology Discoveny Res
b Imtemet Protocal Version & (TCP/IH
b Intemet Protocol Version 4 (TCP/1

Default gateway: [172.16 . 8 . 1

() Dbtain DNS server address h}:umaﬁcally

Install... | | Uninstall (®) Use the following DNS server addresses:
Description Preferred DNS server: | 8 .8 .8 .8 |
Transmission Control Protocol/Intemet Prg
wide area network protocol that provides Alternate DNS server: | 208 . 67 . 222,222 |

across diverse interconnected networks.

[Jvalidate settings upen exit

Now click on “Advanced” and under “IP addresses” click “Add” to add our 2™
and 3" IP addresses.
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IP Settings | DNS |wms

IP addresses

IP address Subnet mask
172.16.8.60 255.255.255.0

Default gateways:

Gateway Metric
172.15.8.1 Automatic

[#] Automatic metric

Inkerface metric: I:I

Enter the Webconf (and then AV) IP address and click “Add”
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Add static routes. (using Ken Lasko blog article:
http://ucken.blogspot.com/2012/01/lync-edge-server-static-routes.html )

You can see the static routes added by running “netsh” as shown below:

e Netsh
e Interface ipv4
e Show route

All the "Manual” routes except Prefix with 0.0.0.0/0 were the routes added.

=
B Administrator: Command Prompt - netsh

ssWindowsssystem32 netsh
eteh>interface ipuvd
etsh interface ipv4Xshow route

Manual .

Manual . i8.

System i@. -8 Internal

System 18.8.8.62-32 Internal

System i8.8.8.255.-32 Internal

System 127.8.8.8-8 Loopback Pseudo—Interface

System 127.8.8.1.32 Loopback Pseudo-Interface
System 127.255.255.255-32 Loopback Pseudo—Interface

Manual 172.16.0.8-12 ig.8.8.1
System 172.16.8.8-24 External
System 172.16.8.68-32 External
System 172_16.8.61-32 External
System 172 _16.8.62-32 External
Bystem 172.16.8.255-32 External
Manual 192.168.0.8-16 i8.8.8.1
System 224 _A.8.8-4 Loopback Pseudo-Interface

System .8.8-4 External
System 224_8.8.8-4 Internal
System 255 _255 25525532 Loopback Pseudo-Interface

System 255.255.255.255-32 External
System 255.255.255.255-32 Internal

etsh interface ipuvd>

Now we are ready to install the Lync Server components.

Insert the CD/ISO and run Setup.exe. (you may be prompted to install Visual
C++, if so, click "Yes")
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In order to run the software on this CD, the Microsoft Visual C++ 11 x64 Minimum
Runtime - 11.0.30531 Package must be installed. Do you wish to install it?

You can accept the default location and click “Install”.

Lync Server 2013 Preview

Specify the location for the installation files. Any additional Lync Server components that you
install will also go to this folder.

To install Lync Server 2013 (Preview), Core Components and start the Deployment Wizard, click
Install,

Installation Location:
CAProgram Files\Microsoft Lync Server 2013

Accept the EULA and click "OK".
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) End User License Agreement -

p

§» License Agreement

Please read the following license terms carefully

MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERMS -
MICROSOFT LYNC SERVER 2013 PREVIEW

These license terms are an agreement between Microsoft Corporation (or based on where
you live, one of its affiliates) and you. Please read them. They apply to the pre-release
software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

+  updates,

+  supplements, e

| accept the terms in the license agreement

OK Cancel

When install is complete (approximately 3 minute wait time) you will have
below apps installed.

e (Lync Server Manager
e Lync Server Deployment Wizard

. . .
Administrator an

Now we are done preparing the edge server.
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Defining the Edge Pool in topology

Now we will move to the Lync Server Front End machine (FEO1 in our
example) and run the “Topology Builder” and browse down to the “Edge
pools” and click “New Edge Pool...”

File Action Help

4 % Lync Server The properties for this item are not available for editing.
4 (] Labsite
b [ Lync Server 2010
4 [dLync Server 2013
I [ Standard Edition Front End Servers
[ Enterprise Edition Front End pools
[[3 Director pools
I [J Mediation pools
[ Persistent Chat pools
Ei Ed L
3 Trus|__| NewEdge Pool.. N
I [ Shared Topology "| Define a new Edge pool.

[ Branch Help

Next
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Lync Server 2013, Topology Builder = =] =

File Action Help

4 % Lync Server

’ [
&
b [lLync Server

4 [dLync Server
b 3 Standard
3 Enterprig

(3 Director

b (3 Mediatig
[ Persister]

(3 Edge poq

[ Trusted

I [ Shared Com|
[ Branch sites]

The properties for this item are not available for editing.

% Define the New Edge Pool

Specify Edge pool configuration and supported services.

Before you begin, ensure that you have made the following decisions and have the necessary information:

How much scalability do you need? Will this be a single-senver or multi-server pool?

De you want to use the same or different FQDNs and IP addresses for the Access Edge, Web
Conferencing Edge, and A/V Edge services?

Will this Edge pool be used for federation?

Fully qualified domain names

Ports for the pool and IP addresses, both internal and external, for the servers

When you are ready to proceed, click Next.

Back H Next w‘ Cancel

e FQDN = "LYNCEDGE1 lab.local”
e Singe computer pool = Checked
e and Next
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% Define the Edge pool FQDN

Define the fully qualified domain name (FQDN) for the Edge pool, and indicate whether this should be a
single computer or multi-computer poal.

FQDN: *
LYNCEDGE1.LAB.LOCAL

) Multiple computer pool
Select this option if you want this pool to support load balancing and high availability.

@) Single computer pool

Select this option if you have a small deployment and you do not need load balancing or high
availability.

Next
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% Select features

Select the features of this Edge pool.

[[] Use a single FQDN and IP address.

Choose this option if you would like the Access Edge, Web Conferencing Edge, and A/V Edge services
to share a single FQDN and IP add Mote: The combination of IP add
each Edge service must be unique.

and port ber for

Enable federation (port 5061).

If you want users to communicate with trusted partners, you must enable federation.
Enable XMPP federation (port 5269).
If you want users to communicate with trusted XMPP partners, you must enable XMPP federation.

e Enable IPv4 on Internal = selected
e Enable IPv4 on External = selected
e The external IP is translated by NAT = selected

Next
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% Select IP options

Select the IP options of this Edge pool.
Enable IPv4 on internal interface
[ Enable IPvé on internal interface

Enable IPv4 on external interface
[ Enable IPv6 on external interface

The external IP address of this Edge pool is translated by NAT.
If the external IP address of this pool is translated by NAT, we will ask for the NAT IP address later.

Define new edge

e Access Edge service = sip.lab.com / 443
e WebConference Edge service = wc.lab.com / 443
e A/V Edge service = av.lab.com / 443
[ ]
Next
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% External FQDNs

Specify the external FQDNs and ports for the Access Edge, Web Conferencing Edge, and A/V Edge
services, Note: The combination of FQDN and port number for each Edge service must be unigue.

External FQDNs : Ports

Access Edge service: *

sip.lab.com

Web Conferencing Edge service: *

we.lab.com

A/V Edge service: *

av.lab.com

Internal IP

e Internal IPv4 address = 192.168.50.30

Next
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% Define the internal IP address

Specify the i | IP address for the comp

Internal IPv4 address: *
192.168.50.30

Next External/DMZ IP

e Access Edge service = 172.16.8.60
¢ WebConference Edge service = 172.16.8.61
e A/V Edge service = 172.16.8.62
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% Define the external IP address

Specify the private external IP addresses for the Access Edge, Web Conferencing Edge, and A/V Edge
services. We will ask for the NAT IP address later.

External IPv4 addresses:
Access Edge service: *
172.16.8.60

Web Conferencing Edge service: *

172.16.8.61

A/V Edge service: *
172.16.8.57

"Define the public IP address” screen allows you to enter the public IP (yours

will be unique to your environment, not 1.2.3.4) address of the A/V edge
service. Next
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% Define the public IP address

Because the external |P address of this Edge pool is translated by NAT, please specify the public IP
address that is used by the NAT for the A/\ Edge service.

Public IPv4 address for the A/V Edge service: *
1234

Next

Select the Next hop pool = LYNCEDGEL1.lab.local
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% Define the next hop server

Select the Front End pool or Director that will be used as the next hop for the Edge pool.

MNext hop pool:
LYNCEDGET lablocal _ LabSite1 [+]

Next
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% Associate Front End or Mediation pools

Select the pool that will use this Edge pool for external media traffic. f you select a pool that is already

associated with another Edge Server, you will change the association fer that pool. This setting does not
affect site-level federation settings.

Select the pools to associate with this Edge pool:

Poal FODN Poal Type Site Associated Edge Pool
LYMCEDGE1.lab.loc  Front End LabSite1

Mot Associated

Below you can now see our edge pool configuration.
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File Action Help

4 % Lync Server

4 (] LabSite1 General “
4 [ Lync Server 2013

» [ Standard Edition Front End Servers bisrlereariftl — GEseSliENeeL
[ Enterprise Edition Front End pools Internal IPv4 address: 192.168.50.30
[ Director pools Federation (port 5061): Enabled

b [ Mediation pools XMPP federation (port Enabled
[ Persistent Chat pools 5269):

4 [JEdge pools Internal Configuration 4443

[& LYNCEDGE1.LABLOCAL Replication Part (HTTPS)

[ Trusted application servers
b [d Shared Components

[ Branch sites Next hop selection -
Next hop pool: FEO1lablocal (LabSite1)
External settings -

Access Edge service

FQDN: sip.lab.com

IPv4 address: 172.16.8.60

Port: 443 %
Protocol: TS

Web Conferencing Edge service
FQDN: wclab.com

Now we will configure a federation route. Select the site, in our case
"LabSitel”, then right click and click “Edit Properties”
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File Action Help

4 % Lync Server
4 i
b New 3
4 | Edit Properties... |\J
13 Topology b lervers
Delete pools
Hel,
» P

_
[Z3 Persistent Chat poals
4 [JEdge pools

[ Trusted application servers
I [ Shared Components
[ Branch sites

& LYNCEDGE1.LAB.LOCAL

Site -
Name: LabSite1
Description:
City:
State/Province: =

Country/Region Code: UsA

Call Admission Control setting -

Call Admission Control: Disabled

=
Site federation route assignment -
SIP federation: Disabled
XMPP federation: Disabled
Persistent Chat setting -

Default Persistent Chat Disabled
pool:

Next
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Call Admission Control setting - ~
Site _
Call Admission [] Enable Call Admission Control
Control

Front End pool to run call admission control (CAC):
| E

Persistent Chat

Site federation route assignment a

Apply federation route assignments to all sites

Selact Director or Edge pool ss the faderation route
Enable SIP federation

|LTNCEDGE1.Iab.Iocal (LabSite1) Edge |'|

Enable XMPP federation

[ LynCEDGE11ablocal (LabSite1) Edge [-]

Persistent Chat setting -

Default Persistent Chat pocl:

<

Next
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Action | Help
4 [ New Edge Pool.. The properties for this item are not available for editing.
[ [Topology v New...
Help Open...
I LyTiC J=rver 20Ty Download Current Topology...

b [3 Standard Edition Fro

Save A Copy...
[ Enterprise Edition Fr - £
’ [ Publish.. N
[ Director pools y
Install Database..

b [3 Mediation pools
[ Persistent Chat poolk
b [JEdge pools
[0 Trusted application servers
I [ Shared Components
(L3 Branch sites

Merge Office Communications Server 2007 R2...

Remove Deployment...

Next
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Publish the topology

In order for Lync Server 2013 to correctly route in your deploy t, you must publish your
topology. Before you publish the topology, ensure that the following tasks have been completed:

A validation check on the roct node did not return any errors.
A file share has been created for all file stores that you have configured in this topology.
All simple URLs have been defined,
For Enterprise Edition Front End pools and Persistent Chat pools and for Monitoring Servers and
Archiving Servers: All SOL Server stores are installed and accessible remotely, and firewall
exceptions for remote access to SQL Server are configured.
For a single Standard Edition server, the "Prepare first Standard Edition server” task was
completed.
You are currently logged on as a SQL Server admini: (for ber of the SQL
sysadmin role).

* [f you are removing a Front End poal, all users, commen area phones, analog devices, application

rantact Ahiacte and canfaranca diractariac have haan ramocad froem tha nanl

When you are ready to proceed, click Next.

Back || Next!}“ Cancel

Next
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Publishing wizard complete

Your topology was successfully published,

Step Status
Publishing topology ... Success
Downloading topology... Success
Downloading global simple URL settings... Success
Updating role-based access control (RBAC) roles... Success

Enabling topolegy... Success

Next steps:

=¥ Click here to open to-do list
In order for Lync Server 2013 to correctly route traffic, your deployment must match the published
topology. The linked text file contains a list of any servers that need to be updated, as well as any
databases that need to be created.

To close the wizard, click Finish.

[ sk |[ Fmsh || cancel |

The publishing wizard has completed and it will give us a to-do. Let's click on
"Click here to open to-do list” which will open a “NextSteps” text file with
notepad. (shown below)
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E NextSteps - Notepad -8B -

File Edit Format View Help

f{ou have changed the federation route for this deployment. In order for the changes to ~
take effect, you also need to change external DNS SRV records to point to the following

Edge Servers:

LYNCEDGE1.LAB.LOCAL

Please refer to product documentation. Federation and public cloud access features may not
work until this step is completed.

Update Lync Server with the changes defined in the topology by running local Setup on each
server in the following list.
Server FQDN: LYNCEDGE1LABLOCAL , Pool FQDN: LYNCEDGE1.LAB.LOCAL

The NextSteps” instructs us to add the following external/public facing DNS
SRV records:

e _sip._tls.domain.com: Points to our public Access/SIP edge IP address
e _sipfederationtls._tcp.domain.com: {same IP address}

Next we are instructed to run setup on the edge server. Since the Edge server
is not on the Domain we will export the topology as a file and manually move
it to the edge server. We will use powershell to export the topology file.

Export-CsConfiguration —file c:\topo.zip

P5 C:'Windowshsystem32> Export-CsConfiguration -file c:

Now move this zip file to your edge server using the method of your choice.
(some will be able to use the Lync share, others not. Use the method of your
choice)
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Installing the Lync Components
Now we'll move to the edge server we'll run the Lync Deployment Wizard to
import the topology file we just made.

We'll run “Install or Update Lync Server System”

i Lync Server 2013
I Welcome to Lync Server deployment.

.
~»

Deploy -
~
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Lync Server, Prepares a single Standard Edition server to
Help » host Central Management Service.

Note: This task requires local administrator
rights, This task does not apply to Standard

Install or Update Lync Server Syste Edition Servers that are not planned to host
Install or update a Lync Server Server’_bloyment member system, the Central Management Service, or for
This option installs Lync Server core components, and a local replica deployments that include Enterprise Edition.

configuration store,
MNote: Before installing a server, you need to have a valid topology created
and published.

Install Administrative Tools

Installs the Administrative Tools to the
current system. =
Help » Your deployment requires at least one
installation of the Topology Builder.

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (S5RS) instances.

First Run Videos
Click to view getting started videos,

Documentation

Click to view the latest Lync Server
documentation online for deployment,
planning, and operations.

Tools and Resources
Click to access tools and other resources

Back | [ Exit

Next we'll run “Install Local Configuration Store”
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[ Lync Server 2013
| Welcome to Lync Server deployment.

Deploy > Lync Server 2013

>

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »

Help »

Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Components based on the topalogy definition.

Mot Available: Local configuration store not available, B
Prerequisites »
Help »

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local systemn. Install, and assign certificates for
this system based on the topology definition.
Mot Available: Local configuration store not available.

Prerequisites »

Help »

Step 4: Start Services
Initiates a start request for all Lync Server services,
MNote: This step does not verify that the services have actually started. To do so, launch the Services MMC tool
through the "Service Status” step in the Deployment UL

Mot Available: Local configuration store not available. w

[ Bk |[ B

Select the topology file we made (topo.zip) and click “Next”.
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@ Configure Local Replica of Central Management Store

Data can be retrieved directly from the Central Management store or imported from a file,

() Retrieve directly from the Central Management store (requires read access to the Central
Management store)

(®) Import from a file (recommended for Edge Servers)

To generate a configuration file, run the Export-CsConfiguration cmdlet on a computer that has
access to the Central Management store.

CAUsers\Administrator\Desktop\topo.zip

Cannot automatically collect configuration data because this computer is not connected to the Active
Directory Domain Services.

@ Executing Commands

Enable replica service for the Lync Server computer.

Creating new log file *C:\Users\Administrator\AppData\Local\Temp\1\Enable-C5Replica-
[2014_05_15][11_25_47] html".

"Enable-CSReplica” processing has completed successfully.

Detailed results can be found at *C:\Users\Administrator\AppDatatLocal\Temp\1\Enable-CSReplica-
[2014_05_15][11_25_47]html".

> Replicate-CsCmsCertificates

Logging status to: C\Users\Administrator\AppData'\Local\Temp\1\ReplicateCMSCertificates-
[2014_05_15][11_25_47].html

Task status: Completed.

p local machine [+] | ViewLog |

Back | [ Finsh || Cancel |
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Now that we have the the “Local Configuration Store” in place we will run
"Setup or Remove Lync Server Components”.

i Lync Server 2013
| Welcome to Lync Server deployment.

Deploy > Lync Server 2013

> |

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »

Help » + Complate

Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Components based on the topology definition.

Prerequisites »

| R | :
Help »

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.

Prerequisites »

Help »

Step 4: Start Services
Initiates a start request for all Lync Server services,
MNote: This step does not verify that the services have actually started. To do so, launch the Services MMC tool
through the "Service Status® step in the Deployment UL

Not Available: Not all certificate usages have been assigned.
Prerequisites »

Hep » :

[ Bak || mat

Next
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@ Set Up Lync Server Components

Install and activate, or deactivate and uninstall Lync Server components based on the topology definition.
This step may take several minutes.

Finish.

@ Executing Commands

AR 1 O S L1 WS LS e
Checking prerequisite WinFab..installing..success

Installing Server.msi{Feature_Server_Edge)..success

Installing XmppProxy.msi(XmppProxy)..success

Installing any collocated databases...

Executing PowerShell command: Install-CSDatabase -Confirm:$false -Verbose -LocalDatabases -
Report "C:\Users\Administrator\AppData\\Local\Temp\1\Install-CSDatabase-[2014_05_15]
[11_41_14].htmI*

Enabling new roles...

This step will configure services, apply permissions, create firewall rules, et

Executing PowerShell command: Enable-CSComputer -Confirm:$false -Verbose -Report "C:\Users
‘Administrator\AppData‘\Local\Temp\1\Enable-CSComputer-[2014_05_15][11_42_04].html"

Task status: Completed.

[7] [ viewLog |

Back || Finish [ﬂ| Cancel |
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Installing Certificates

Now we will install and assign the certificates. (This part presumes you have a
certificate authority installed on your active directory). Run “Request, Install or
Assign Certificates”.

Deploy > Lync Server 2013

i Lync Server 2013
| Welcome to Lync Server deployment. -
e
=
A

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »

Help » + Complete

Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Components based on the topology definition.

Prerequisites »

Help » + Complete U

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.

Prerequisites »

Help »

Step 4: Start Services
Initiates a start request for all Lync Server services,
MNote: This step does not verify that the services have actually started. To do so, launch the Services MMC tool
through the "Service Status® step in the Deployment UL
Not Available: Not all certificate usages have been assigned.

Prerequisites »

Hep » v

Select "Edge internal” and click "Request”
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Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Certificate Friendly Name Expiration Date Location
# Edge internal
Edge internal
“~ External Edge certificate (py

SIP Access Edge external
Web conferencing Edge
ASV Edge external
XmppServer

L<] [ [ [>]

| Help | | Refresh | ‘ImportCEﬂiﬁcate| |Pmcass Pending Certificates|

Next

% Certificate Request

Request a certificate for the Edge internal (Edge internal) Lync Server usages.

Next
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@ Delayed or Immediate Requests

Do you want to prepare a certificate request to be sent later, or do you want to send it now to an cnline
certification authority?

() Send the request immediately to an online certification authority
(®) Prepare the request now, but send it later (offline certificate request)

@ Certificate Request File

Specify the full path and file name of the certificate signing request (CSR) file that you want to create.

File name:

CAUsers\Administrator\Desktoph\edgecertreq.req
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Next

@ Specify Alternate Certificate Template

By default a Lync Server certificate request will use the WebServer certificate template. To specify a
different certificate template, select the following check box.

[] Use alternate certificate template for the selected certification authority
Certificate template name:

MNote: The custom template must be installed on the certification authority (CA), and must meet the
requirements for Lync Server certificates.

The template name must be specified, which may differ from the template display name.

For details about custom certificate templates, see the product documentation.

o

Give the cert request some name

e Friendly Name = Internal Edge

Next
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@ Name and Security Settings

Type a name for the new certificate, The name should be easy for you to refer to and remember.

Note: The friendly name should not be confused with the subject name which will be determined
automatically based on the certificate's usages on this computer.

Friendly name:

Edge Internal

Bit length:
2018 [+

[] Mark the certificate’s private key as exportable

Organization Information

e Organization = Lab
e Organizational unit =
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@ Organization Information

Enter your organization's name and your organizational unit. This is typically the legal name of your
organization and the name of your division or department.

For more information, see the certification authority's website,

Organization:
Lab

Organizational unit:
IT

Geographical Information

e State/Province = some state
e (City/Locality = some city
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@ Geographical Information

Country/Region:
[ United States [~]

State/Province:

City/Locality:

State/Province and City/Locality must be completed. Cfficial names cannot contain abbreviations.

Back || Nm§| Cancel

Next

@ Subject Name / Subject Alternative Names

The following will be automatically populated for the subject name and subject alternative name.

Subject name:
LYNCEDGE1.Iab.local

Subject alternative name:
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Next

@ Configure Additional Subject Alternative Names

Specify any additional subject alternative names to be added to the existing list of subject alternative
names.

Remove

Next
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@ Certificate Request Summary

To generate a request with the following informaticon, click Next.

Property Value
Certificate Use Edge internal
Country/Region  US
State/Province
City/Locality
Friendly Mame Edge Internal
Key Size 2048
Exportable False

QOrganization

Organizational 1T

Next

@ Executing Commands

e L L L e R e e L L e g
[11_57_00LhtmI*

Creating new log file *C:\Users\Administrator\AppData'\Local\Temp\ 1\Request-
CSCertificate-41587a2a-bfdc-de3d-bddd-000482eb6dddfxml".

Create a certificate request based on Lync Server configuration for this computer.

Offline request generated for use "Internal”.

No changes were made to the Central Management Store.

Creating new log file *"C:\Users\Administrator\AppData'\Local\Temp'1\Request-CSCertificate-
[2014_05_15][11_57_00]html".

"Request-C5Certificate” processing has completed successfully.

Detailed results can be found at “C:\Users\Administrator\AppData\Local\Temp\ 1\Request-
CSCertificate-[2014_05_15][11_57_00].html".

Task status: Completed.
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If you want you can view the cert in notepad by clicking View.

@ Certificate Request File

Generated certificate signing request (CSR) file: C:\Users\Admini riDesktophed

ertreq.req

View

R

Back | | Finish | | Cancel

Finish
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@ Certificate Request File

Generated certificate signing request (CSR) file: C:\Users\Admini yr\Desktop'edgecertreg.req

View

| Back || Finish ¥| Cancel |

Now you will want to move to an Active Directory joined machine that has
access to the “Active Directory Certificate Services” web site on your domain.
Open the AD Cert Services web site (in our case http://candcl/certsrv ) and
click "Request a certificate”.
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http://candc1/

e = @ http://candcl/certsrv/ L-c @Micmsoftﬁ\ctwe Directory ... *

Microsoft Active Directory Certificate Services — -CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program_ By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
cerificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificpie

View the status ot pending cerificate request
Download a CA certificate, certificate chain, or CRL

| http://candc] fgertsrv/certrqus.asp

Click on "advanced certificate request”.
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6 = Q http://candcl/ certsrv/certrqus.asp P~-a @ Microsoft Active Directory ...

Microsoft Active Directory Certificate Sevices — -CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced c%rliﬁcate request

http://candcl/certsrv/certrqad.asp

Click "Submit a certificate request by using a base-64-encoded CMC..."
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e =) ,@ http://candc1/certsrv/certrgad.asp RL~c ,@MmrosoftActlve Directory ... *

Microsoft Active Directory Certificate Services —

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options
to:

Create and submit a request to this CA.

Submit a cerificate request by using a base-64-encoded CMC or PKCS #10 file_or submit a renewal
request by using a b_;ﬁzncoded PKCS #7 file.

http:/fcandcl/certsrv/ certraut.asp

Now

o Certificate Template = Web Server

Submit
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e = e http://candcl/certsrv/certrgxt.asp LP-c ,@M\crmo&Adive Directory .. *

Microsoft Active Directory Certificate Services — -CA

Submit a Certificate Request or Renewal Request

To submit a saved request fo the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or
PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved Request
box.

Saved Request:

2/ TAWcIOYFFol
Base-64-encoded 3 417ATocT M

certificate request 1dkVIokkTPyMz
(CMC or 2Uy oaDTeNGeL LU Lacunaks | +anlth2WV2vixail
PKCS #10 or
PKCS #7):

Certificate Template:

(WebSever |4

Additional Attributes:

Attributes:

‘ http://candcl/certsrv/ certrgxt.asp

Next
e DER encoded

Now “Download certificate”
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L 50)| @ http://candc]/certsrv/ certfnsh.asp P ~ & || @ Microsoft Active Directory ... *

Microsoft Active Directory Ceriificate Services — I-CA

Certificate Issued

The certificate you requested was issued to you.

®DER encoded or O Base 64 encoded

Download certificate
Download certintate chain

Save the certificate (Edgelnternal.cer) and we will copy this cert (along with
cert chain) to edge server in a moment.
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e = e http://candcl/certsrv/certfnsh.asp P~-c ,@ Microsoft Active Directory ... *

Microsoft Active Directory Certificate Services — Lmi-CA

Certificate Issued

The certificate you requested was Issued to you.

@ DER encoded or C Base 64 encoded

Download certificate
Download cetificate chain

The Edgelnternal.cer download has completed. X

| Open |VH Open folder H View downloads |

Next we will download the certificate chain. Let's open the AD Cert Services
web site (in our case http://candcl/certsrv ) again and click “Download a CA
certificate, certificate chain, or CRL".
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http://candc1/

@ hitp://candc] /eertsrvf (2 Microsoft Active Directory .. *

Microsoft Active Directory Certificate Services — -CA

Welcome

Use this Web site to request a cerificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a cerlificate
View the status of a pending certificate request
Download a CA certificate certificate chain, or CRL

Download a CA cerlicategerticate cha. of CRL

| http:/fcandcl/certsrv/certcarc.asp

Next click “Download CA certificate chain”
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e = ,e http://candcl/certsrv/ certcarc.asp JeR ] ,@ Microsoft Active Directory ..

Microsoft Active Directory Certificate Services — -CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Encoding method:

@ DER

(O Base 64
Download CA certificate
Download certificate chain
Download lat'st base CRL
Download latest delta CRL

Save the cert chain
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e > e http://candc1/certsrv/ certcarc.asp "e Microsoft Active Directory .. %

Microsoft Active Directory Certificate Services — -CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerification authority, install this CA certificate chain.
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

e

Encoding method:

@ DER

(O Base 64
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

Do you want to open or save certnew.p7hb (932 bytes) from candc1? x

| Open HSave"H Cancel |

Save
| Save as I ‘

Save and o;\gn

Now copy the cert (Edgelnternal.cer) and the cert chain (certnew.p7b) we just
made to the edge server and let's move to the edge server for our next steps.

First we will import the cert chain onto the edge server. On the edge server
open the certificates management console. Brow to Certificates — Local
Computer\Trust Root Certification Authorities\Certificates and right click, All
Tasks, Import
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File Action View Help

LIS EIEE]
) Certificates - Local Computer
7] Personal
4 [ ] Trusted Root Certification Authorities
] Certificates

| Enterprise Trust

b ] Intermediate Certification Authorities
7] Trusted Publishers

I 7] Untrusted Certificates

¢ | Third-Party Root Certification Authoriti

1 [ Trusted People

» [ Client Authentication lssuers

i ] Remote Desktop

] Certificate Enrollment Requests
- ] Smart Card Trusted Roots

b 7] Trusted Devices

p -] Web Hosting

lssued To -

|5/ Baltimore CyberTrust Root

5] Class 3 Public Primary Certificat...
[ Class 3 Public Primary Certificat...
5] Copyright () 1997 Microsoft C...

|5/ DigiCert Assured ID Root CA

= DigiCert High Assurance EV Ro...
5 Equifax Secure Certificate Auth...
[5) Go Daddy Class 2 Certification ...
@ Microsoft Authenticode(tm) Ro..

5 Microsoft Root Authority

[ Microsoft Root Certificate Auth...
5 Microsoft Root Certificate Auth...
5 Microsoft Root Certificate Auth...
S/ NO LIABILITY ACCEPTED, ()97 ...

5 Thawte Timestamping CA

(5] VeriSign Class 3 Public Primary ...

Issued By

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert High Assurance EV Root ..
Equifax Secure Certificate Authority
Go Daddy Class 2 Certification Au...
Microsoft Authenticode{tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

MO LIABILITY ACCEPTED, ()37 V...
Thawte Timestamping CA

VeriSign Class 3 Public Primary Ce...

<] [ >

All Tasks r[ Import.. ﬂ
Refresh
Export List...
View 3
Arrange lcons 3
Line up lcons
< ]

Add a certificate to a store

Help

Expiration Date
5/12/2025
8/1/2028
1/7/2004
12/30/1999
117972031
117972031
8/22/2018
6/29/2034
12/31/1999
12/31/2020
5/9/2021
6/23/2035
3/22/2036
1/7/2004
12/31/2020
7/16/2036

Next
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-
=

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(O Current User

(®) Local Machine

To continue, dick Mext.

[ ] [ |

We want to import the cert chain so select that file.
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File to Import
Spedfy the file you want to import.

File name:
C:\Users\Administrator\Desktop\Certs\RootCert.p7b | | Browse. ..

Mote: Mare than one certificate can be stored in a single file in the following formats:
Perzonal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)
Microsaft Serialized Certificate Store ((55T)

Place it in “Trusted Root Certification Authorities” store and click Next.
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

) Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities | | Browse...

Now we will import and assign the certificate (Edgelnternal.cer). If you are not
still there, open the “Certificate Wizard” (via Deployment Wizard)
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| Lync Server 2013
| Welcome to Lync Server deployment.

Deploy > Lync Server 2013

> |

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »

Help » + Complete

Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Components based on the topology definition.

Prerequisites »

Help » ' Complete =

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.

Prerequisites »

Hep »

Step 4: Start Services
Initiates a start request for all Lync Server services,
Note: This step does not verify that the services have actually started. To do so, launch the Services MMC tool
through the "Service Status” step in the Deployment UL
Mot Available: Not all certificate usages have been assigned.
Prerequisites »
Help » Run W

[ Back |[ Ea

Select “"Edge internal” and click “Import Certificate”.
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Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Certificate Friendly Name Expiration Date Location
“ Edge internal
Edge internal
v External Edge certificate (pu

L<] [ [>]

Help Refresh Import gﬂﬁ icate| |Process Pending Certificates|

Select the cert

@ Import Certificate

Select Certificate file (.p7b .pfx .cer file)
CiUsers\Administrator\Desktop\Certs\Edgelntemal.cer

[[] Certificate file contains certificate's private key
Password:

Next
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@ Import Certificate Summary

To impart the certificate to the local store, click Next.

Property Value
File Name CiAUsers\Administrator\Desktop
‘\Certs\Edgelnternal.cer
Contains Private  False
Key

Finish
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@ Executing Commands

P T W T S S [ Y T S SR i £ T S e e
PrivateKeyExportable SFalse -Verbose -Report "C:\Users\Administrator\AppData\Local\Temp\1
\Import-CSCertificate-[2014_05_15][12_19_11].htm|"

Creating new log file *C:\Users\Administrator\AppData\Local\Temp\1\Import-
CSCertificate-3277096e-05d9-42ff-b063-2feec1fe3 1c5.xml".

Import the certificate response or read the certificate from file.

No changes were made to the Central Management Store.

Creating new log file "C:\Users\Administrator\AppData\Local\Temp\1\Import-CSCertificate-
[2014_05_15][12_19_11]html".

"Import-CSCertificate™ processing has completed successfully.

Detailed results can be found at "C\Users\Administrator\AppData\Local\Temp\1\Import-
CSCertificate-[2014_05_15][12_19_11].html".

Task status: Completed.

hmponcmiﬁcate |'|| View Log |

Back | | H"iSh{}J | Cancel |

Now we will assign the “Edge internal” cert. Select “Edge internal” and click
“Assign”

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Certificate Friendly Name Expiration Date Location
“ Edge internal m
internal ;
[Vl Edge internal Remave

w External Edge certificate (pL

L<] [ [ 2]

[ Help | [ Refresn | [import Certficate] [rocess Pending Certificates
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Next

@ Certificate Assignment

Assign a certificate for the Edge internal{Edge internal) Lync Server usages.

Next
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% Certificate Store

Select a certificate from the local certificate store.

Friendly Name Issued Cn Issued By
Edge Internal 5/15/2014 CH=R -CA,
11:51:24 AM DC=ka,
DC=local

View Certificate Details|

Next
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@ Certificate Assignment Summary

To assign the following certificate to the Lync Server usages listed, click Next.

Property Value
Friendly Name  Edge Internal

Thumbprint 300CTDF1CO5B02AADDODEAALTY
B854D046A9ABFCS

Certificate Use Edge internal

Issue date 5/15/2014 11:51:24 AM
Expiration date  5/14/2016 11:51:24 AM
Subject Name LYNCEDGE1.LAB.LOCAL
(SN)

Next

@ Executing Commands

> Assign Certificate

Set-CSCertificate -Type Internal -Thumbprint 300C7DF1C05B02AADDOD4AA4TI854D046A9ABFCS -
Confirm:$false -Report "C\Users\Administrator\AppData'Local\Temp\ 1\Set-CSCertificate-[2014_05_15]
[12_21_02].htmI*

The fellowing certificate was assigned for the type "Internal”:

Internal: 300C7DF1C05B02. "~ D0D4AL-. 72 2 -O046A0ABFCS L. - w77 T.LOCAL 05/14/2016
CN=MIAT-CA, DC=MIAT, DC=local 7TE0000000B0572B2A0EB3C692900000000000B

Task status: Completed.

hssign Certificate
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Next

@ SIP Domain setting on Subject Alternative Names

If your deployment meets any of the following conditions, you may need additional subject alternative
names for each configured SIP domain:

* Your deployment uses automatic sign-in without DNS SRV configuration

* Your deployment performs strict demain matching

» Your deployment includes devices that run Lync Phone Edition

Configured SIP domains
lab.local

Select one or more SIP domains for which a sip.<sipdomain> entry is to be added to the subject
alternative names list.

e

Now we have completed creating and assigning the certificate on the LAN
side of the edge server.

Next you will repeat these install and assign certificate steps for the public side
of the interface. You will create a request, pass it to one of the public CA's
(GoDaddy etc), and then assign.

Now we are ready to start the edge server Lync services. Run “Start Services”.

210 Microsoft Lync Server 2013 Step by Step for Anyone

Get a free Lync Proposal in 1 Day! http://bit.ly/MBmd09



i Lync Server 2013
| Welcome to Lync Server deployment.

Deploy > Lync Server 2013 3
~
Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.
Prerequisites »
Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Components based on the topology definition.
Prerequisites »
Step 2: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topclogy definition.
Prerequisites »
Step 4: Start Services
Initiates a start request for all Lync Server services,
MNote: This step does not verify that the services have actually started. To do so, launch the Services MMC tool
through the "Service Status” step in the Deployment Ul
Prerequisites »
v

[ Back || it |

To test if our Lync edge started, let open the “Services” console and...sure
enough, all our services are running! Wahoo!
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File Action View Help
@ E = HE v > a0

s

Select an item to view its description. I"_a!ame Description Status Startup Type
4 IP Helper Providestu... Running  Automatic
‘.(;;E.IPsec Palicy Agent Internet Pre...  Running  Manual (Trig...
C.m KDC Proxy Server service (K.  KDC Proxy 5... Manual
‘%Ktran for Distributed Tran... Coordinates... Manual (Trig...
.Cm Link-Layer Topology Discov... Createsa M., Manual
‘%Local Session Manager Core Windo... Running  Automatic

S.% Lync Server Access Edge Lync Server... Running Automatic (D..
S.%, Lync Server Audio/Video A... Lync Server.. Running Automatic (D...
S.g Lync Server Audio/Video Ed... Lync Server.. Running Automatic (D...
% Lync Server Centralized Log.. LyncServer.. Running Autematic (D..
&'& Lync Server Replica Replicat... Lync Server... Running  Automatic (D...
Q Lync Server Web Conferenc.. Lync Server.. Running  Automatic (D..
S.%, Lync Server XMPP Translati.. Lync Server.. Running Autematic (D..
‘%Mi(rosoﬂAccount Sign-in... Enables use... Manual (Trig...
‘%Microsoﬂ\SCSI Initiater Ser...  Manages In... Manual
‘Q'E,Microsoft Software Shadow... Manages so... Manual
‘%Microsoﬂ Storage Spaces 5. Host service.., Manual
‘%Mur‘tlmedla Class Scheduler  Enables rela... Manual
‘%Net.Tcp Port Sharing Service  Provides abi... Disabled

‘Si;al\letlogon Maintains a ... Manual
&
< m

Extended / Standard /

Now we will move to the Lync Front End to do some wrap up stuff in the Lync
Server Control Panel.

Go to the "Federation and External Access” tab, “External Access Policy” and
double click “Global” (since our lab only has one policy)

e Enable communication with Federated user = enabled
e Enable communication with remote users = enabled
e Enable communication with public users = enabled

Click “commit”.
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Lync Server 2013

Apecass Edga Confizuration SIP Fedarated Diomams

#» Home
22 Users
. it & cess Policy - Glo

H Topology Edit External Ac Policy - Global
Id Commit K Cancel

& IM and Presence

) Scope: Global

¥ Persistent Chat Name: +

%2 Voice Routing Glokal
Diezeription:

Voice Features

=]
]

73 Response Groups
|| Enable communications with federated uzers
Conferencing [ | Enable communications with XMPP federated users
@ Clients I || Enable communications with remote uzers
L
= Federation and || Enable communications with public users
3% External Access
I
= Monitoring
&= and Archiving

Now click on “Access Edge Configuration”

e Enable federation and public IM connectivity
e Enable remote user access
e Enable anonymous user access to conferences

Click “commit”.
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Lync Server 2013

iﬁ? Home External Access Policy Apcess Edge Confipuration SIP Federated Do
=g 1
2 Users
28  Topology Edit Access Edge Configuration - Global
k] Commit | X Cancel
& IM and Presence
) Scope: Global
[ Persistent Chat /| Enable federation and public IM connectivity
-re'\__,_l Voice RDIlthlg |+| Enable partner domain dizcovery
'r{.-_. Voice Features | | Send archiving disclaimer to federated partners
_% RESp - GTUUIJS +| Enable remote nzer access
|+| Enable anonymous uzer access to conferences
Conferencing
[ Clients I
-, [Pederation and
2% External Access
EE——
- Meonitoring
= and Archiving

Testing Your Edge Server
You can quickly test remote access by logging into a Lync client from outside
your network. If you don't have that luxury, you can test using:

e https://testconnectivity.microsoft.com/
e https://www.eventzero.com/Tools/FederationTester/
e https://www.eventzero.com/Tools/FederationTester2/
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If you are having problems and suspect not all firewall ports are open, below
are some great apps for testing firewall ports are open:

e Nhttp://windowspbx.blogspot.com/2013/01/how-to-verify-lync-edge-
server-ports.html

e http://www.mylynclab.com/2014/02/lync-edge-testing-suite-part-1-
lync.html

That's all!
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Chapter 8

Chapter 8 - What's New with Lync Server 2013 and OneNote
2013 Integration

By Matt Landis __on 8/08/2012 02:16:00 PM

Microsoft Lync 2013 Now integrates more tightly with OneNote 2013 and in this blog we’ll
go over how this functionality works. There are basically 2 OneNote integration modes:

e My Notes
e  Shared Notes

My Notes

My Notes in Lync 2013 is a quick way to start your own personal notes about this Lync
Meeting. Not a super exotic feature, but handy. Hover Over/ClickOn Share | OneNote | My
Notes (or CTRL+N)
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% User Three

- B8 =
User Three
Available 5
PRESEMT  OMNENOTE = ATTACHMENTS
Wednesday, August § @’ @
User One
test Shared My Notes
Motes —
Manage Motes

CO®®® o -

A OneNote page will be opened with Date/Time and Meeting Participants inserted already.
The participants are live Contact Cards to the Lync users.
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.
My IMeeting Notes - 8/8,/2012

Werdneuday, & User Sine Moty Meetongy Motes - BAAMA0N2
Avmlable - Video Capable Ky Meeting Hotes - BR20N2
Partcipants | ® 0 ® -

A e Qg [Rined Tn Gyne
£ et ThIgE Loimed in Lmc)

MNotes

Shared Notes

NOTE: With Shared Notes, The first thing to note (no pun intended) is that you will need to
share your OneNote and give access to this this OneNote Notebook apart from Lync. In other
words, you are sharing OneNote largely like you do if there is no Lync 2013 involved, and
Lync just distributes the link to the meeting participants.

Before you do anything in Lync 2013, | suggest you open Open OneNote and Login to your
Skydrive (or other online account) In OneNote click File | Share. Now click on Invite People
and type in the people you want to have access to this OneNote and when done click Share.
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Share Invite People

Tye marvet od &-rruel sdkdiesies
A% Imvte Pecgle

oo Getalink
L Shane vith Meeting
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Fasquinm w10 signsin before sccmuing documant.

Share thes il et o sriifues bosl s

Then in Lync conversation click Share | Share Notes.
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H
PRESENT OMEMOTE ~ ATTACHMENTS
S8 Conversation (2 Participd
User Three @ m
Available Shared My Notes
Motes
—
Wednesday, August §
User Cine:
test
|
: Manage Notes .
T
0OO®® @ -

Select the shared notebook (below)
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: Pick a page for notes, or pick a section and a new page will be created:
[Seauh by text in title

Recent picks
D OneNote: one place for all of y...  [LyncTestShare » Quick Notes)

All Shared Notebooks
8 H LyncTestShare

B = Mﬁa
n ¢: one place for all of your notes

Only people who have access to the notebook will be able to use the notes.

Now on a conversation Participant, you need to log OneNote into the Skydrive (or other)
account you just shared this OneNote With.

Participants in this will get a Sharing Request. They can Accept. Next they can click Share |
OneNote and click on the shared OneNote. (click Yes, to the Security Notice)
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@ Conversation (2 Participants) - 0 X

User One
Available Video Capable

Wednesday, August 8, 2012
User One 8:18 PM
test

Last message received on 8/8/2012 at £:18 PM,

AG!

- EAccepcshan'ngrev‘uest '!gnqrel
QCO®® °

Now you will see a glyph on the Share button and a note that you can Open notes.
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% Conversation (2 Participants) - 0 x

User One
Available Video Capable

Wednesday, August 8, 2012
User One 8:18 PM

test

- Last meszage received on 8/8/2012 at &18 PM.

AD!

© User One has added notes. O

O@@ @

Now OneNote will open the Notebook and go to the Meeting Notes page shared by the
Presenter. Everyone can edit the page at the same time and the changes will flow to everyone
(albeit not instantly. pressing SHIFT+9 pushes/pulls updates right now)
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If a meeting/conversation participant has not been given access to this OneNote notebook they
will get a “we couldn’t open...” error as shown below:

W paldnt spen Bl lacatisn. R maght nol exicd ¢ pesu might not Buve parminLean B8 apen i
[Please coembadt B gwner of

RENGEE ML dies e
Wb - BAIOIEE fot mdre i oamabion.

(Notes: One Lync Meeting can actually have more than one Meeting Notes PAGE shared.
Actually one person can share more than one page in one meeting! Also, note that the last
shared meeting is at the top of this list of meetings)

To remove Notes from a conversation or meeting, click on Share | Manage Notes
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= @

Shared My Notes
Notes
Notes
%, Me Meeting Notes - 8/8/2012

Manage Notes
——
NS See and manage all meeting note!
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Then click Remove. (NOTE: If you are an Attendee, you cannot Share Notes, nor can you
remove)
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Some Notes:

e If there is a participant in the meeting who doesn’t have access to the shared
notebook, they will get a Lync notification that a notebook has been shared with
them, but they will get an error if they try to open it.

e [f you share a notebook, those you shared it with can see the WHOLE OneNote
Notebook.

If you are an Attendee, you cannot Share OneNotes, nor can you remove
Note that SHIFT+F9 pushes/pulls updates right now. If they press SHIFT+9 they
will get the changes quicker as well.

e [f the presenter changes pages in the notebook, this does NOT change the page for
other participants.

e if the participants open the OneNote too soon after the presenter made it, they may
not land on today’s meeting page if there is more than one meeting/page in the
notebook

e [f you rejoin a meeting from conversation history, the link to OneNote will be
available.

Continue your lab with more articles in this Lync Server 2013 Step by Step Series:
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Part 1 — Step by Step Installing Lync Server 2013 Standard Edition Front End

Part 2- Step by Step Installing Lync Server 2013 SE Monitoring Server

Part 3 — Step by Step Installing Lync Server 2013 Persistent Chat Server

Part 4 - Step by Step Installing Your 2nd Lync Server 2013 SE Server Associated

Backup Pool for Resiliency

e  Part5— Step by Step Enabling Lync Server 2013 Enterprise Voice Features,
Response Groups and Managers

e Using Lync 2013 and OneNote 2013 Integration
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Chapter 9

Chapter 9 — Questions and Answers about Microsoft Lync
and Music on Hold

UC holds the promise of a new model of communication where being "on
hold" happens less often. In the real world sometimes there is no other option
but "holding" and because of this soothing music on hold to keep our callers
happy is expected.

With Lync Server there are some questions I see coming up about music on
hold and I thought I would take a crack at trying to answer some of them and
clear some of the smoke and fog rolling across some new Lync administrators
minds.

Q.What, the Lync EndPoint Provides the Music
on Hold?!

My exact question (including the incredulity) the first time I saw this. But you
are reading correctly--Lync Server depends on the endpoint to provide the
music on hold.
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Q.How Do I Setup Music on Hold on the Lync
Client?

In the Lync client click on "Options" and then on "Ringtones and Sounds". As
shown on the screen below in the "Sounds" section you will see an option to
set the WMA file you want to use as the music on hold. This may be greyed
out if the admin has designated this from a policy.

r —
Lyne - Options i
1

" Genersl | mngteres
Personat Chck 0 hewr each rnglone ply Brough your sudo device.
Statu Canls 1 Legive
| My Pictore Nere -
Phoms My team Dean-cal o0 call) O T
| Peoople | manage calls for (delogate cale) Duotore
My Resoonee Grouo cals IManon .
Lowsayave

! furelore

| | Vadeo Device Sl =
Call Feewardeny
File Saving Sounds

¥ Play sounds in Lync incuding rnglones for incoming calls and M sherts)
o Mute roomng M sert sooncls when vewng an IM corversation
KD Sounds 53 & meemum when vy 155555 5 Busy
¥ | Koep sounds 15 8 swemum when mry 82008 1 Do Not Datus

K Delairoid wma

Sound Satings

| . o | === [ e

Q. Does Music on Hold Work With Calls
Through a PSTN Gateway?

Sure, if a Lync client is configured to provide MOH and works, it will work just
with calls through a PSTN gateway as well.
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Do note there is no music on hold option if the Lync user is not an
Enterprise Voice user so if a non EV user puts someone on hold there will
not be MOH. (just a standard "beep beep beep™) But if a non Enterprise
Voice user calls an EV user and the EV put the call on hold there can be
MOH.

Q. How Do I Centrally Set the Music on Hold for

Users?

This is a snap using a powershell script. Ken's UC Blog does a great job of
explaining this. With these powershell scripts you can easily change large
groups of Lync users music on hold centrally and ensure they get what the
admin wants as music on hold. Or you can be extremely granular and let
each decide what they want.

Set-CSClientPolicy —Identity Global -EnableClientMusicOnHold:$true —~MusicOnHoldAudioFile “c:\moh\moh.wma”

Note that if you EnableClientMusicOnHold from a policy you also need to
designate what music on hold file. Another thing to note: if the Lync client
cannot find/reach the file you designate in “MusicOnHoldAudioFile”, it
will not change in the Lync client even though you have changed the
policy---in other words the Lync client does not blindly change the path
and filename if it is not legitamate.

NOTE: After you make these changes you MAY need to wait an hour or
more till the changes propagate the whole way down to your client. A
great way to ensure the changed came down to your client is to change the
WMA file to some location other than the default. You can see then in
Lync client exactly when the change has occurred.

Q. I’ve Setup Music on Hold for my Response Group, But When I
Press Hold on Lync Client, My Caller Is not hearing that Music
on Hold I setup. Why?
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When you configure the MOH for a Response Group you are defining the
MOH the caller will hear while waiting in the queue, NOT what they will
hear when a Lync User presses the hold button. Remember, the
endpoint/Lync Client provides the MOH delivered when Hold button is
pressed.

Q.Why Does The Hold Button on My Polycom
CX600/500 or Other Lync Phone Edition Device
Not Play MOH?

F;I I. | | ' .II - | I|-:z |,I|
cool--but-at-least-on-option- (<< seems like an update made this stop

working.)

UPDATE: 12/21/2012 If you update your Lync Phone Edition “Aries”
devices to 7577.4366, (available here) pressing hold will now play the
DefaultHold.wma file to callers. So the steps to get MOH on your LPE
devices

Q. How To Setup “Aries” Lync Phone Edition Music On Hold?

Lync Phone Edition Aries devices can now provide MOH by simply
upgrading the LPE device. If you update your Lync Phone Edition “Aries”
devices to 7577.4366, putting calls on hold will now play the
DefaultHold.wma file to callers. At the moment you either use this MOH
file or nothing on LPE, there is not way to change this file by admins or
users.

Below are my steps to get MOH working on your LPE devices. Using the
below instructions instead of KB 2703325 will help avoid a possible snafu
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related to pre-existing Lync client music on hold set centrally using the
MusicOnHoldAudioFile setting in the csClientPolicy commandlet.
Onward...

e Update the Aries/LPE device(s) to firmware 7577.4366 (Click Here for
Step by Step)
o For Polycom, Aastra or HP devices 7577.4366 Firmware
download Click Here
e Set the value of EnableClientMusicOnHold=$true and
MusicOnHoldAudioFile=""in the Client Policy using:
o Set-csClientPolicy -Identity <Policy_Identity> -
EnableClientMusicOnHold:$true -MusicOnHoldAudioFile=""
o The part where my instructions deviate from the Microsoft KB
is the MusicOnHoldAudioFile="". The reason for this is that in
my testing the Aries/LPE will not play music if this setting is
anything but Null/"".
e Ensure that the Client Policy has had time to propagate down. (could
be 2minutes or more)
e Restart the "Aries” phones in question to get the new settings

Below are some things to be aware of Aries MOH feature:

e You cannot change the preset MOH file on the Aries device.

o lItis set to the DefaultHold.wma music file, which is the same
as the default Lync Client Music on hold file. (click here to
listen to the defaulthold.wma)

e If you want to use the MOH on the Aries device, you cannot centrally
configure the MOH file for the Lync client. The client policy setting
"MusicOnHoldAudioFile” MUST equal .

e The new LPE/Aries MOH features works fine with Lync Server 2010 or
Lync Server 2013 since it is totally a feature of the LPE device.
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Q. Does the Hold Button on the Polycom CX300

Play Music on Hold?

Yes! Since the hold button on the USB Polycom CX300/Plantronics
Calisto P540 really is merely pressing the hold button on the Lync client it
works fine. (Don't you just hate it when a cheaper device has a feature that
more expensive unit doesn't? )

Q. Does the Hold Button on the CX200 Work?

Just had to throw that in there--actually there is no hold button on the CX200.
And--hang on a minute--who is using the CX200 anymore?! ;-)

Q. Is There Any Way to Provide Music on Hold
to Your PSTN Callers (If Using Lync Phone
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Edition or other device that doesn't provide
endpoint MOH):

Yes, select PSTN Gateways can provided music on Hold. Some Lync
PSTN gateways (Audiocodes, NET UX, Ferrari Electronic) will also take
the responsibility for providing music on hold to your PSTN callers. The
thing to remember here is that only calls going through the gateway will
get the music on hold using this method. Federated callers and internal
callers will not get MOH.

My notes on Audiocodes Mediant 1000, MSBG800 and
MediaPack Gateway Delivered MOH:

e There are 2 ways that MOH can be provided by Mediant & MediaPack
gateways:
o by the Call Progress Hold Tone (fixed BEEP, no music)
o or by the prerecordedtones.dat file. (this can be an actual
MOH file, of very limited size, in supported gateways) (Note
that the changing the Call Progress tones requires a gateway
reboot and changing the prerecordedtones.dat does not.)
e By default the Mediant 800 will play the Call Progress Hold Tone when
a Lync device put on hold and Lync is not providing MOH
o When a call is transferred this same (irritatingly loud beep) is
played to the caller before the transfer happens. Not a good
experience and your users will likely ask you to remove it.
e The size allowed for prerecordedtones.dat is as follows
o Mediant 1000 = 2MB
o Mediapack gateways = 200K
o Crazy as it sounds, Audiocodes support (as of 7/24/2012) says
Mediant 800 does not support prerecordedtones.dat.But

Peiinner b weve bee g /0K Hle Tllen wiih Slence Ao i seens
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to-work—use-this-tip-at-yeur-ewnrisk: (8/30/2012 Note: music
on hold via prerecordedtones.dat stopped working in the
latest FW. Audiocode’s support says it will be added back in at
version 6.6 or 6.8 Msbg800 FW but that is several months out.)
How to setup MOH on Audiocodes by UnplugthePBX:
o http://blog.unplugthepbx.com/2011/11/22/lync-music-on-
hold-for-aries-and-other-phones/

My notes on NET UX1000/UX2000 Gateway Delivered MOH

UX1000 works, but limited to TMB music file
UX2000 4MB file
Enabling Music On Hold at the Gateway Level on NET
UX1000/UX2000
o https://support.net.com/display/UXDOC/Configuring+the+UX
+for+Music+On+Hold
The UX1000 and 2000 can also play a live audio feed using an FXS
port on the UX device.
o This can be done by plugging the RJ11 side of the VEC LRX-37
C adapter into the UX FXS port (port designated as MOH
port), and plug the 1/8" jack into your audio/moh/mp3 player.
o Click Here for how to configure the UX device

My notes on Ferrari OfficeMaster Gate

['ve been told by Ferrari support (NOTE: there are no support URLs to
reference ATM and I have not tested this) that OfficeMaster Gate can
provide MOH with no file size limitations. (Note: the OfficeMaster Gate
product uses a standard HP rackmount server to explain why there are
not the normal space restrictions)

How to setup music on hold on OfficeMaster Gate gateway:
http://ucblog.deutinger.de/?p=278
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o OfficeMaster Gate: http://www ferrari-
electronic.com/en/products/officemaster-gate.html

My Notes on Dialogic Gateways/SBA

e According to Randy, Dialogic does not support Music on Hold via
gateway

Q. Can | Use Live External Source for Lync

Music on Hold?
Due to the distributed nature of Lync music on hold from Lync it |s not

UPDATE: It appears that NET UX series of gateways actually a will
accommodate a live audio source. The way they do it through a FXS port
on the gateway. (clever guys) To read more details, Click Here.

Q. What Happens If | Press Hold While on a

Lync Conference Call?

Will the conference be barraged with hold music? According to alert
reader @Darrylr Lync will be smart and recognize that you are on a
conference and NOT play Music On Hold to the 200 unwitting conference
participants. Nice!

Q. Does snom UC Edition Have a Hold Button

That Plays Music on Hold?
testing this. Since g | ’ ! "
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UPDATE: snom UC Edition Firmware 8.8.1.11 does support Lync music
on hold. The MOH file is hosted on the deskphone and works using same
mechanisms as Lync 2010 PC client. The MOH provisioning is even
configured using CSClientPolicy. (At the moment the music on hold file
can not be changed via the phone web GUI. It requires a MOH file
provision server and XML) To read more about snom UC Edition FW
8.8.1.11Click Here.

Q. Where Does the Lync 2010 Standard “KerChung” (Played To
Caller When No Lync MOH is Defined) Come From?

If a UserA, using Lync 2010 client, is put on hold and the other side does
not provide music on hold, the Lync 2010 client will provide a default
“KerChung” sound every 30 seconds. Where does this come from? It may
be a little confusing/unituitive, but it comes from the User A’s Lync client.
So to put it another way, if you want to change the standard “KerChung”
YOU hear when someone else puts you on hold (and doesn’t provide
MOH to you), go into “Change Windows Sounds” on your PC. (Sounds |
Program Events | Microsoft Lync 2010 | On Hold) Also be aware that
whatever sound you select will be played, then 30 seconds of silence, then
repeated.

Q. Where Can I Get Music On Hold that is Royalty Free?

If you would like to read an article on the laws regarding using
downloaded music for music on hold click here. If you just want to get
some royalty free music on hold music, below are a few links:

Free: http://opsound.org/genre/classical/
iTunes: https://itunes.apple.com/us/album/on-hold-music-vol.-
1/id445328651
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If anyone else has Lync music on hold real life experience they wish to
share, please do so in the comments.

More Details on Setting the Music on Hold (Powershell, etc):
http://ucken.blogspot.com/2010/10/music-on-hold-for-lync-clients.html

How to Setup LPE MOH:
http://windowspbx.blogspot.com/2011/07/questions-about-microsoft-lync-
server.html#Setup_Aries LPE_MOH

Royalty Free MOH:
http://windowspbx.blogspot.com/2011/07/questions-about-microsoft-lync-
server.html#royaltyfree_musiconhold
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Chapter 1

Chapter 10 — Using Microsoft Lync Server With Sonicwall
Firewalls

SONIC WAl.l.

N . Microsoft®
< Lync

Note: This article is as of Sonicwall Firmware version: SonicOS Enhanced 5.8.1.4-430

I’ve been spending the last couple days on and off getting familiar with Sonicwall VolP
features. since there are lot of Sonicwall devices in the field you most likely are going to
meet up with one sooner or later. (and this will only get worse with Dell’s acquisition of
Sonicwall) (grin) Another challenge is that most Sonicwall engineers are not spending their
days thinking about VolP, much less Microsoft Lync and SIP over TCP. (smile)

What is a Good Way to “Ramp Up” understanding the Sonicwall NAT
Configuration process?

This is the exact question | had. I’ve noticed that goggling seems to often return old
Sonicwall HowTo’s that are a bit hard to follow since the older Sonicwall firmware is just a
little different looking. | came across this short PDF manual that | think encapsulates doing
simple tasks in Sonicwall well:
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http://www.sonicwall.com/downloads/SonicWALL_TZ_210_Series_Getting_Started_Guide.pd
f

Can Sonicwall do SIP ALG for Microsoft Lync? No.

The simple answer is that Sonicwall firewall VolP features only work on SIP UDP traffic, not
TCP traffic that Microsoft Lync uses. (This does not mean that Sonicwall will not work Lync, it
just means that there is no need to try to use the Sonicwall VolP features with Lync at this
time.)

Want a source? Open this document and notice on page 15 that you can set another SIP
signaling port if it is not the standard 5060...but only for UDP traffic...and Microsoft Lync uses
TCP for signaling.

SONICWALL> Network Security Appliance

> E Dashboard o
» = Stem

L4 ! Network Setﬂngs
: g. i;c&‘ont fo,‘i"‘_] Cancel

4 % Frewal G ol Se
» G Frewat Settngs
v ,9 Vo@ Enable consstent NAT
SIP Settings

Call Status
> =0 Ant-Spam Enable SIP Transformations
> e VN A S A TPl
» B ss e

Enable SIP Back-10-8ack User Agent (B25R) support

o
» ‘ Users
I~ SIP Signaling nactivity Sme out (secondg
» B8 i Avatabity
> o Secunty Services SIP Medis inactwity time out (se
» _J WAN Acceleration Addtonal SIP sgnaling port (LDP) for ransformations (cptional):
b D it
P S Log

If you want to do some more reading about the Sonicwall VoIP module click here.
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Why are Lync Calls Not Shown on the “Call Status” Screen?

The reason Lync calls are missing from the “Call Status” screen is because Sonicwall (as
noted above) only displays UDP VolP calls here and Microsoft Lync uses TCP for call signaling.

"
el b

o —— P i

x Why no calls shown hara?

L ey

How Shall | Configure the the VolP Settings Screen?

“SIP Transformations” is Sonicwall’s language for what many others call ALG. Should this be
turned on or off?

Actually, it doesn’t matter at ALL how you set these items because Sonicwall firewalls can
only do “Enable SIP Transformations” (aka ALG, or VoIP/SIP ALG) on UDP traffic and Lync only
uses TCP.

So don’t sweat it and you can ignore all the dire warning on the on forum that tell you to turn
these settings off. (grin) Well, just to be safe...let’s uncheck them. (just in case some future
firmware upgrade does enable them)

e  Enable Consistent NAT = Off/Unchecked
e  Enable SIP Transformations = Off/Unchecked
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[NOTE: If you are using a SIP trunk provider like Intelepeer you will want to make sure you let
them know that you have ALG turned Off. They will change a setting on their side to
compensate for this.]

Is Sonicwall Planning to Add TCP Support to It’s VolP Features?

According to this forum post harishs@sonicwall.com notes this:

”The Current Implementation of SIP Transformations only affects UDP and not TCP hence we
cannot transform SIP over TCP. There is an Enhancement Filed for the same and can be
expected in future. No ETA.”
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In my opinion this is not urgent as Lync can work fine without Sonicwall SIP Transformations,
but would show initiative on Sonicwall’s part.

Something Doesn’t Work Right and I’m on an Old Firmware, Do |
Need to Upgrade?

Yes. This is a security device, if you aren’t up to date---you are not being responsible.

Can | Use Sonicwall AppFlow Monitor To Display Microsoft Lync
Signaling and Media Traffic?

Absolutely. The Sonicwall AppFlow Monitor lets you easily setup a filter to show in realtime
just the traffic you want to see: For example you can easily see SIP Trunk traffic from your
Lync Mediation Server, or your Lync Edge Server traffic through your Sonicwall.

Below we have a screenshot of the AppFlow Monitor showing the traffic to a Lync Mediation
Server. As you can see, at first there was merely SIP signaling traffic, then 1 SIP trunk call
and then after a bit a 2nd SIP trunk call. At any time you can hover over the traffic types
(lower left corner of chart) to get how much traffic is passing using that port/ports.)

- e Pl YNEPE

[ SIP Trunk Call #2

1 T — Clhick on RTF 1o 5oa
« 4 v e current traffic

i - S1P Trunk Call 21
B deilan
A \ \
o n— ;
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If Lync Traffic is DSCP Marked Will Sonicwall Prioritize This Traffic
Going LAN to WAN/ISP? No

Sonicwall devices can tag traffic with DSCP tags, but the Sonicwall device itself will not
prioritize traffic based on DSCP if it is going LAN > WAN. So if you have a Lync Mediation
server that is sending traffic to your ISP (and ultimately to a SIP Trunk provider), even if the
Lync Mediation server tags this traffic with DSCP, the traffic will not be prioritized through
the Sonicwall Firewall Rule. (Use Sonicwall Bandwidth Management to achieve this.) If the ISP
honors DSCP the packets will be prioritized once it reaches the ISP.

NOTE: Sonicwall VPN’s can prioritize DSCP traffic.
How to Setup 1 to 1 NAT?

This is a blog post all in itself. Watch for a post coming...
Conclusion

Bottom Line: Sonicwall and Lync work together just fine, but you need to understand both
well.

Sonicwall will do 1 to 1 NAT’s just fine. Sonicwall currently does not do ALG but Lync
Certified SIP trunk providers should be able to configure their side to avoid the need for ALG
on your firewall. The biggest take away is that Sonicallwall VolP features do not work on TCP
traffic at this time.

Misc Links:

QOS:
http://help.sonicwall.com/help/sw/eng/6800/25/8/1/Firewall_qosSettings.html#1080295
PSTN Echo Test:+1 703-376-ECHO (3246)

SIP Trunk Traffic Notes:

e  RTP seems to always use Sonicwall LAN>WAN rule. (Egress=From Lync Server;
Ingress=From SIP Trunk/Remote Party)
o  SDP tell Lync to do this

e Appears SIP signaling uses Sonicwall WAN>LAN rule
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Chapter 11

Chapter 11 — How to Configure Lync Server 2013 Live
Messenger PIC to Enable Skype Federation

Original Blog Article Click Here

| wondered around in the “pineapple fields” a bit trying to get all these PIC pieces together
so | thought I’d compile them here. Open your Lync users to millions of Skype users via Live
Messenger PIC!

Since Skype to Lync federation is already working at the IM/P level and will get audio around
the June 2013 time frame, you will want to start getting your Lync Server 2013 Live
Messenger PIC provisioned to take advantage of this.

Here is a summary of the steps to enabled PIC:

e  Make sure you Lync Edge server is working ship-shape

e  House Clean Your Live Messenger ID’s (aka Microsoft Account or MSA, formerly know
as Live ID): Make sure none are using your Lync domain

e House Clean Your Live Messenger Contact list: remove any Live Messenger contacts
that you just changed the domain name in above step.

e  Provision your Lync domain for Live Messenger (aka Skype) PIC
Configure Live Messenger (aka Skype) PIC Federation in Lync Server Control Panel
Test

NOTE: For the purposes of this blog we will use the names Live Messenger and Microsoft
Account. Live Messenger might also be know to some users as WLM or Windows Live
Messenger. Microsoft Account might also be know to some users as Windows Live ID or Live
ID. There is some ambiguity as to whether everything we reference as Live Messenger will be
be changed to Skype in the future, but at this time the labels are still Live Messenger.
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Make Sure Your Lync Edge Server Is Working Ship Shape

Make sure your Lync Edge server is working “ship shape” before even trying to federate to
Live Messenger. Here is a TechNet article on some tests you can do to ensure your edge
server is working correctly.

Make Sure NO Live Messenger Usernames Are Using Your Lync Domain
Name

Before getting starting this PIC Registration process, make sure you have no users who’s Live
Messenger usernames that are using your Lync domain. To fix these usernames, have the
users login to their Microsoft Account to change the username domain to something other
than the Lync domain.

1. For example if your Lync Server is at “house.com” you need to change any Live
Messenger usernames that have “vanity” domain ending in “@house.com” to
something else. (preferably to a default Microsoft Account domain like "®@live.com")

2. REMEMBER: you can only change your Microsoft Account username once every 6
months—so you will want to be VERY CAREFUL and get it right the first time!
Proceed with caution.

3. To change a Microsoft Account username, login with the Microsoft Account that
needs the username changed and go to:
https://account.live.com/summarypage.aspx and click on “Rename account”
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NOTE: Currently Microsoft Account users are noting that MSA usernames cannot be changed
(as shown below) It appears changing usernames caused some issues and Microsoft is looking
into the issue. Microsoft has no ETA on at this time. Click Here
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Live Messenger Users Whose Usernames Have Changed Will Want to
Notify Others Who Have Them On Their Contact List to Remove Them
and Add Them Again Using New Username

To avoid issues later, (the issue: those who don’t remove and re-add see this contact’s
presence as offline) | recommend that you have Live Messenger users whose username’s have
been change, to notify others who have them on their contact list (whether Lync, Live
Messenger, Skype or other IM clients) to remove them and add them again with their new
Live Messenger username.

Provision Live Messenger PIC Federation for Your Lync Domain With
Microsoft

Get Microsoft Live Messenger (Skype?) PIC provisioning started with Microsoft by heading over
to http://pic.lync.com

1. Microsoft says it could take 30 days: My experience was 7hrs later Live Messenger
was provisioned. Microsoft Lync PIC provisioning team noted that AIM typically takes
a bit longer.

The PIC provisioning website looks something like below:

Do your Live Messenger PIC Federation Configuration in the Lync Server
2013 Control Panel

Under Federation and External Access | Access Edge Configuration | Enable federation and
public IM connectivity (shown below)
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Create an External Access Policy to enable access to External Skype users.
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Configure settings as you like, shown below:
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Set Lync to NOT Force Encryption

A final step to enable Live Messenger PIC you need set Lync to not force encryption. Do this

by following these instructions.

Test By Adding a Live Messenger (Skype?) User In Your Lync Client

To add Live Messenger clients to your Lync contact list add them to Lync just like Lync
clients!

1. Note: If the Live Messenger username you want to add is using a vanity Live
Messenger username domain, enter the contact like this: live-messenger-
username(live-messenger-username-vanity-domain)@msn.com. For example:
john.martin@xyz.com would be john.martin(xyz.com)@msn.com.
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Next. (NOTE: the green check does not mean that there is a Live Messenger contact like this,

just that the contact is proper form.)
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Below is what the Skype side will see:
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Some other Lync <-> Skype articles you might have interest in:

e How Do | Enable Lync <-> Skype Federation from Skype Side? Click Here
e How Much Will Lync <-> Skype Federation Cost? Click Here
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e How Does Lync <-> Skype Federation Work Under the Hood? Click Here
e Nov 2012: Lync <-> Skype IM/P Has Started Working: Click Here
e  Feb 2013: Lync <-> Skype Voice Has Started Working for Some: Click Here

Sources:
http://technet.microsoft.com/en-us/library/ff945947.aspx
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